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I. INTRODUCTION 
On February 25, 2020, the Committee on Technology, chaired by Council Member Robert Holden, and the Committee on Small Business, chaired by Council Member Mark Gjonaj, will hold a joint oversight hearing on cybersecurity for small businesses. 
The Committees expect to receive testimony from representatives of the New York City Department of Small Business Services (“SBS”), New York City Cyber Command (“NYC3”), business associations, Business Improvement Districts (“BIDs”), chambers of commerce, small businesses and other community-based non-profit organizations. 
II. BACKGROUND
A. Cyberattacks 
As e-commerce businesses and traditional companies increasingly integrate networked information systems into their operations, they become more frequent targets of cyberattacks.[footnoteRef:1] Vandalism, larceny, retribution by disgruntled employees or customers, political or ethical antipathy, competitive advantage or simple economic gain are the most common motives behind business network penetrations. Crucially, the United States (U.S.) Council of Economic Advisers found that malicious cyber activity cost the U.S. economy between $57 billion and $109 billion in 2016, with the growing interconnectivity of the modern economy exacerbating the effects of cyberattacks.[footnoteRef:2] Every organization, regardless of location and size, is therefore at risk of experiencing a cyberattack. [1:  See Scott Steinberg, Cyberattacks Now Cost Companies $200,000 on Average, Putting Many Out of Business, CNBC, Oct. 13, 2019, https://www.cnbc.com/2019/10/13/cyberattacks-cost-small-companies-200k-putting-many-out-of-business.html.  ]  [2:  The Council of Economic Advisers, The Cost of Malicious Cyber Activity to the U.S. Economy, EXECUTIVE OFFICE OF THE PRESIDENT, Feb. 2018. https://www.whitehouse.gov/wp-content/uploads/2018/03/The-Cost-of-Malicious-Cyber-Activity-to-the-U.S.-Economy.pdf. ] 

Cyber criminals penetrate industry networks, steal consumers’ personal data, and use others’ personal computers to spread malware and chaos.[footnoteRef:3] The number of cyberattacks has been steadily increasing over the past several years. Within the first six months of 2017, 4 million more records were exposed than in all of 2016.[footnoteRef:4] Specifically, cyberattacks on commercial businesses nearly doubled in 2017, up from 82,000 in 2016 to 159,700 last year, and it is estimated that the actual number for 2017 could be more than 350,000 because most incidents are unreported[footnoteRef:5] due to concern about negative publicity. Many cyberattacks against businesses have been reported[footnoteRef:6] due to various state regulations. [3:  Irene Byhovsky, Daniel Garrie, Privacy and Data Protection in Russia, 5 J.L. & CYBER WARFARE 235 (2017).]  [4:  Data Breach Quickview Report: Data Breach Trends--First Six Months of 2017, RISK BASED SEC., (July 2017).]  [5:  Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019) (citing Henry Kenyon, Report: Cyberattacks on Businesses Doubled in 2017, CQ ROLL CALL, Jan. 29, 2018, at 1, 2018 WL 578950).]  [6:   See Cyberattacks Against Businesses, 1 Data Sec. & Privacy Law § 1:3 (2019).] 

B. Cyber Attacks against Private Sector 
In July 2005, the first serial data breach of credit card numbers occurred when hackers hacked into the personal and financial systems of retailer TJX, owner of TJ Maxx stores, and used the information of at least 45.7 million customers to make fraudulent purchases.[footnoteRef:7] TJX did not discover the breaches until December 2006, fourteen months later, and did not disclose the breach until January 2007.  As a result, complaints were filed against the company,[footnoteRef:8] and a settlement agreement was approved in July 2008. The agreement required TJX to pay $9.75 million to 41 states, improve data security, allow state governments to monitor data security, and give notice to customers of any future data security breach within ten days.[footnoteRef:9]  [7:  Ted Julian, Defining Moments in the History of Cyber-Security and the Rise of Incident Response, INFO SECURITY, Dec. 4, 2014, https://www.infosecurity-magazine.com/opinions/the-history-of-cybersecurity/. ]  [8:  In re TJX Cos. Retail Sec. Breach Litig (2007) (No. 1:07-cv-10162-WGY). ]  [9:  Jaikumar Vijayan, JX Reaches $9.75 Million Breach Settlement With 41 States,  June 24, 2009, COMPUTERWORLD, https://www.computerworld.com/article/2525965/tjx-reaches--9-75-million-breach-settlement-with-41-states.html. ] 

The largest cyberattack to date exposed 1 billion records from Yahoo in 2013 and more than 500 million more records in 2014.[footnoteRef:10] The first breach was not disclosed until more than three years later, and many lawsuits ensued, “[alleging] a risk of future identify theft, in addition to loss of value of their personal identification information,” among other claims.[footnoteRef:11] [10:  Jonathan Stempel, Yahoo Must Face Litigation By Data Breach Victims: U.S. Judge, THOMSON REUTERS Aug. 31, 2017, https://www.reuters.com/article/us-verizon-yahoo-breach/yahoo-must-face-litigation-by-data-breach-victims-u-s-judge-idUSKCN1BB25Q; Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019).]  [11:  Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019).] 

The second largest breach was of Myspace in 2016, when 360 million usernames and passwords were exposed.[footnoteRef:12] Although the number of Myspace users has decreased over the years, hackers used the usernames and passwords of prior users to gain access to their other newer and more active accounts elsewhere on the Internet.[footnoteRef:13] The third largest breach was of Equifax in 2017, when 145.5 million records were exposed containing names, dates of birth, social security numbers, home addresses, and driver's license numbers.[footnoteRef:14]  [12:  Jethro Mullen & Seth Fiegerman, Yahoo Tops the List of Largest Ever Data Breaches, CNN BUSINESS Oct. 4, 2017, http://money.cnn.com/2017/10/04/technology/yahoo-biggest-data-breaches-ever/index.html; Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019).]  [13:  Elizabeth Weise, 360 Million Myspace Accounts Breached, USA TODAY, May 31, 2016, https://www.usatoday.com/story/tech/2016/05/31/360-million-myspace-accounts-breached/85183200/. ]  [14:  Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019) (citing Donna Borak & Kathryn Vasel, The Equifax Hack Could Be Worse Than We Thought, CNN Money, Feb. 10, 2018, http://money.cnn.com/2018/02/09/pf/equifax-hack-senate-disclosure/index.html).] 

The protection of the confidential and proprietary information of a company, its clients and its employees is crucial. The possible damage is far-reaching, as seen in some of the recent cyberattacks. While large companies have been more newsworthy targets for a cyberattack, cybercriminals are increasingly targeting small businesses.[footnoteRef:15]  [15:  Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019). ] 


	C. Small Businesses and Cybersecurity Risks
The types of businesses attacked by cybercriminals have expanded from financial institutions to small healthcare practices, the food and beverage industry, and energy companies.[footnoteRef:16] No company is immune from cyberattacks, from large Fortune 500 corporations to smaller ‘mom and pop’ businesses.[footnoteRef:17] Small businesses are collecting more and more data on their customers, making them more desirable for cybercriminals.[footnoteRef:18] In fact, for the third consecutive year, small and medium-sized businesses have reported a significant increase in targeted cybersecurity breaches.[footnoteRef:19] A global survey conducted by the Ponemon Institute found that attacks against businesses are growing in both frequency and sophistication.[footnoteRef:20]  [16:  See Kelly Jackson Higgins, Most Small Healthcare Practices Hacked In The Past 12 Months, Feb. 16, 2012, http://www.darkreading.com/risk/most-small-healthcare-practices-hacked-in-the-past-12-months/d/d-id/1137138? ; A 2012 survey of the healthcare industry reported that 94% of healthcare organizations experienced at least one data breach during the last two years. The average cost to each healthcare organization per data breach is estimated to be $1.2 million; see also Ponemon Institute, Third Annual Benchmark Study on Patient Privacy Data Security, idexpertscorp.com (Dec. 6, 2012), https://www.idexpertscorp.com/knowledge-center/single/third-annual-benchmark-study-on-patient-privacy-data-security; Food and Beverage Industry has Unsavory History of Data Breaches, INFOSECURITY-MAGAZINE, Jan. 20, 2015, http://www.infosecurity-magazine.com/view/23746/food-and-beverage-industry-has-unsavory-history-of-data-breaches/; Mark Clayton, Alert: Major Cyber-Attack Aimed At Natural Gas Pipeline Companies, CSMONITOR.COM , May 5, 2012, http://www.csmonitor.com/USA/2012/0505/Alert-Major-cyber-attack-aimed-at-natural-gas-pipeline-companies. ]  [17:  Robert S. Mueller, Director, FBI, Remarks at the RSA Cyber Security Conference, Mar. 1, 2012. ]  [18:  Ponemon: Cyberattacks on SMBs Rising Globally, Becoming More Targeted and Sophisticated, BLOOMBERG, October 8, 2019, https://www.bloomberg.com/press-releases/2019-10-08/ponemon-cyberattacks-on-smbs-rising-globally-becoming-more-targeted-and-sophisticated. ]  [19:  Ponemon: Cyberattacks on SMBs Rising Globally, Becoming More Targeted and Sophisticated, BLOOMBERG , October 8, 2019, https://www.bloomberg.com/press-releases/2019-10-08/ponemon-cyberattacks-on-smbs-rising-globally-becoming-more-targeted-and-sophisticated.]  [20:  Ponemon: Cyberattacks on SMBs Rising Globally, Becoming More Targeted and Sophisticated, BLOOMBERG , October 8, 2019, https://www.bloomberg.com/press-releases/2019-10-08/ponemon-cyberattacks-on-smbs-rising-globally-becoming-more-targeted-and-sophisticated. ] 

According to 2019 Data Breach Investigations Report,[footnoteRef:21] 43% of online attacks are now aimed at small businesses, a favorite target of high-tech villains,[footnoteRef:22] yet only 14% of those businesses are prepared to defend themselves.[footnoteRef:23] Therefore, network security leaders believe that business owners increasingly need to start making high-cybersecurity a top priority.[footnoteRef:24] [21:  Verizon Wireless, 2019 Data Breach Investigations Report, VERIZON WIRELESS, May 2019, https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf. ]  [22:  Verizon Wireless, 2019 Data Breach Investigations Report, VERIZON WIRELESS, May 2019,  https://enterprise.verizon.com/resources/reports/2019-data-breach-investigations-report.pdf.  ]  [23:  2018 State of Cybersecurity in Small & Medium Size Businesses, PONEMON INSTITUTE, https://www.keepersecurity.com/assets/pdf/Keeper-2018-Ponemon-Report.pdf. ]  [24:  Scott Steinberg, Cyberattacks Now Cost Companies $200,000 on Average, Putting Many Out of Business, CNBC, Oct. 13, 2019, https://www.cnbc.com/2019/10/13/cyberattacks-cost-small-companies-200k-putting-many-out-of-business.html. ] 

D. Awareness and Risks Assessment 
Over the past few years, data protection has become a crucial economic, social, and legal concern because of our increasing reliance on computers, internet-based information systems, and the threats of data breaches and privacy violations associated with cyberattacks. Worse, the consequences of cyberattacks continue to grow, with digital incidents now costing businesses of all sizes $200,000 on average.[footnoteRef:25] Sixty percent of businesses that are targeted go out of business[footnoteRef:26] within six months of being victimized.[footnoteRef:27] [25:  Hiscox Cyber Readiness Report 2019, https://www.hiscox.com/documents/2019-Hiscox-Cyber-Readiness-Report.pdf. ]  [26:  Joe Galvin, 60 Percent of Small Businesses Fold Within 6 Months of a Cyber Attack. Here's How to Protect Yourself, https://www.inc.com/joe-galvin/60-percent-of-small-businesses-fold-within-6-months-of-a-cyber-attack-heres-how-to-protect-yourself.html. ]  [27:  Scott Steinberg, Cyberattacks Now Cost Companies $200,000 on Average, Putting Many Out of Business, CNBC, Oct. 13, 2019, https://www.cnbc.com/2019/10/13/cyberattacks-cost-small-companies-200k-putting-many-out-of-business.html.   ] 

While the risk of cyberattacks has been increasing, according to Keeper Security’s 2019 SMB Cyber threat Study,[footnoteRef:28] 66% of senior decision-makers at small businesses still believe they’re unlikely to be targeted by online criminals. Similarly, 6 in 10 have no digital defense plan in place, underscoring the need for heightened industry awareness and education across the board.[footnoteRef:29] Further, nearly half (45%) of the 2,000 respondents described their organization's IT posture as ineffective, with 39% reporting they have no incident response plan in place.[footnoteRef:30] The increase in number, scope, and type of cyberattacks has caused companies across all industries to take steps to better protect confidential and personal information.[footnoteRef:31]  [28:  Craig Lurey, Cyber Mindset Exposed: Keeper Unveils its 2019 SMB Cyberthreat Study, KEEPER SECURITY, July 24, 2019, https://www.keepersecurity.com/blog/2019/07/24/cyber-mindset-exposed-keeper-unveils-its-2019-smb-cyberthreat-study/.  ]  [29:  Scott Steinberg, Cyberattacks Now Cost Companies $200,000 on Average, Putting Many Out of Business, CNBC, Oct. 13, 2019, https://www.cnbc.com/2019/10/13/cyberattacks-cost-small-companies-200k-putting-many-out-of-business.html. (citing Craig Lurey, Cyber Mindset Exposed: Keeper Unveils its 2019 SMB Cyberthreat Study, KEEPER SECURITY, July 24, 2019, https://www.keepersecurity.com/blog/2019/07/24/cyber-mindset-exposed-keeper-unveils-its-2019-smb-cyberthreat-study/).  ]  [30:  Ponemon: Cyberattacks on SMBs Rising Globally, Becoming More Targeted and Sophisticated, BLOOMBERG, October 8, 2019, https://www.bloomberg.com/press-releases/2019-10-08/ponemon-cyberattacks-on-smbs-rising-globally-becoming-more-targeted-and-sophisticated. ]  [31:  Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 70 (2019) (citing Joseph D. Simon & Elizabeth A. Murphy, Cybersecurity Regulation for Financial Services Companies: New York State Leads the Way, 30 J. OF TAX'N & REG. OF FIN. INST. 27, 27 (2017)). ] 

E. 	Rise in Cyberattacks 
	There are a number of factors that can be attributed to the rise in frequency and breadth of cyberattacks.[footnoteRef:32] One factor is the change of motives in persons who carry out cyberattacks.10 In the early 2000s, most threats were indiscriminate and designed to simply cause disturbance,[footnoteRef:33] but threats became more targeted as organized crime groups breached systems for monetary gain and unfriendly nation-states breached systems to gain intelligence and intellectual property. Another factor is that “[a]s the cost of technology decreases, the barriers to entry for cybercrime drop, making it easier and cheaper for criminals of all types to seek out new ways to perpetrate cyber fraud.”[footnoteRef:34] There is also a “greater availability of exploits, tools, encryption, and anonymous payment systems[.]”[footnoteRef:35] Therefore, the costs and risks of getting caught are low and the potential benefits are high.[footnoteRef:36] This is compounded by the fact that many systems that suffer cyberattacks contain data that is either very difficult to replicate or impossible to replace, leading to many victims cutting their losses and quietly paying off their attackers without notifying authorities.[footnoteRef:37] [32:  N.Y. State Dep't. of Fin. Servs., Report on Cyber Security in the Banking Sector 1 (2014).]  [33:  Jason Hart, 10 Years of Cybersecurity; What the Past Decade Has Taught Us, GEMALTO, June 6, 2016, https://blog.gemalto.com/security/2016/06/06/10-years-cyber-security-past-decade-taught-us/; Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019).]  [34:  N.Y. State Dep't. of Fin. Servs., Report on Cyber Security in the Banking Sector 1 (2014).]  [35:  Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019) (citing Accenture Sec., Cyber Threat-Scape Report: Midyear Cybersecurity Risk Review Forecast and Remediations (2017)).]  [36:  See id. ]  [37:  Nathaniel Popper, Ransomware Attacks Grow, Crippling Cities and Businesses, THE NEW YORK TIMES, Feb. 9, 2020, https://www.nytimes.com/2020/02/09/technology/ransomware-attacks.html. ] 

F. 	Regulations Related to Cybersecurity 
a. Federal Regulations
There are only a few sector-specific federal laws intended to protect information systems. The first federal legislation covered the healthcare industry, the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”),[footnoteRef:38] and established a set of national standards that protect individually identifiable health information through the Privacy Rule and Security.[footnoteRef:39]  [38:  42 U.S.C. § 1320d-6 (2018).]  [39:  See id.] 

The HIPAA Security Rule “was ﬁnalized in 2003 and updated in 2013. It establishes minimum security requirements for PHI that a covered entity receives, creates, maintains or transmits in electronic form.”[footnoteRef:40] The Rule is designed to require covered entities to implement “reasonable security measures in a technology-neutral manner. The goal is for all covered entities to implement policies and procedures to prevent, detect, contain; and security violations.”[footnoteRef:41]  The Security Rule is composed of standards and implementation speciﬁcations, which encompass administrative, technical and physical safeguards.[footnoteRef:42] Some of the implementation speciﬁcations are required, while others are considered discretionary.[footnoteRef:43] Therefore, the covered entity must assess whether it is an appropriate safeguard for the entity to adopt. The HIPAA Security Rule requires covered entities and business associates to:   [40:  Peter Swire, U.S. Private sector Privacy, IAPP Publication, 2018. (citing 45 C.F.R. 164.306(a)). ]  [41:  Centers for Medicare & Medicaid Services, HIPAA Security Series, U.S. DEPARTMENT OF HEALTH & HUMAN SERVICES, Mar. 2007, https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/techsafeguards.pdf. ]  [42:  See 45 C.F.R. 164.306.]  [43:  See id. ] 

1. 	Ensure the conﬁdentiality, integrity and availability of all electronic health information the covered entity creates, receives, maintains or transmits;  
2. 	Protect against any reasonably anticipated threats or hazards to the security or integrity of the electronic health information;  
3. 	Protect against any reasonably anticipated uses or disclosures of such information that are not permitted or required under the Privacy Rule;
4. 		Ensure compliance with the Security Rule by its workforce.[footnoteRef:44] [44:  See 45 C.F.R. 164.306. ] 

The Security Rule also requires each covered entity to designate an individual who is responsible for the implementation and oversight of the Security Rule; conduct initial and ongoing risk assessments; accurate and thorough assessment of the potential risks and vulnerabilities to the conﬁdentiality, integrity, and availability of electronic protected health information held by the covered entity; identify potential risks and vulnerabilities.[footnoteRef:45] [45:  See 45 C.F.R. 164.306.] 

The Office for Civil Rights (“OCR”) is responsible for enforcing the HIPAA Privacy and Security Rules.[footnoteRef:46] HIPAA imposes a penalty on the covered entity, not the attacker. The penalty for violation is a fine of “up to $50,000, a one-year term of imprisonment or both,”[footnoteRef:47] or "if the offense is committed under false pretenses," the fine is "not more than $100,000,”[footnoteRef:48] imprisonment for up to 5 years, or both.[footnoteRef:49] "If the offense is committed with intent to sell, transfer, or use individually identifiable health information for commercial advantage, personal gain, or malicious harm," the violator may "be fined not more than $250,000, imprisoned not more than 10 years, or both."[footnoteRef:50]  [46:  45 C.F.R. Parts 160 and 164, Subparts A, C, and E.]  [47:  42 U.S.C. § 1320d-6(b)(1).]  [48:  Id. § 1320d-6(b)(2).]  [49:  Id. § 1320d-6(b)(3).]  [50:  Id. § 1320d-6(b)(3).] 

	The second set of legislation covers financial institutions, such as banking, insurance, and investments, along with third parties that process or receive information from such financial institutions.[footnoteRef:51] The Gramm-Leach-Bliley Act of 1999 (“GLBA”), the first of the two regulations, “govern[s] the collection, storage, protection, and disclosure of customers' financial information”[footnoteRef:52] under the Financial Privacy Rule and the Safeguards Rule.[footnoteRef:53] The Sarbanes-Oxley Act of 2002 (“SOX”), the second regulation, governs relationships between corporations and accounting firms. The purpose of SOX was to improve the reliability of financial reporting by public companies and accounting firms following “several major accounting scandals.”[footnoteRef:54]  [51:  Regulatory Compliance: HIPAA, SOX, and GLBA, COMPARE BUS. PROD., https://www.comparebusinessproducts.com/briefs/regulatory-compliance-hipaa-sox-and-glba. ]  [52:  Regulatory Compliance: HIPAA, SOX, and GLBA, COMPARE BUS. PROD., https://www.comparebusinessproducts.com/briefs/regulatory-compliance-hipaa-sox-and-glba. ]  [53:  Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019) (citing Regulatory Compliance: HIPAA, SOX, and GLBA, COMPARE BUS. PROD., https://www.comparebusinessproducts.com/briefs/regulatory-compliance-hipaa-sox-and-glba).]  [54:  Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 96 (2019) (citing Regulatory Compliance: HIPAA, SOX, and GLBA, COMPARE BUS. PROD., https://www.comparebusinessproducts.com/briefs/regulatory-compliance-hipaa-sox-and-glba).] 

The Securities and Exchange Commission (“SEC”) published, and recently updated, cybersecurity guidance that places emphasis on the need for public companies to have strong cybersecurity policies and procedures and disclose requirements.[footnoteRef:55] The new guidance reiterates that “cyber-security remains one of the top compliance risks for financial firms” and that they will continue to focus on the prevention of cyberattacks. Other recent risk alerts highlight certain firm best practices, including “[m]aintenance of an inventory of data, information, and vendors, detailed cyber-security-related instructions, maintenance of prescriptive schedules and processes for testing data integrity and vulnerabilities; [e]stablished and enforced controls to access data and systems; [m]andatory employee training; and [a]n engaged senior management.”[footnoteRef:56]  [55:  See Cozen O'Connor, Updated SEC Guidance Highlights Importance of Solid Cybersecurity Policies and Procedures, LEXOLOGY, Mar. 20, 2018, https://www.lexology.com/library/detail.aspx?g=a0f24166-1cd0-4a01-ab15-425da26de109. ]  [56:  Michael Bahar et al., An Emerging Patchwork Of Cybersecurity Rules, LAW360, Aug. 29, 2017, https://www.law360.com/articles/957355/an-emerging-patchwork-of-cybersecurity-rules. ] 

b. New York State Regulations
(i) Cybersecurity Requirements for Financial Services Companies
The New York State Department of Financial Services (“DFS”) implemented a first-of-its-kind cybersecurity regulation, Cybersecurity Requirements for Financial Services Companies,[footnoteRef:57]  which imposed certain minimum requirements on covered entities and third party service providers of the covered entities. This regulation mainly covers state financial services institutions such as banks, insurance companies, and mortgage brokers.[footnoteRef:58] According to DFS, “this regulation is designed to promote the protection of customer information as well as the information technology systems of regulated entities.”[footnoteRef:59] DFS urged all covered entities and third party service providers of covered entities to quickly adopt the cybersecurity requirements because of the steady increase in cyber threats and the stark risks to the financial services industry.[footnoteRef:60] [57:  N.Y. COMP. CODES R. & REGS. 23 NYCRR 500 (2019). ]  [58:  N.Y. COMP. CODES R. & REGS. 23 NYCRR 500.19 (2019).]  [59:  N.Y. COMP. CODES R. & REGS. 23 NYCRR 500.00 (2019).]  [60:  Id.] 






(ii) New York’s Stop Hacks and Improve Electronic Data Security Act

	Recently enacted, New York’s Stop Hacks and Improve Electronic Data Security Act (“SHIELD Act”)[footnoteRef:61] broadens the state’s data breach notification requirements. The SHIELD Act will also require covered businesses to have “reasonable” data security safeguards. [61:  2019 NY SB 5575.] 

	The Act makes five principal changes to existing New York law. First, the SHIELD Act expands the law’s jurisdiction to entities that maintain private information of New York residents, regardless of whether or not such entities actually conduct business within the State.[footnoteRef:62] This provision is consistent with the exterritorial trend in data security and privacy laws exemplified by the European Union’s General Data Protection Regulation (“GDPR”)[footnoteRef:63] and California’s Consumer Privacy Act (“CCPA”).[footnoteRef:64] The SHIELD Act will cover businesses that operate outside of New York, if such entities maintain private information of New York consumers, employees, or other residents.[footnoteRef:65] [62:  Id.]  [63:  Regulation (EU) 2016/679. The GDPR is available in English at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679. ]  [64:  CAL. CIV. CODE § 1798.140 (West).]  [65:  See 23 No. 8 Wallstreetlawyer.com: Sec. Elec. Age NL 4.] 

Second, the SHIELD Act extends the definition of “private information” that triggers notification obligations to consumers in the event of a breach, and includes biometric data such as fingerprint, retina or iris scans, or other physical characteristics.[footnoteRef:66] The Act also adds data elements that trigger notification obligations in combination with “personal information”: an account number or credit or debit card number if it provides access to a financial account without a password or access code and biometric information, and includes “a username or e-mail address in combination with a password or security question and answer that would permit access to an online account.”[footnoteRef:67]  [66:  See 2019 NY SB 5575.]  [67:  Biometric information is defined as “data generated by electronic measurements of an individual’s unique physical characteristics, such as a fingerprint, voice print, retina or iris image, or other unique physical representation or digital representation of biometric data which are used to authenticate or ascertain the individual’s identity”; 2019 NY SB 5575. ] 

Third, the SHIELD Act expands the definition of a “breach” to include unauthorized “access” to private information, in addition to unauthorized “acquisition” of such information.  Fourth, the SHIELD Act increases civil penalties for violations of notification obligations from $10 per instance of failed notification with the gap of $150,000 to $20 per instance of failed notification, with the amount cap of $250,000.[footnoteRef:68] [68:  See 2019 NY SB 5575.] 

Critically, the SHIELD Act requires companies to implement and maintain reasonable data security measures to protect the security, confidentiality and integrity of private information.[footnoteRef:69] The Act elaborates the data security measures that “shall” deem a company in compliance with the “reasonable safeguards” requirement, which include “administrative safeguards,” “technical safeguards,” and “physical safeguards.”[footnoteRef:70] The Act identifies risk assessments, training, and selecting appropriate service providers as among the reasonable safeguards to ensure compliance with the Act.[footnoteRef:71]  [69:   2019 NY SB 5575. ]  [70:  Joshua Mooney and Richard Borden, New York’s SHIELD Act Cheat Sheet, Cyber Law and Data Protection Alert, December 12, 2019 (citing 2019 NY SB 5575).]  [71:  See 2019 NY SB 5575.] 

The Act also addresses cybersecurity for small businesses, which are defined as any person or business with (i) fewer than fifty employees; (ii) less than three million dollars in gross annual revenue in each of the last three fiscal years; or (iii) less than five million dollars in year-end total assets, calculated in accordance with generally accepted accounting principles.[footnoteRef:72] Pursuant to the Act, small businesses, shall “contain[] reasonable administrative, technical and physical safeguards  that are appropriate for the size and complexity of the small business, the nature and scope of the small business's activities, and the sensitivity of the personal information the small business collects from or about consumers.”[footnoteRef:73] [72:  2019 NY SB 5575.]  [73:  2019 NY SB 5575.] 

Businesses in the financial and healthcare industries that are regulated by and compliant with the Gramm-Leach-Bliley Act, New York DFS’ cybersecurity regulations (23 NYCRR 500), the HIPAA Act, or the Health Information Technology for Economic and Clinical Health Act (“HITECH Act”) are exempted from  “reasonable safeguards”[footnoteRef:74] requirements. The Act also includes a catchall exemption for companies regulated by and compliant with “any other data security rules and regulations”[footnoteRef:75] at the federal or New York state level.  [74:  Id.]  [75:  2019 NY SB 5575.] 

G.	Existing Cybersecurity Measures for Small Businesses
a. Federal Initiatives 
	The U.S. Small Business Administration (“SBA”) is a federal agency that serves small businesses in the U.S. through their network of Small Business Development Centers (“SBDC”) located in each state, which provide business and economic development assistance to local small businesses.[footnoteRef:76] The SBA published its “Small Business Development Center Cyber Strategy” report on March 15, 2019, in conjunction with the Department of Homeland Security, and compiled 46 federal cybersecurity resources available to small businesses through SBDCs, organized according to the U.S. National Institute of Standards and Technology (“NIST”) Cybersecurity Framework’s five core functions: Identify, Protect, Detect, Respond, and Recover.[footnoteRef:77] Among these resources are public awareness trainings, education programs about possible cyberthreats, cybersecurity resource guides, and toolkits for proactively guarding against cyberattacks.[footnoteRef:78]  [76:  U.S. Small Business Administration and U.S. Department of Homeland Security, Small Business Development Center Cyber Strategy, U.S. DEPARTMENT OF HOMELAND SECURITY, March 15, 2019, https://www.rubio.senate.gov/public/_cache/files/df17f477-fdd2-460a-9627-c23ead3fa6d1/27C1CD9F001CC9609429EEE360E86746.dhs-sba-small-business-strategy.pdf. ]  [77:  U.S. Small Business Administration and U.S. Department of Homeland Security, Small Business Development Center Cyber Strategy, U.S. DEPARTMENT OF HOMELAND SECURITY, March 15, 2019, https://www.rubio.senate.gov/public/_cache/files/df17f477-fdd2-460a-9627-c23ead3fa6d1/27C1CD9F001CC9609429EEE360E86746.dhs-sba-small-business-strategy.pdf.]  [78:  U.S. Small Business Administration and U.S. Department of Homeland Security, Small Business Development Center Cyber Strategy, U.S. DEPARTMENT OF HOMELAND SECURITY, March 15, 2019, https://www.rubio.senate.gov/public/_cache/files/df17f477-fdd2-460a-9627-c23ead3fa6d1/27C1CD9F001CC9609429EEE360E86746.dhs-sba-small-business-strategy.pdf.] 

b. New York State Initiatives 
	The New York SBDC is a coalition of 22 locations throughout New York State, and has a webpage dedicated to Cybersecurity for Small Businesses that provides steps for small businesses to protect themselves from cyberattacks while also serving as a resource to learn more about cybersecurity risks and potential cybersecurity solutions.[footnoteRef:79] The New York SBDC webpage also hosts a number of reports to help residents securely start their businesses with attention to cybersecurity, including an overall Cybersecurity Planning Guide, which provides a holistic overview of cybersecurity best practices for a small business; a guide on identifying and reporting common scams; understanding secure online practices; and common IT wisdom that keeps businesses secure.[footnoteRef:80]  [79:  New York SBDC, Cybersecurity for Small Business, THE STATE UNIVERSITY OF NEW YORK, http://www.nyssbdc.org/resources/cybersecurity.html. ]  [80:  New York SBDC, Cybersecurity for Small Business, THE STATE UNIVERSITY OF NEW YORK, http://www.nyssbdc.org/resources/cybersecurity.html.] 

c. New York City Initiatives 
	New York City’s Small Business Services Department (“SBS”) has no established program that focuses on Cybersecurity for Small Businesses. SBS does have a “Business Preparedness and Resiliency Program” which looks to “help small businesses better prepare for emergencies and enhance the resiliency of their operations, assets, and physical space.”[footnoteRef:81] While not the focus, cybersecurity measures are included as an avenue through which small businesses can qualify for funding from this program.[footnoteRef:82]  [81:  NYC Department of Small Business Services, Business Preparedness and Resiliency Program Guidelines and Procedures: Resiliency Assessments and Grants, NYC DEPARTMENT OF SMALL BUSINESS SERVICES, Mar. 22, 2018, http://www.nyc.gov/html/nycbe/downloads/pdf/BPREP_Assessment%20and%20Grants_Policies%20%20Proceedures_v5_3_21_18.pdf.  ]  [82:  NYC Department of Small Business Services, Business Preparedness and Resiliency Program Guidelines and Procedures: Resiliency Assessments and Grants, NYC DEPARTMENT OF SMALL BUSINESS SERVICES, Mar. 22, 2018, http://www.nyc.gov/html/nycbe/downloads/pdf/BPREP_Assessment%20and%20Grants_Policies%20%20Proceedures_v5_3_21_18.pdf.  ] 

SBS has supplementary services for small businesses which deliberately focus on assisting small businesses with their operations, although there is no explicit reference to cybersecurity services. Their “Chamber On-the-Go” program is a “mobile business support program” which helps “small business owners access free services without leaving their storefront by deploying trained business specialists to connect with small business owners in neighborhoods across the five boroughs.”[footnoteRef:83]  During and on-site visit, specialists will: [83:  NYC Department of Small Business Services, City Leaders Bringing Free Small Business Services Directly to Each Borough, NYC DEPARTMENT OF SMALL BUSINESS SERVICES, May 30, 2017, https://www1.nyc.gov/site/sbs/about/pr20170530(1).page. ] 

“Conduct a snapshot assessment of the business’ strengths and needs; connect business owners with free resources to help their business thrive from the SBS, Chambers of Commerce, and local organizations; provide immediate business support and make appointments for future services; and answer questions and collect feedback on the challenges and opportunities facing their specific business community.”[footnoteRef:84] [84:  NYC Department of Small Business Services, City Leaders Bringing Free Small Business Services Directly to Each Borough, NYC DEPARTMENT OF SMALL BUSINESS SERVICES, May 30, 2017, https://www1.nyc.gov/site/sbs/about/pr20170530(1).page.] 

In addition, SBS runs Business Solution Centers which are meant to help residents “access free services to start, operate, and grow a small business.”[footnoteRef:85] The broad nature in which these services are delivered indicate that cybersecurity solutions can also be included, but there is no clear language referencing cybersecurity services as a part of these programs.  [85:  NYC Department of Small Business Services, NYC Business Solution Centers, NYC DEPARTMENT OF SMALL BUSINESS SERVICES, https://www1.nyc.gov/site/sbs/index.page. ] 

III. CONCLUSION
If a breach has not yet struck a company, it is not a matter of if it will occur, it is a matter of when it will occur. Hackers are using deception tactics such as anti-analysis code, steganography, and expendable command-and-control servers to hide stolen data.  They are creating more sophisticated phishing campaigns with the addition of specific company information such as billing, using Distributed Denial-of-Service (“DDoS”) attack tools, which can be used on most devices connected to a network.[footnoteRef:86] Therefore, it is the Committee is particularly interested in exploring these issues to protect City residents and small businesses from cyber attackers.  [86:  See Emily E. Bayard, The Rise of Cybercrime and the Need for State Cybersecurity Regulations, 45 RUTGERS COMPUTER & TECH. L.J. 69, 71–76 (2019). 
] 

	The Council looks forward to hearing testimony from New York City Cyber Command and the Department of Small Business Services about any policies or programs that have been implemented to ensure that small businesses take proper precautions to protect themselves from cyberthreats.
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