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OVERSIGHT: 	New York City’s Next Generation 9-1-1 System


I.	Introduction

	On November 12, 2019, the Committees on Technology, chaired by Robert F. Holden, Fire and Emergency Management, chaired by Joseph C. Borelli, and Public Safety, chaired by Donovan J. Richards, will hold a joint oversight hearing on New York City’s Next Generation 9-1-1 System. Those invited to testify at the hearing include representatives from the Department of Information Technology and Telecommunications (“DoITT”), the New York City Fire Department (“FDNY”), the New York City Police Department (“NYPD”) and other interested parties.
II.	Background

	The NYPD and FDNY answer approximately 9 million 9-1-1 calls annually.[footnoteRef:1]  All emergency calls placed to 9-1-1 are connected to an NYPD call taker. Based on the nature of the emergency, the NYPD call taker transmits information to dispatchers in the NYPD, FDNY and Emergency Medical Services (“EMS”).  In a fire-related emergency, the police call taker conferences in a fire dispatcher and continues to gather information from the caller as the fire dispatcher listens in and intervenes as necessary.  In a medical emergency, the police call taker conferences and transfers a call to an FDNY Emergency Medical Dispatcher (“EMD”) who is also an Emergency Medical Technician (“EMT”) and certified in emergency medical dispatch procedures. EMD call takers provide pre-arrival instructions to callers over the phone.[footnoteRef:2] [1:  2018 Annual Report on Implementation of Next Generation 9-1-1in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2018, https://www1.nyc.gov/assets/doitt/downloads/pdf/2018_doitt_ng911_ll78_annual_report.pdf.]  [2:  City of New York 9-1-1 Call Processing Review (911CPR), WINDBOURNE CONSULTING, LLC, May 1, 2012.] 

The NYPD 9-1-1 operation unit consists of 1,446 Police Communications Technicians (“PCT”), Supervising Police Communication Technicians (“SPCT”) and Principal Police Communication Technicians (“PPCT”).  Personnel with the PCT title perform multiple functions including the 9-1-1 call taker and dispatcher positions.[footnoteRef:3] [3:  Information provided by the New York City Police Department via email.  On file with the Committee on Public Safety.] 

Dispatch operations take place at the Public Safety Answering Center (“PSAC1”), located in downtown Brooklyn. In 2016, the City created PSAC II, which is located in the Bronx and houses the majority of the City’s call taking operation.  PSAC II provides the City with a functioning, parallel emergency response system. As of October of 2019, 1391 of the 1446 PCTs were assigned to PSAC II.[footnoteRef:4] [4:  Information provided to Council by NYPD.] 

Staffing of FDNY Dispatch Operations consists of 162 Fire Alarm Dispatchers and 39 Supervising and Chief Dispatchers assigned to Fire Dispatch Operations, and 370 EMTs and 53 Lieutenants and Captains assigned to Emergency Medical Dispatch.[footnoteRef:5] [5:  Information provided by the New York City Fire Department via email.  On file with the Committee on Fire and Emergency Management.] 

III.	Street Alarm Boxes
Historically, New York City operated street alarm boxes. Earlier models contained a lever that when activated alerted the FDNY through Morse code. More recent models were equipped to allow individuals to directly call and speak to dispatchers in either the Fire or Police Departments.  As of 1995, there were approximately 16,000 alarm boxes in New York City, with boxes located at approximately every other city block.[footnoteRef:6]  Due to significant maintenance costs, decreasing usage and the prevalence of malicious false alarms, the City began a process of decommissioning street alarm boxes.  In 1996, a Federal district court prohibited the City from removing or deactivating existing street alarm boxes as a result of a class action lawsuit filed by deaf and hearing-impaired individuals who relied on the street call boxes as an accessible means of seeking emergency services.[footnoteRef:7]  In deciding the case, the Court relied on the fact that the City failed to demonstrate that “acceptable notification alternatives exist . . .” for deaf and hearing-impaired individuals to contact emergency services.  In response to the City’s proposed alternatives to alarm boxes, the Court found  that proposals such as automatic location identification devices in pay-phones, as well as a “tapping” protocol (a means of communicating the type of emergency without speaking) for deaf and hearing-impaired individuals, was not proven operational or effective.[footnoteRef:8]    [6:  The suit was filed for declaratory judgment and to enjoin removal of alarm boxes from city streets. The court that: (1) city's plan violated Americans With Disabilities Act (ADA); (2) city's plan violated Rehabilitation Act; and (3) city's plan did not violate equal protection clause. See Civic Association of the Deaf of NYC v. Giuliani, 915 F. Supp. 622 (S.D.N.Y. 1996). ]  [7:  Civic Association of the Deaf of NYC v. Giuliani, 915 F. Supp. 622 (S.D.N.Y. 1996).]  [8:  Civic Association of the Deaf of NYC v. Giuliani, 915 F. Supp. 622 (S.D.N.Y. 1996).] 

In 2010, the City unsuccessfully moved to vacate the standing injunction prohibiting the removal of street alarm boxes.[footnoteRef:9]  Again, the City relied on decreasing use, financial burden of maintenance and false alarms—in addition to the increased availability of cellular telephones—as warranting removal. However, again the Court determined alternative access was insufficient, noting the decreasing number of public payphones, the City’s inability to monitor and maintain public payphones (some of which are owned and operated on private property) and the City’s failed outreach to the deaf and hearing-impaired community in relation to tapping protocols.[footnoteRef:10]  Ultimately, the Court noted that as technology advanced allowing individuals to contact 9-1-1 through electronic messaging, either email or text-messaging, a real possibility existed that street alarm boxes would no longer be necessary to meet the needs of certain disabled communities.[footnoteRef:11]  [9:  Civic Association of the Deaf of NYC v. City of New York, 95 Civ. 8591 (S.D.N.Y. Nov. 29, 2011).]  [10:  Civic Association of the Deaf of NYC v. City of New York, 95 Civ. 8591 (S.D.N.Y. Nov. 29, 2011).]  [11:  Civic Association of the Deaf of NYC v. City of New York, 95 Civ. 8591 (S.D.N.Y. Nov. 29, 2011).
] 


IV.	Next Generation 9-1-1
According to a December 2018 report issued by DoITT, the City began developing a strategy for implementing “Next Generation 9-1-1” (“NG9-1-1”) in 2014.  NG9-1-1 aims to upgrade the current 9-1-1 system to allow for the transfer of digital information, such as images, video and text messages, from the caller to the 9-1-1 system.[footnoteRef:12] This upgrade responds to the increased use of cellular technology that has substantially changed the way people communicate – as users increasingly rely on text, photograph, video and data transfers conveyed over digital network infrastructure.[footnoteRef:13] NG9-1-1 enables the receipt of multimedia data (text, photographs and videos); aims to improve 9-1-1 system operations through upgrades in call routing, PSAC call overflow, caller location accuracy and transfer of information between public safety personnel; and increases cost-efficiency and supportability through the use of commercially available products and current technologies.[footnoteRef:14]  [12:  2018 Annual Report on Implementation of Next Generation 9-1-1in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2018, https://www1.nyc.gov/assets/doitt/downloads/pdf/2018_doitt_ng911_ll78_annual_report.pdf. ]  [13:  2018 Annual Report on Implementation of Next Generation 9-1-1in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2018, p. 3, https://www1.nyc.gov/assets/doitt/downloads/pdf/2018_doitt_ng911_ll78_annual_report.pdf. ]  [14:  2018 Annual Report on Implementation of Next Generation 9-1-1in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2018, https://www1.nyc.gov/assets/doitt/downloads/pdf/2018_doitt_ng911_ll78_annual_report.pdf. ] 

Local Law 78 of 2016 required DoITT to provide annual reporting on the progress the City has made in implementing NG9-1-1, including: (i) current implementation plan including next steps; (ii) steps taken toward implementation since prior report; and (iii) information on the feasibility of creating interim 9-1-1 text message transmission capabilities prior to full implementation of NG9-1-1.[footnoteRef:15] The first such report was issued in December of 2016, the second report was issued in December of 2017 and the most recent report was issued in December of 2018. [15:  Local Law 78 of 2016.] 

All three reports outlined the overall objectives of the implementation of NG9-1-1 and necessary steps in the planning and procurement process.  The process began with a Request for Information (“RFI”) publicly released in January of 2016, which solicited expert feedback from vendors to inform the City’s plans for NG9-1-1. Eighteen such vendors responded with information on the benefits, challenges, risk and issues associated with implementation of NG9-1-1.[footnoteRef:16] Subsequent to the RFI, the planning phase included procurement through Requests for Proposals (“RFP”) for the three primary sub-systems comprising NG9-1-1: (i) the emergency services IP network (“ESInet”); (ii) the call routing services (including the logging and recording of geographic information); and (iii) the call answering system. According to the most recent report, as of December 2018, vendors had not been selected for the creation of the ESInet, the call routing or the call answering systems.[footnoteRef:17] Finally, the implementation phase is expected to occur between 2019 and 2023 with a fully functioning NG9-1-1 system by end of 2023,[footnoteRef:18] extending the initial implementation period to one year.[footnoteRef:19]  Prior to implementing NG9-1-1, DoITT has planned to enhance NYC’s existing 9-1-1 system to include support for an Interim Text to 9-1-1 (“TT9-1-1”) service prior to implementation of the NG9-1-1 system. [16:  2018 Annual Report on Implementation of Next Generation 9-1-1in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2018, p. 8, https://www1.nyc.gov/assets/doitt/downloads/pdf/2018_doitt_ng911_ll78_annual_report.pdf. ]  [17:  2018 Annual Report on Implementation of Next Generation 9-1-1in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2018, p. 8,  https://www1.nyc.gov/assets/doitt/downloads/pdf/2018_doitt_ng911_ll78_annual_report.pdf. ]  [18:  2018 Annual Report on Implementation of Next Generation 9-1-1in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2018, p. 9, https://www1.nyc.gov/assets/doitt/downloads/pdf/2018_doitt_ng911_ll78_annual_report.pdf. ]  [19:  According to both December 2016 and December 2017 reports, “a fully functional NG9-1-1 system targeted for delivery by the calendar year end of 2022.” 2016 Annual Report on Implementation of Next Generation 9-1-1in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2016, p.8,  https://www1.nyc.gov/assets/doitt/downloads/pdf/DOITT-NG911-LL78-Annual-Report-2016.pdf; 2017 Annual Report on Implementation of Next Generation 9-1-1in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2017, p. 8, https://www1.nyc.gov/assets/doitt/downloads/pdf/doitt-ng911-ll78-annual-report-2017.pdf.   ] 

V.	Interim Text to 9-1-1 Solution
As of March of 2019, the City has failed to implement a system for Interim TT9-1-1, despite earlier public timelines claiming this system would be operating by the beginning of 2018.[footnoteRef:20] Efforts are underway to implement TT9-1-1 following Charge Orders agreed upon with existing vendors who operate the current 9-1-1 system.[footnoteRef:21] Additionally, efforts are ongoing to: (i) prepare NYPD and FDNY for operational readiness for the TT9-1-1 system by establishing call taker procedures and trainings; (ii) conducting testing of vendor products, and PSAC I and PSAC II capabilities of utilizing TT9-1-1; and (iii) developing a public awareness campaign regarding their ability to text 9-1-1.[footnoteRef:22] At the executive budget hearing in May 2019, Deputy Commissioner for Management and Budget, Vincent Grippo, testified that training of PCTs in TT9-1-1 was a significant driver of the increase in the NYPD’s civilian overtime budget.[footnoteRef:23]  [20:  Susan Edelman, De Blasio Administration Still Hasn’t Delivered ‘Essential’ 911 Texting, NEW YORK POST, March 30, 2019, https://nypost.com/2019/03/30/de-blasio-administration-still-hasnt-delivered-essential-911-texting/; Gabby Landsverk, NYC Text-To-911 Slated To Debut In Early 2018, TRANSIT NEW YORK, September 21, 2017, https://medium.com/transit-new-york/nyc-text-to-911-slated-to-debut-in-early-2018-d2a330f60926.]  [21:  2018 Annual Report on Implementation of Next Generation 9-1-1 in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2018, p. 9-10, https://www1.nyc.gov/assets/doitt/downloads/pdf/2018_doitt_ng911_ll78_annual_report.pdf. ]  [22:  2018 Annual Report on Implementation of Next Generation 9-1-1 in NYC, DEPARTMENT OF INFORMATION TECHNOLOGY & TELECOMMUNICATIONS, December 2018, p. 10, https://www1.nyc.gov/assets/doitt/downloads/pdf/2018_doitt_ng911_ll78_annual_report.pdf. ]  [23:  See Hearing Testimony, May 15 2019 Executive Budget Hearing, available at: https://legistar.council.nyc.gov/LegislationDetail.aspx?ID=3924401&GUID=AC0F161C-CBD9-443B-B2DA-49B9C857EB20&Options=&Search=] 

In addition to providing emergency service accessibility to hearing-impaired communities, the TT9-1-1 functionality has been cited as an essential feature to enable discrete communications to emergency personnel during certain sensitive situations.  For example, individuals experiencing incidents of domestic violence, or hiding or fleeing from an active shooter, are able to convey messages to 9-1-1 with less risk of alerting perpetrators and provoking further threats. 
VI.	9-1-1 Systems in Other Cities 
	In the United States, the largest municipal police departments belong to New York City, Chicago, and Los Angeles.[footnoteRef:24] The 9-1-1 systems in Chicago and Los Angeles offer a point of comparison for New York City because the size of their police forces and emergency response teams interfacing with their 9-1-1 systems is most comparable to the size of New York City’s emergency response forces. Viewing the 9-1-1 system strategies and operations in these cities can help contextualize New York City’s 9-1-1 efforts. [24:  John Miaschi, The Largest Police Departments in the U.S., WORLDATLAS, April 9, 2019, https://www.worldatlas.com/articles/the-largest-police-departments-in-the-us.html. ] 

A. Chicago
Chicago’s Office of Emergency Management and Communications (“OEMC”) receives over four million calls annually, with over 75% of those calls coming from a smartphone.[footnoteRef:25] Chicago has a Computer Aided Dispatch (“CAD”) system with preset categories, which assists OEMC operators in discerning the type of emergency response needed for each 9-1-1 call. Additionally, Chicago uses “Smart911,” a service contracted by the city that allows Chicago residents to create a “Safety Profile” for their household.  The Profile includes information the household would like 9-1-1 call takers to automatically receive in the event of an emergency.[footnoteRef:26] In 2017, the executive director of Chicago’s OEMC announced that Chicago must have NG9-1-1 capabilities by 2020.[footnoteRef:27] The state of Illinois also has a plan to implement NG9-1-1 statewide, and has a legislative mandate for authorities to be ready to transition to NG9-1-1 by July 1, 2020.[footnoteRef:28] [25:  Bill Kissinger and Julian Crews, New ‘Smart911’ System in Place in Chicago, WGN9, September 26, 2018, https://wgntv.com/2018/09/26/new-smart-911-system-in-place-in-chicago/. ]  [26:  City of Chicago, Smart911, https://www.chicago.gov/city/en/depts/oem/provdrs/Smart911.html. ]  [27:  Hal Dardick, Chicago Envisions 911 System That Could Receive Texts, Photos, Videos, CHICAGO TRIBUNE, April 25, 2017, https://www.chicagotribune.com/politics/ct-chicago-911-system-replacement-met-0425-20170424-story.html. ]  [28:  Statewide 9-1-1 Advisory Board, Annual Report to the Illinois General Assembly, STATE OF ILLINOIS, March 1, 2019, http://www.ilga.gov/reports/ReportsSubmitted/334RSGAEmail714RSGAAttach2019%20Final%20911%20Advisory%20Board%20Report.pdf. ] 

B. Los Angeles
The Los Angeles Police Department’s Communications Division manages the dispatch centers that serve as the Public Safety Answering Point (“PSAP”) for Los Angeles, and connects 9-1-1 callers and texters to the appropriate response personnel.[footnoteRef:29] Los Angeles handles over 1 million 9-1-1 calls on a yearly basis and handled 1.11 million calls for service in 2018.[footnoteRef:30] Los Angeles has had TT911 capabilities since 2017.[footnoteRef:31] Additionally, the Los Angeles Police Department (“LAPD”) uses RapidSOS, a service that allows them to precisely pinpoint the location of 9-1-1 callers, even over text, by partnering with companies like Apple, Google, and Uber.[footnoteRef:32] California has a statewide plan to have NG9-1-1 fully operational by 2021, and has already established pilot projects in numerous counties, with a full decommission of legacy 9-1-1 systems planned for 2022.[footnoteRef:33] [29:  Communications Division of the Los Angeles Police Department, Welcome to 911LAPD.com!, 2019, https://www.911lapd.com/index.html. ]  [30:  Los Angeles Open Data, LAPD Calls for Service 2018, CITY OF LOS ANGELES, January 10, 2019, https://data.lacity.org/A-Safe-City/LAPD-Calls-for-Service-2018/nayp-w2tw. ]  [31:  Los Angeles Police Department, News Release: Text To 9-1-1 NR17357sr, LOS ANGELES POLICE DEPARTMENT, December 1, 2017, http://www.lapdonline.org/home/news_view/63198. ]  [32:  CBS News, How a Startup is Quietly Transforming Our Antiquated 911 System, CBS, March 30, 2019, https://www.cbsnews.com/news/startup-rapidsos-aims-to-transform-911-calls/; RapidSOS, How the Los Angeles Police Department Uses RapidSOS Portal For Emergency Data, April 17, 2019, https://rapidsos.com/blog/interview-how-lapd-accesses-emergency-data-from-the-rapidsos-clearinghouse/  ]  [33:  California Governor’s Office of Emergency Services, Next Generation 9-1-1 (NG9-1-1) in California, CALOES, 2019, https://www.caloes.ca.gov/businesses-organizations/plan-prepare/ca-9-1-1-technology; Skip Descant, Several California Counties Move Toward Next-Gen 911, Government & Technology, June 5, 2019, https://www.govtech.com/public-safety/Several-California-Counties-Move-Toward-Next-Gen-911.html. ] 



VII.	Cybersecurity Concerns Related to NG9-1-1
	The critical communications infrastructure in the United States is now outdated and inefficient, and therefore vulnerable to network crashes and cyber-attacks. Emergency services, including the services provided by the NYPD, FDNY and EMS are among the most critical services provided by the City and rely on an outdated 9-1-1 system that suffers from the same lack of crucial infrastructural upgrades that affect 9-1-1 systems across the U.S.
Conceptualized by the National Emergency Number Association (“NENA”), NG9-1-1 is a substantial upgrade to today's standard 9-1-1 systems used in the U.S.[footnoteRef:34] It should improve data and call routing capabilities, integrate call data for use by emergency responders, provide secure call networks, and deliver calls to the appropriate Public Safety Answering Point (“PSAP”) call centers among other enhanced capabilities.[footnoteRef:35] Those who call 9-1-1 in an emergency will have the capability of transmitting more useful information, such as pertinent medical information to emergency responders, through real-time text messages, videos and images.[footnoteRef:36] As a result, data previously unusable by most 9-1-1 systems will provide advanced capabilities to first responders by way of significantly more critical, real-time information. [34:  National Emergency Number Association, NG9-1-1 Project, NENA, https://www.nena.org/page/NG911_Project; National Emergency Number Association, NENA’s Mission & Vision, NENA, https://www.nena.org/page/mission2017. ]  [35:  Andrew Jackson Coley, NG9-1-1, Cybersecurity, and Contributions to the Model Framework for a Secure National Infrastructure, 27 CATH. U.J.L. & TECH. 127 (2018) (citing What is NG9-1-1?, NENA, https://cdn.ymaws.com/www.nena.org/resource/resmgr/ng9-1-1_project/whatisng911.pdf). ]  [36:  DEP'T OF PUB. TRANSP., NEXT GENERATION 9-1-1, U.S. DEPARTMENT OF TRANSPORTATION, 2018, https://www.its.dot.gov/factsheets/pdf/JPO_NextGen911_v2.pdf. ] 

However, the benefits of NG9-1-1 are dependent upon the successful collection and processing of a significant amount of data.[footnoteRef:37] As such, like other “big data” collectors, NG9-1-1 will be subject to risks, including major data breaches affecting the public at large.[footnoteRef:38] Moreover, given the high stakes of emergency preparedness and response, the consequences of a failure to recognize the risks of an IP-based emergency network will likely have greater consequences than a failure in the private sector.[footnoteRef:39] Therefore, it is important to consider any cybersecurity-related concerns prompted by a new 9-1-1 system [during both implementation and subsequent updates].    [37:  Andrew Jackson Coley, NG9-1-1, Cybersecurity, and Contributions to the Model Framework for a Secure National Infrastructure, 27 CATH. U.J.L. & TECH. 127, 159 (2018) (citing White Paper: NG9-1-1 Changes Everything: Will you Lead, Follow, or be Left Behind?, MOTOROLA, 2012, https://www.motorolasolutions.com/content/dam/msi/docs/business/global_services_new/_documents/_staticfiles/ng9-1-1_white_paper.pdf).]  [38:  F.C.C. Strategic Plan for Statewide 9-1-1 Service for FY 2015-2019 (July 2014), https://transition.fcc.gov/pshs/911/Net%20911/7th-Report/Texas_StrategicPlan_15-19.pdf; Andrew Jackson Coley, NG9-1-1, Cybersecurity, and Contributions to the Model Framework for A Secure National Infrastructure, 27 CATH. U.J.L. & TECH. 127, 159 (2018).]  [39:  Andrew Jackson Coley, NG9-1-1, Cybersecurity, and Contributions to the Model Framework for A Secure National Infrastructure, 27 CATH. U.J.L. & TECH. 127, 134 (2018).] 

In New York, 9-1-1 call records are protected by law and deemed confidential, and the records can only be obtained through a court-ordered subpoena.[footnoteRef:40] Cybersecurity is essential to protect both the privacy of residents and critical infrastructure of New York City from cyber-attacks. NG9-1-1 and other IP-based communication technology systems must be designed while accounting for cybersecurity throughout development in order to reduce vulnerabilities. [40:  “[c]alls made to a municipality's E911 system shall not be made available to or obtained by any entity or person, other than that municipality's public safety agency, another government agency or body, or a private entity or a person providing medical, ambulance or other emergency services, and shall not be utilized for any commercial purpose other than the provision of emergency services.” N.Y. COUNTY LAW § 308. ] 

Confidentiality, Integrity and Availability, also known as the CIA Triad (CIA), are the guiding principles for information and network security policies, and are important for the basis of PSAPs security.[footnoteRef:41] The Department of Homeland Security elaborates on PSAP call centers cybersecurity utilizing the CIA triad, stating: [41:  Confidentiality refers to the accessibility of information in a system. First, applying password protections, utilizing encryption services, and ensuring that data is accessed only by those who have clearance is central to confidentiality. Secondly, “Integrity means that attackers cannot change or destroy information in a computer or network without detection and that changed or destroyed information can be restored.” Lastly, the availability of data focuses on having the ability to access data instantly. Consistent maintenance of software and hardware will ensure that data will be available. CIA Triad of Information Security, TECHOPEDIA, https://www.techopedia.com/definition/25830/cia-triad-of-information-security; OFFICE OF EMERGENCY COMMUNICATIONS, DEP'T OF HOMELAND SEC., CYBER RISKS TO NEXT GENERATION 9-1-1 2 (2016); Andrew Jackson Coley, NG9-1-1, Cybersecurity, and Contributions to the Model Framework for a Secure National Infrastructure, 27 CATH. U.J.L. & TECH. 127, 159 (2018). ] 

Loss of confidentiality, integrity, or availability has especially severe impacts in the emergency response domain. For example, loss of confidentiality within NG911 systems could expose information to identity thefts or disrupt ongoing investigations; loss of integrity could disrupt response to 911 calls; and loss of availability could prevent urgent requests from reaching a PSAP.[footnoteRef:42] [42:  OFFICE OF EMERGENCY COMMUNICATIONS, DEP'T OF HOMELAND SEC., CYBER RISKS TO NEXT GENERATION 9-1-1 2 (2016).] 

The cybersecurity threats to NG9-1-1 networks stem from vulnerabilities present in devices and equipment; network infrastructure and connections; and data, applications and services. A cybersecurity response must “mitigat[e] risk by lessening vulnerabilities, deter threats, and minimiz[e] consequences.”[footnoteRef:43] PSAPs of the future realistically cannot be entirely secure. Cybersecurity breaches and illegal access to PSAPs may happen due to a variety of circumstances, including faults in security, general mistakes, poor cyber hygiene, and malicious actors.  [43:  Dep't of Homeland Security, National Infrastructure Protection Plan 7 (2009), https://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf; Andrew Jackson Coley, NG9-1-1, Cybersecurity, and Contributions to the Model Framework for a Secure National Infrastructure, 27 CATH. U.J.L. & TECH. 127, 159 (2018). ] 

The National Institute for Standards and Technology (“NIST”) Framework for Improving Critical Infrastructure Cybersecurity promulgated basic cybersecurity protocols. The goal of this framework is to provide a technologically neutral approach to implement best practices for cybersecurity. By implementing the NIST cybersecurity framework, PSAPs could ensure a high level of security through diligence in updating standards and recognizing new threats. NG9-1-1 requires consistent security that also detects constantly evolving cyber threats.[footnoteRef:44]  Therefore, the Committees are interested in learning how security protocols are being incorporated in the evolution of NG9-1-1. [44:  OFFICE OF EMERGENCY COMMUNICATIONS, DEP'T OF HOMELAND SEC., CYBER RISKS TO NEXT GENERATION 9-1-1 2 (2016).] 

VIII.	CONCLUSION
Emergency services, including the services provided by the NYPD, FDNY and EMS are among the most critical services provided by the City. The Committees are interested in examining the City’s planned infrastructure upgrade to its 9-1-1 telecommunications network and the various subsystems that accept, route and answer 9-1-1 calls. Specifically, the Committees want to ensure that the City’s response to emergencies are expeditious and avoid disruption in answering and processing 9-1-1 calls. Furthermore, the Committees will examine: (i) replacement of current network subsystems; (ii) the City’s proposed platform that allows PSAC operations to evolve their methods and procedures at a pace chosen by the NYPD and FDNY; (iii) the City’s training of emergency response personnel for interfacing with the new 9-1-1 system; and (iv) the City’s planning and execution of public awareness campaigns to highlight the benefits of the new system, in particular features that will enhance the citizen’s experience with 9-1-1 services.
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