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Introduction

On Friday, January 28, 2005 at 10 AM, Committee Room, City Hall, the Committee on Technology in Government, chaired by Council Member Gale A. Brewer, will hold a hearing entitled, “Oversight: Releasing Geographic Information Systems Data – Ensuring Security and Safety and Making Public Information Accessible.”  In particular, the Committee will focus on the Department of Information Technology and Telecommunications’ (DoITT) policy on releasing the NYCMap, the City's official base map of New York City, to the general public.

At this hearing, the Committee will discuss the following:

· What is the NYCMap and why is it so important?  

· What are the benefits to making the NYCMap more accessible?  What are the costs?

· Is DoITT's NYCMap licensing policy too restrictive?  If so, why?

· How can DoITT make NYCMap more accessible while at the same time protecting public safety?  What are some possible policies that DoITT could adopt that would satisfy both goals?
Those expected to testify include:

· Marsha Kaunitz, Director, Citywide GIS, New York City Department of Information Technology and Telecommunications;

· Alan Leidner, Senior Associate, Booz Allen Hamilton;

· Gary Ostroff, Vice President, CommunityCartography;

· Jack Eichenbaum, Coordinator, Geographic Information Systems and Mapping Operations (GISMO);

· Mannix Gordon, GIS Director, Pratt Institute Center for Community and Environmental Development (PICCED); and

· Micaela Birmingham, Director, The Planning Center of the Municipal Art Society.

Definition of Geographic Information Systems (GIS)

GIS is mapping software that links information about where things are with information about what things are like.  Unlike with a paper map, where "what you see is what you get," a GIS map can combine many layers of information.  As on the paper map, a digital map created by GIS will have dots, or points, that represent features on the map such as cities; lines that represent features such as roads; and small areas that represent features such as lakes.  The difference is that this information comes from a database and is shown only if the user chooses to show it.  The database stores where the point is located, how long the road is, and even how many square miles a lake occupies.  Each piece of information in the map sits on a layer, and the users turn the layers on or off according to their needs.  One layer could be made up of all the roads in an area.  Another could represent all the lakes in the same area.  Yet another could represent all the cities.  Why is this layering so important?  The power of a GIS over paper maps is your ability to select the information you need to see according to what goal you are trying to achieve.  A business person trying to map customers in a particular city will want to see very different information (e.g., average commercial real estate prices in different parts of the city) than a water engineer who wants to see the water pipelines for the same city.  Both may start with a common map – a street and neighborhood map of the city – but the information they add to that map will differ.  In New York City, the common map that every mapping professional starts with is called the NYCMap.
NYCMap: New York City’s Base Map

What is the NYCMap

NYCMap is the official “base map” for New York City.  A base map is the map, which serves as a reference for producing other maps of a specific region.  In urban areas, a base map is most often some form of street map, either showing the location of existing paved areas or the boundaries of the legal rights-of-way.  NYCMap was developed from highly accurate and controlled aerial photography (also called orthophotography
) that was transformed into digital map layers. The accuracy of NYCMap is extremely high – to within one foot of what is actually on the ground.  The NYCMap shows all the major features that are visible from the air: edges of pavement (also called curb lines), streets, building footprints (i.e., the outlines of buildings), open spaces, water bodies, bridges, tunnels, railways, piers, building rooftops as well as some hidden above ground infrastructure features like ventilation grates, emergency exits and subway entrances.

Below are three images.  The image on the top right is a digital orthophoto of the City Hall area.  The photo on the bottom middle is the same orthophoto with lines drawn around the building footprints, curb lines of the streets and the open spaces.  The photo on the top left is a planimetric (that is, a horizontal, two-dimensional) photo of the City Hall with just the building footprints, curb lines of the streets and the open spaces.
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The original aerial photography for NYCMAP was taken in spring 1996.  However, it took until 1999 for the photography to be completely converted into a digital base map, including aerial imagery, streets, building footprints, contours, etc.
  The NYCMap was originally developed under the auspices of the New York City Department of Environmental Protection (DEP).  Currently, it is licensed through the New York City Department of Information Technology and Telecommunications (DoITT).  DoITT maintains, licenses, distributes and keeps the GIS community apprised as to the status of the NYCMap’s updates.  Currently, there are new flyovers being done to update and maintain the accuracy of the NYCMap.

Why is the NYCMap So Important?

The NYCMap was created so that every point on it yields a highly accurate and indisputable geographic coordinate.  This enables precisely fitted overlapping layers.  The shared common accuracy of all spatial data then allows the data to be used in any combination necessary to get productive results.
  Without an official, standard, and easily accessible base map, everyone's map will be a little different.  In digital mapping, this is disaster, since none of the maps will align accurately with one another.
  For example, during an emergency, if the Fire Department is trying to locate underground fuel storage tanks and their location information is inaccurate by 10 or 20 feet, that could mean the difference between emergency workers digging in the right spots safely and digging in the wrong spots and having a major catastrophe happening.

Other New York City Base Maps

Besides the NYCMap, the New York City Department of City Planning (DCP) also produces and owns several other base maps of New York City, available through its Bytes of the Big Apple website.

· Tax Lot Map.  This map from the Department of City Planning shows the approximate shape and location of each tax parcel in the City.

· Tax Block Map.  The block map is substantially the same as the Tax Lot map, except that it only depicts the outer boundaries of each tax block, without the internal divisions into individual parcels (i.e., the tax lots).

· LION File.  This map, similar in format to many commercially available products for the City, represents each street as a single centerline.

Current Public Availability of NYC Base Maps

NYCMap

Since 9/11, only a limited amount of data from the NYCMap is publicly available on NYC.gov: http://gis.nyc.gov/doitt/mp/Portal.do.  The data on this website is “read-only,” that is, a user can look at the data on his/her computer screen or on a print out.  However, in order for GIS users to perform complex analyses or create GIS applications using NYCMap, they need to be able to access NYCMap’s raw data.  Mapping professional who have approached DoITT about acquiring raw data from the NYCMap are told that NYCMap is only available to New York City agencies or current City contractors.  An official written document on this policy has not been made available to mapping professionals who have asked for it.

Department of City Planning’s Base Maps

The LION file and the Tax Block map is available for free on DCP’s website while the Tax Lot map costs $250 per borough and requires a license from DCP.
  DCP's license agreement on the Tax Lot map prohibits any individual or firm from reselling this data for any purpose.  Someone who buys a GIS application that contains Tax Lot map data must buy a license for the Tax Lot map from DCP.   However, DCP’s licensing requirements allows the distribution of the results of analysis using Tax Lot data, either as paper maps or over the Web.

Availability of GIS Information By Other Gov’t Bodies

State of New York

The State of New York GIS Office provides free access to their base maps via the Web, including the detailed aerial photography.  They also allow the general public to download the raw data of their base maps for free, for all counties in New York State except the counties within New York City.  Here is a link the State of New York GIS Office’s web page: http://www.nysgis.state.ny.us/. 

State of Massachusetts

The State of Massachusetts provides free access to their base maps via the Web, including the detailed aerial photography.  They also allow the general public to download the raw data of their base maps for free.  Here is a link the State of Massachusetts’ base maps download web page: http://www.mass.gov/mgis/download.htm. 

United States Geological Survey (USGS)

The USGS makes available at no cost, or very low cost, many types of digital geospatial data, many in raw data format for mapping professionals.  Here is a link to their website: http://nationalatlas.gov/maplayers.html?openChapters=#chpref.

RAND’s Risk Framework on GIS Information

Recently, the RAND Corporation
 was asked by the federal government to study the risks of making geospatial (GIS) information public available.  In their book “Mapping the Risks,”
 RAND recommended that policymakers answer six questions when determining a policy towards making geospatial (GIS) information publicly available.

Risk of Use / Availability from Other Sources

Questions 1 thourgh 4 from RAND’s analytical framework:

1. Is NYCMap information useful for target selection or location purposes?  

2. Is NYCMap information useful for attack planning purposes?  

3. Is NYCMap information readily available from other geospatial information sources?

4. Is NYCMap information available from direct observation or other nongeospatial information types?

Most of the data on the NYCMap, particularly the planimetric data (the flat, two-dimensional data), is available from other sources in either hard copy or digital format (i.e., on the Web), for a fee.  Satellite imagery of New York City is readily available on-line, again, at a cost.
  The publicly available NYCMap data does have the potential to help potential terrorist select or locate targets, but it is not detailed enough for attack planning purposes as they do not provide information about internal building features, potential vulnerabilities or current security practices.  Much of the already publicly available NYCMap data is available from direct observation.

The NYCMap data that is not easily available from other non-public sources in either hard copy or on the Web is: 

· Detailed imagery of building rooftops;

· Information about building interiors;

· Hidden above ground infrastructure features (such as ventilation grates, subway exits, etc.); and,

· Underground infrastructure features (telecommunications lines, water and sewer systems, the subway system, etc.).
  

The information described above would be very useful for target selection or location purpose as well as attack planning purposes, and it is not easily available through direct observation or non-geospatial sources.  The actual raw data for all data layers of the NYCMap – sensitive or not, already public available or not – is not available to anyone but City agencies and City contractors, as per DoITT’s unofficial policy on NYCMap.  

Societal Benefits and Costs of Releasing NYCMap to the Public

Questions 5 and 6 from RAND’s analytical framework:

5. What are the expected societal costs of restricting public access to NYCMap information?

6. What are the expected security benefits of restricting public access to NYCMap information? 

Societal Cost: Decreased Innovation in Private and Nonprofit Sector

There are many large organizations – universities, public and private banks, real estate firms, construction firms, insurance businesses, hospitals, etc. – that would like to develop in-house GIS applications but the lack of an official New York City base map means that they have to build or buy one.
  Nonprofit organizations often lack the resources to buy expensive geospatial data, while it would be a huge investment for any company to build a base map – and there would be no guarantees that other geospatial data generated by other companies or the government would be able to map to it accurately.  The NYCMap is generally considering the highest quality base map of New York City so everyone uses this if they have access to it.  With a publicly available official NYC base map, all analysis and GIS applications could be built off of the NYCMap, generating the creation of more innovative GIS applications and increasing the accuracy of all maps about New York City, no matter what the source.  Unnecessary restrictions on access to the NYCMap chokes potential GIS innovation.  None of the following innovative GIS projects, created and owned by nonprofit organizations, would be possible without access to the NYCMap.

· The Open Accessible Space Information System (OASIS).  The Open Accessible Space Information System (OASIS) is the first citywide website (http://www.oasisnyc.net) that enhances environmental stewardship by providing a common, free, online, open space inventory.  The OASIS website provides a new way for people to see and understand their neighborhoods, by visualizing open space data through online mapping.
· Community Mapping Assistance Project (CMAP).  CMAP, a project of New York Public Interest Research Group (NYPIRG), is a nonprofit service organization, providing affordable customized mapping services to other nonprofits through the use of GIS technology, while also educating these organizations about how to improve their services through mapping.  For more information, go to: http://www.cmap.nypirg.org/. 

· The Community Information Technology Initiative (CITI).  CITI, a project of the Municipal Art Society, provides community boards with interactive online mapping tools so that community boards can make informed decisions about community planning and budgetary concerns.  For more information, go to: http://www.oasisnyc.net/OASISCiti.asp. 

Security Benefit: Combinations of GIS Information May Be Risky

No one really knows what the risk is of a terrorist combining many layers of seemingly non-sensitive GIS information together that alone would pose no security threat, but combined, could pose one.

Policy Discussion

Releasing Non-Sensitive NYCMap Data

However, there is a general consensus in the New York City GIS community that most NYCMap information, particularly the two-dimensional (or planimetric) data like building footprints, curb lines and open spaces, is not particularly sensitive data and should be made easily accessible, including making the raw data available for download.  Most of the planimetric data in the NYCMap is not detailed enough for attack planning, and is available from private sources (for a fee).  Some possible policies that DoITT could adopt around the less sensitive NYCMap data include:  (1) allowing the general public to download less sensitive layers of NYCMap for free (e.g., State of New York, State of Massachusetts, United States Geological Survey, etc.) and (2) allowing the general public to buy a license to less sensitive layers of NYCMap (e.g., New York City Department of City Planning).

Releasing Sensitive NYCMap Data

There is also a general consensus by the GIS community that some of the NYCMap data is truly sensitive GIS information that should not be made easily accessible by the public – including detailed imagery of building rooftops, information about building interiors, hidden above ground infrastructure features and underground infrastructure features.  It is possible to reduce the resolution of this imagery so that aerial pictures from the NYCMap could be provided without giving away important details of what is on the ground.
  Also, the State of New York GIS Office has developed a “blurring” technique that allows unobtrusively masks sensitive facilities.
  So a possible policy that DoITT could adopt around more sensitive NYCMap data would be to reduce the resolution of the aerial photos and use the State of New York’s blurring technique to protect sensitive facilities.  DoITT might consider creating a sensitive GIS layer access room, where private individuals – working in engineering, architecture, utilities and construction for example – needing highly detailed imagery and infrastructure information to do their work effectively would, after a security check, be allowed to work in a restricted area equipped with GIS workstations where all sensitive information could be viewed under tight security.
  This policy allows information to get into the hands of private sector companies who really need it for their work, without increasing the City's risk that this sensitive data will get into the wrong hands.

Recommendation: Work with NYC GIS Community

There is a general consensus that making more NYCMap information publicly available has many benefits – most notably GIS innovation.  Ultimately, city government and the general public would be able to benefit from this GIS innovation.  Thus, DoITT might consider working with the New York City GIS community, possibly through the NYC GIS user group (GISMO
), to come up with a sensible compromise policy around making the NYCMap more publicly accessible, balancing the desirability of making “public information” – as it was developed using public monies – public and the necessity of protecting the public from possible attack.

Recommendation: Make NYCMap Policy Publicly Available

Whatever the final NYCMap release policy ends up being, in accordance with the ideal of open government and in accordance with freedom of information laws, DoITT should consider making the NYCMap release policy publicly available, in a written document and posted on NYC.gov.































� This section was based on the following link: � HYPERLINK "http://www.gis.com/whatisgis/whatisgis.html" ��http://www.gis.com/whatisgis/whatisgis.html�. 


� This section is based on the following web page on the CommunityCartography website: � HYPERLINK "http://www.comcarto.com/basemaps.html" ��http://www.comcarto.com/basemaps.html�. 


� Orthophotography combines the image characteristics of an aerial photograph with the geometric qualities of a map. Unlike a typical aerial photograph, distortions due to relief displacement (hills, stream valleys, buildings), camera lens, and aircraft attitude have been removed so that all ground features are shown in their correct ground positions. This makes a true image map possible and permits direct measurement of distances, areas, angles, and the detailed portions of ground features that are typically omitted or generalized on traditional maps. In a digital format, orthophotography fulfills a fundamental role as a geometrically accurate base map. (� HYPERLINK "http://www.isgs.uiuc.edu/nsdihome/webdocs/doqs/info.html" ��http://www.isgs.uiuc.edu/nsdihome/webdocs/doqs/info.html�) 





� E-mail from Alan Leidner, Senior Associate, Booz Allen Hamilton and Former Director of New York City’s GIS Utility, to Bruce Lai on January 25, 2005.


� E-mail from Alan Leidner to Bruce Lai on January 25, 2005.


� E-mail from Gary Ostroff, Vice President of CommunityCartography (� HYPERLINK "http://www.comcarto.com" ��http://www.comcarto.com�), to Bruce Lai on January 21, 2005.


� This section is also based on the following web page on the CommunityCartography website: � HYPERLINK "http://www.comcarto.com/basemaps.html" ��http://www.comcarto.com/basemaps.html�.


� � HYPERLINK "http://www.nyc.gov/html/dcp/html/bytes/applbyte.html" ��http://www.nyc.gov/html/dcp/html/bytes/applbyte.html�. 


� E-mail from Gary Ostroff to Bruce Lai on January 21, 2005.


� � HYPERLINK "http://www.nyc.gov/html/dcp/html/bytes/applbyte.html" ��http://www.nyc.gov/html/dcp/html/bytes/applbyte.html�. 


� � HYPERLINK "http://www.comcarto.com/basemaps.html" ��http://www.comcarto.com/basemaps.html�. 


� � HYPERLINK "http://www.rand.org" ��http://www.rand.org�. 


� � HYPERLINK "http://www.rand.org/publications/MG/MG142/" ��http://www.rand.org/publications/MG/MG142/�. 


� Ibid.


� E-mail from Gary Ostroff to Bruce Lai on January 21, 2005.


� E-mail from Alan Leidner to Bruce Lai on December 1, 2004.


� � HYPERLINK "http://www.rand.org/publications/MG/MG142/" ��http://www.rand.org/publications/MG/MG142/�.


� E-mail from Gary Ostroff, Vice President of Community Cartography (� HYPERLINK "http://www.comcarto.com" ��http://www.comcarto.com�), to Bruce Lai on January 21, 2005.


� Steve Romalewski of the Community Mapping Assistance Project and Micaela Birmingham, Director, The Planning Center of the Municipal Art Society provided information for these projects.


� E-mail from Alan Leidner to Bruce Lai on January 11, 2005.


� E-mail from Alan Leidner to Bruce Lai on December 1, 2004.


� Ibid.


� Ibid.


� Ibid.


� Geographic Information Systems and Mapping Operations: � HYPERLINK "http://www.geography.hunter.cuny.edu/gismo/" ��http://www.geography.hunter.cuny.edu/gismo/�. 
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