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I. INTRODUCTION
On Wednesday, September 9, 2020, the Committee on Technology, chaired by Council Member Robert Holden, will hold a hearing to consider Proposed Int. No. 1152-A. The committee previously heard the original version of the bill, Int. No. 1152, on December 13, 2018. More information on Proposed Int. No. 1152-A and materials from the previous hearing can be accessed online at https://go.usa.gov/xM4AW. 

II. BACKGROUND 
As cybersecurity becomes the new arms race between hackers and systems, or illegitimate versus legitimate users, governments and private entities alike must develop resilient policies to address an insufficiency of laws and regulations.[footnoteRef:1] Cyber threats can result in data breaches and can significantly affect our daily lives.  [1:  John P. Dever, Captain James A. Dever, A Democracy of Users, 6 JL & CYBER WARFARE 8, 9 [2017].] 

As many aspects of our lives have become increasingly digitalized, they also have become increasingly vulnerable to potential cyber-attacks[footnoteRef:2] or other technical system failures.  For local governments, such incidents could be devastating. For example, in March of 2018, the City of Atlanta suffered a cyberattack that shut down municipal courts and left its residents unable to access key services like water bill payment systems and traffic tickets.[footnoteRef:3]  In May of 2019, Baltimore, Maryland suffered a ransomware attack that froze thousands of its government computers and also disabled dozens of citizen services. In December 2019, a cyberattack crippled the City of Pensacola's network, which shut down the telephone systems, internet servers, and online payment systems at sanitation and energy departments.[footnoteRef:4] In January of 2020, the State of New York’s computer network suffered from a large cyberattack that temporarily knocked out access to several important state databases, right as the State was gearing up to deal with the COVID-19 pandemic.[footnoteRef:5] Most recently, in June 2021, the New York City (NYC) Law Department was reportedly hacked, and lawyers were temporarily unable to access important documents.[footnoteRef:6] Other recent cyberattacks include New York’s Metropolitan Transportation Authority and ParkMobile, a mobile parking app that’s popular in New York to pay for street parking.[footnoteRef:7] [2:  Ellis Talton, A Lack of Cybersecurity Funding and Expertise Threatens U.S. Infrastructure, FORBES, April 23, 2018, https://www.forbes.com/sites/ellistalton/2018/04/23/the-u-s-governments-lack-of-cybersecurity-expertise-threatens-our-infrastructure/#10e8ce7f49e0. ]  [3:  See Ellen Cranley, 8 Cities that have Been Crippled by Cyberattacks — and What They Did To Fight Them, Business Insider, Jan 27, 2020, https://www.businessinsider.com/cyberattacks-on-american-cities-responses-2020-1. 
]  [4:  See Ellen Cranley, 8 Cities that have Been Crippled by Cyberattacks — and What They Did To Fight Them, BUsness Insider, Jan 27, 2020, https://www.businessinsider.com/cyberattacks-on-american-cities-responses-2020-1.]  [5:  Lucas Ropek, Before COVID-19 Hit, New York Suffered a Cyberattack, GOVTECH MAGAZINE, 21 April 2020, https://www.govtech.com/security/Before-COVID-19-Hit-New-York-Suffered-a-Cyberattack.html. ]  [6:  Benjamin Weiser, Fallout from Hack of City Law Department Could Linger for Months, NEW YORK TIMES, July 9, 2021, https://www.nytimes.com/2021/07/09/nyregion/nyc-law-department-hacked.html. ]  [7:  See The M.T.A. Is Breached by Hackers as Cyberattacks Surge, NEW YORK TIMES, June 3, 2021, https://www.nytimes.com/2021/06/02/nyregion/mta-cyber-attack.html; see Michael Gartland, Cashless Parking App Introduced in NYC Last Year Victim of Data Breach, NEW YORK DAILY NEWS, April 30, 2021. https://www.nydailynews.com/news/politics/new-york-elections-government/ny-nyc-parking-app-parkmobile-data-breach-20210430-3nbu4fpqezh4xm7zbftzpq3ety-story.html ] 

As some websites maintained by NYC agencies handle licensing, ticketing and take credit card payments, it is essential that people and businesses are not penalized for technical system failures that are beyond their control.  In the event that a NYC government website used by residents to make online payments to the City of New York is disabled due to electronic system failure, Proposed Int. No. 1152- A would establish a 48-hour grace period to ensure that people and businesses are able to make payments following the restoration of the website without incurring late fees or interest. 



III. ANALYSIS OF PROPOSED INT. NO. 1152-A
Proposed Int. No. 1152-A would amend the Administrative Code of the City of New York to establish a 48-hour grace period for a system failure that disables a City website used to make online payments and that lasts 24 hours or longer, during which time neither late payment fees nor interest should be incurred for any payment due during the time of the system failure.  Affected City agencies would also have the discretion to extend the grace period by up to seven days. This bill would take effect 120 days after it becomes law. 



Proposed Int. No. 1152 - A

By Council Members Koo, Yeger, Holden and Vallone

A Local Law

To amend the administrative code of the city of New York, in relation to requiring an online payment grace period


Be it enacted by the Council as follows:
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Section 1. Chapter 8 of title 23 of the administrative code of the city of New York is amended by adding a new section 23-806 to read as follows: 
§ 23-806 Online payment grace period. a. For the purposes of this section, the following terms have the following meanings:
Electronic system. The term “electronic system” means any website, network, online infrastructure or internally or externally accessible electronic systems constructed or maintained by or on behalf of the city.
Electronic system failure. The term “electronic system failure” means a malfunction, or unauthorized denial of service, in an electronic system that makes it impossible for one or more persons to make payments to a city agency. 
b. In the event that an electronic system failure disables, for 24 hours or more, an electronic system used by persons to make payments to an agency, such affected agency shall establish a 48-hour grace period after such system is restored, during which no late payment fees or interest will be incurred for any payment due in the time period during which such electronic system failure disabled such system, provided that if only certain persons owing payments to such affected agency are unable to make such payments due to an electronic system failure, such affected agency shall allow such persons to file claims to forgive late payment fees and interest accrued during such electronic system failure. Nothing in this section shall be construed to require such affected agency to establish a grace period in addition to any grace period separately required by law or rule unless an electronic system failure extends to or beyond the end of such separately required grace period.
c. When an agency is required to establish a 48-hour grace period pursuant to this section, the agency head shall have the discretion to extend such grace period to a period not exceeding seven days; provided that for mayoral agencies such discretion shall be exercised by the mayor; and further provided that for boards and commissions such discretion shall be exercised by the chair of such board or commission.
§ 2. This local law takes effect 120 days after it becomes law, except that the office of the mayor and any other agency may take such measures prior to such date as are necessary for implementation of this local law, including the promulgation of rules.
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