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I. INTRODUCTION
On September 25, 2025, the Committee on Committee on Technology, chaired by Council Member Jennifer Gutiérrez, will hold a hearing to vote on Proposed Int. No. 540-A, sponsored by Council Member Brannan., in relation to an assessment of a cloud computing policy for city agency technological needs. The Committee heard a previous version of the bill on June 26, 2025. Those that submitted testimony included representatives from the New York City (“NYC” or “City”) Office of Technology and Innovation (“OTI”), formerly known as the Department of Information Technology and Telecommunications (“DoITT”).
II.	BACKGROUND
According to the National Institute of Standards and Technology, (“NIST”), a federal agency under the Department of Commerce which writes standards for technology, “[c]loud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.”[footnoteRef:2] However, cloud computing is an evolving term with different variations and technologies involved, and therefore, it is not easy to provide a strict and standardized definition.[footnoteRef:3]  [2:  Evelyn Brown, Final Version of NIST Cloud Computing Definition Published, TECH BEAT, (Oct., 2011),  http://www.nist.gov/itl/csd/cloud-102511.cfm. ]  [3:  Dr. George Yijun Tian, Cloud Computing and Cross-Border Transfer Pricing: Implications of Recent OECD and Australian Transfer Pricing Laws on Cloud Related Multinational Enterprises and Possible Solutions, 44 RUTGERS COMPUTER & TECH LJ 33, 91 (2018), https://www.kiip.re.kr/webzine/1802/resource/file/Library02.pdf. ] 

	Before cloud technology, companies mainly stored their data on hard drives, servers or data centers, often but not always operated by those companies themselves.[footnoteRef:4] Now, more and more entities take advantage of cloud computing services offered by different providers.[footnoteRef:5] These cloud computing service providers allow companies to replace their technological infrastructure with third-party processing and storage capabilities that would then be accessible over the Internet.[footnoteRef:6]     [4:  Susan Moore, Gartner Says a Massive Shift to Hybrid Infrastructure Services is Underway, GARTNER INC. (Apr. 5, 2017), https://www.gartner.com/en/newsroom/press-releases/2017-04-05-gartner-says-a-massive-shift-to-hybrid-infrastructure-services-is-underway. ]  [5:  Smith, Electronic Discovery: The Challenges of Reaching Into the Cloud, 52 SANTA CLARA L REV, at 1561, 1562 (2012), https://digitalcommons.law.scu.edu/lawreview/vol52/iss4/12/. ]  [6:  Id.] 

A. Types of Cloud Computing Service Models 
There are presently three types of service models of cloud computing systems: Software as a Service (“SaaS”), Platform as a Service (“PaaS”), and Infrastructure as a Service (“IaaS”).[footnoteRef:7] SaaS is “a complete software solution that users purchase on a pay-as-you-go basis from a cloud service provider.”[footnoteRef:8] It allows users from different locations to use it without actually installing the software or applications on their devices.[footnoteRef:9] These applications can be accessed from a web browser, like web-based email, or a program interface. For example, Google utilizes this SaaS model to deliver its popular application Google Docs, where the user accesses Google’s software by signing in to their Google account through their web browser and can then use the Google Docs word processor, no software installation required.[footnoteRef:10]    [7:  The NIST Definition of Cloud Computing, NIST, Special Publication 800-145, https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf. ]  [8:  What is SaaS?, Microsoft Azure, last accessed on June 24, 2025 at https://azure.microsoft.com/en-au/overview/what-is-saas/. ]  [9:  Id. ]  [10:  What can you do with Docs?, GOOGLE WORKSPACE LEARNING CENTER https://support.google.com/a/users/answer/9300503?hl=en. ] 

PaaS provides the consumer with the platform and tools to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages, libraries, services, and tools supported by the provider.[footnoteRef:11] While the consumer of these services does not control or manage the underlying cloud infrastructure, like the network, servers, or storage, they have control over the applications deployed through this cloud infrastructure as well as, in some cases, the configuration settings for the environment in which their applications would be implemented.[footnoteRef:12] Examples include Microsoft Azure App Services and Google App Engine, where developers can build their own applications and services more quickly and efficiently by using these platforms to bypass development hurdles like managing application infrastructure and software licenses.[footnoteRef:13]  [11:  The NIST Definition of Cloud Computing, NIST, Special Publication 800-145. ]  [12:  Id. ]  [13:  What is PaaS?, MICROSOFT AZURE,  https://azure.microsoft.com/en-us/overview/what-is-paas/. ] 

	IaaS provides the consumer with computing resources like processing, storage, and networks, and other fundamental resources where the consumer can deploy and run arbitrary software such as operating systems and applications.[footnoteRef:14] The cloud computing consumer does not manage or control the underlying cloud infrastructure, but can control elements like the operating systems, storage, and deployed applications, in addition to possible limited control of select networking components like hosting firewalls.[footnoteRef:15]  It, among other things, enables its users to store files on remote cloud servers and share files in a synchronized way.[footnoteRef:16] One of the most prominent examples of IaaS is Amazon Web Services, for example how Netflix uses Amazon Web Services for computing, storage, and networking to stream content globally and scale on demand.[footnoteRef:17]  [14:  The NIST Definition of Cloud Computing, NIST, Special Publication 800-145. ]  [15:  Id. ]  [16:  Dr. George Yijun Tian, Cloud Computing and Cross-Border Transfer Pricing: Implications of Recent OECD and Australian Transfer Pricing Laws on Cloud Related Multinational Enterprises and Possible Solutions, 44 RUTGERS COMPUTER & TECH LJ 33, 44 (2018).]  [17:  Netflix on AWS, AWS, https://aws.amazon.com/solutions/case-studies/innovators/netflix/. ] 




B. Cloud Computing Systems in New York City 
In 2017, DoITT issued the Citywide Policy on Cloud Services (“Citywide Cloud Policy”).[footnoteRef:18] The Citywide Cloud Policy addresses the main issues related to migrating municipal data to cloud computing systems, including cybersecurity and internet connectivity, as well as essential considerations for cloud service agreements. Those considerations include, among other things: backup policy; data retention; portability; data ownership; data commingling; encryption; cybersecurity incidents; penetration testing; and vulnerability scans.[footnoteRef:19]  [18:  NYC DOITT: Citywide Cloud Policy (Feb. 23, 2017), https://a856-cityrecord.nyc.gov/Search/GetFile?sectionId=6&requestId=20161027009&requestStatus=Archived&documentId=29935.   ]  [19:  Id. ] 

According to the Citywide Cloud Policy, IaaS must be managed through the Self Provisioning Gateway (“SPG”), a web-based portal operated by DoITT that allows New York City agencies to securely provision cloud infrastructure.[footnoteRef:20] Through the SPG, authorized users can provision specific types of virtual machines either in DoITT’s private cloud or with approved external cloud providers, when available. [footnoteRef:21] For cloud services that are not yet accessible through SPG, agencies are required to submit their implementation plans to DoITT, which will evaluate the proposal to determine the most suitable approach and ensure compliance with IT security standards.[footnoteRef:22] [20:  NYC DOITT: Citywide Cloud Policy, (Feb. 23, 2017), https://a856-cityrecord.nyc.gov/Search/GetFile?sectionId=6&requestId=20161027009&requestStatus=Archived&documentId=29935, p. 3-4. ]  [21:  Technical Guide to Information Security Testing and Assessment, NIST, Special Publication 800-115, https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-115.pdf, pg. F-2; (A virtual machine is “[s]oftware that allows a single host to run one or more guest operating systems”).]  [22:  NYC DOITT: Citywide Cloud Policy, (Feb. 23, 2017), https://a856-cityrecord.nyc.gov/Search/GetFile?sectionId=6&requestId=20161027009&requestStatus=Archived&documentId=29935, p. 3.] 

	With regard to SaaS and PaaS, all uses of these technologies by City entities must first be reviewed and approved by DoITT IT Security before any procurement or implementation takes place. [footnoteRef:23] Agencies are encouraged to notify DoITT as soon as they have selected a SaaS or PaaS solution, but are only required to do so before signing the contract. [footnoteRef:24] Upon notice, DoITT’s technical team will evaluate key aspects of the proposed solution to ensure it meets the City’s security and technical standards.[footnoteRef:25]  [23:  Id at p. 4. ]  [24:  Id. ]  [25:  Id. ] 

C. City Agencies Using Cloud Computing Systems 
There are many New York City agencies utilizing cloud computing systems for their operations. Notably, the DOT used the cloud to build and host its web applications Vision Zero View and iRide NYC.[footnoteRef:26] The New York City Department of Youth and Community Development (“DYCD”) used the cloud to build a web app called discover DYCD, an online platform that allows users to find information on the availability of certain opportunities and programs, in addition to offering a simplified application process between programs.[footnoteRef:27] Further, New York City Cyber Command developed a cloud infrastructure with third parties to help its cybersecurity experts detect and react to threats faster.[footnoteRef:28] [26:  NYC Department of Transportation: AWS Case Study: New York City Department of Transportation, Amazon Web Services, https://aws.amazon.com/solutions/case-studies/nyc-dot/. ]  [27:  Fulfilling consistent societal needs with cloud technology at NYC DYCD, MICROSOFT AZURE (2020), https://customers.microsoft.com/en-us/story/839880-new-york-city-government-azure-en-unitedstates. ]  [28:  NYC Cyber Command: Keeping New York City’s digital services more secure at massive scale, GOOGLE CLOUD, https://cloud.google.com/customers/nyc-cyber-command. ] 

III. LEGISLATIVE ANALYSIS
Proposed Int. 540-A 
The proposed legislation would require the Department of Information Technology and Telecommunications to assess the feasibility of adoption of a cloud computing policy for city technology systems. The Department would also be required to submit a report of the results of the assessment to the Council.
This bill would take effect immediately. 
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..Body

Be it enacted by the Council as follows:

	
2
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Section 1. Assessment of a cloud computing policy for city agency technological needs. 
a. Definitions. As used in this section, the following terms have the following meanings:
Cloud computing. The term “cloud computing” means the provision of computing services, including data storage, software, applications, and processing power, via the internet.
Cloud computing provider. The term “cloud computing provider” means a person that provides cloud computing to any city agency.
Department. The term “department” means the department of information technology and telecommunications.
Person. The term “person” has the same meaning as set forth in section 1-112 of the administrative code of the city of New York.
b. The department shall assess the feasibility of adoption of a policy requiring any city agency, in acquiring or developing any technological tool or system to satisfy an operational or programmatic need of such agency, to consider such a tool or system that uses cloud computing. Such assessment shall include:
1. A description of current usage of cloud computing by city agencies; and
2. An evaluation of the feasibility of expanding the use of cloud computing by city agencies, including for any mobile application or software program, for the storage of data, or for the provision of information technology services.
c. No later than November 1, 2026, the department shall submit to the mayor and the speaker of the council a report about the assessment conducted pursuant to subdivision b of this section. Such report shall include, but need not be limited to:
1. An analysis of whether cloud computing would serve any technological need of any city agency;
2. An analysis of whether any barriers in the procurement process prevent the utilization of cloud computing by city agencies; 
3. An analysis of any security risks associated with cloud computing; 
4. An analysis of any challenges an agency may encounter during any transition from on-premises infrastructure for computing services to cloud computing;
5. A list of cloud computing providers used by the department, including the principal place of business of each such provider; and
6. A description of any requirements that a cloud computing provider shall meet in order to provide cloud computing to a city agency, and any recommendations for any additional requirements to impose on cloud computing providers, including requirements relating to the location and security of any physical data centers utilized by such providers, procedures for reporting security breaches to the city, encryption standards, maintenance of event logs and other records needed to facilitate audits, and indemnification for any losses, damages, or liabilities incurred by the city due to negligence or breach of contract by any such cloud computing provider. 
§ 2. This local law takes effect immediately. 
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