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I. INTRODUCTION

On Monday, February 1, 2016, the Committee on Technology, chaired by Council Member James Vacca, will hold a first hearing on Introduction 626-2015, in relation to personal information security, Introduction 627-2015, in relation to securing personal information privacy, and Introduction 1052-2016, in relation to agency disposal of electronics.
II. PERSONAL INFORMATION SECURITY AND DATA BREACHES
Data breaches are unauthorized acquisitions of computerized data that compromises the security, confidentiality, or integrity of personal information, and can occur with anything from a single record to millions of records.
 Such breaches are not just privacy concerns but can also be used to facilitate fraudulent activity such as identity theft, which can have devastating consequences for individuals and lead to annual losses in the tens of billions of dollars in the United States alone.
 In 2015, there were 979 data breach notifications sent to the New York State Department of State, affecting 5.5 million New Yorkers.

Among the reported government breaches that occurred in New York City in 2015 were: multiple breaches of an Administration for Children’s Services (ACS) server containing preventive services client information,
 a Bellevue Hospital employee improperly emailing a spreadsheet containing personal information of over 3,000 patients to an unauthorized recipient,
 a Jacobi Medical Center employee emailed files with protected health information of 90,000 patients to a personal email account and an account at her new city agency employer,
 a Metropolitan Hospital Center employee emailed the protected health information of almost 4,000 to a personal email account,
 and a Woodhull Medical and Mental Health Center laptop that was locked and password-protected but not encrypted, and which contained information on 1,500 patients, was stolen from a patient exam room.

Among the examples in prior years, personal and financial information of 1,000 bike-share account holders was exposed,
 backup drives containing the information of 1.7 million Health and Hospitals Corporation (HHC) patients, staff and vendors were stolen out of an unattended and unlocked van while being transported by a firm specializing in the secure transport of sensitive data,
 and, in 2011, the constituent services database of the Public Advocate’s office was seemingly hacked and exposed online.

As the above examples demonstrate, breaches can occur from both maliciousness and from negligence. Similarly, there is no one single type of breach. Hacking, abuse of access by employees, theft or loss of physical media, glitches and other possible causes must all be protected against.  However, these problems might be exacerbated if the computers involved are obsolete or if the city’s security is uneven across agencies, such as it seems to have been for the ACS breach, as the agency was reportedly then operating outside of Department of Information Technology and Telecommunication’s (DoITT) secure infrastructure.
 It has also been reported that some large agencies have refused DoITT security products and processes.

In New York City, licensees of the Department of Consumers Affairs (DCA) are required to disclose security breaches to that agency, the New York Police Department (NYPD) and affected persons.
 There is also a notification requirement for licensees who have judgments or convictions against them for identity theft or unlawful possession of personal identification information.
 And, there are requirements on both DCA licensees
 and city agencies
 that whenever disposing of a record containing personal identifying information it should be done in a manner intended to prevent retrieval of the information therein or thereon, although that manner is not specified for electronic devices and the requirement does not seem to cover the disposal of data that does not contain personal identifying information.

III. DEVICE DISPOSAL AND DATA SECURITY

Improper disposal of electronic devices and mediums storing private data is one of the ways that a data breach can occur. 

If a computer, hard disk, thumb drive, mobile phone or optical storage media is disposed of without properly destroying either the device or the data, through wiping, degaussing, physical destruction, or some other method (simple delete functions are usually insufficient
), then the data therein may be recoverable. This can cause serious breaches such as, just recently, when a 30-gigabyte hard drive discovered at a recycling depot in Canada was found to retain the personal information, including security clearance applications, of defense personnel in the Canadian military.
 Locally, a CD containing the personal information of 15,000 New York City Transit Authority workers was found inside a refurbished computer sold by a retailer.
  

Copy machines and multifunction printers also often retain information about the items scanned or copied or printed by them and when they are disposed of to third parties, this information may be retrievable.
 This can be of serious public concern and risks significant disclosures. For instance, Affinity Health Plan returned multiple photocopiers to a leasing agent without erasing the data contained on the copier hard drives, which was found by the U.S. Dept. of Health and Human Services to be a potential violation of the HIPAA Privacy and Security Rules.


In New York City, the Department of Citywide Administrative Services oversees the disposition of surplus property and, for that purpose, DCAS has partnered with a company called ‘Public Surplus,’ to sell the city’s surplus property via online public auctions.
 On January 28, 2016, among the items being auctioned was a large Ricoh printer being disposed of by the Department of Corrections,
 a package of 53 smartphones and 3 regular cellphones being disposed of by the Department of Design and Construction,
 as well as computer monitors, in an assorted lot, being disposed of by the Department of Environmental Protection.
 Thus, city agency computer equipment is not necessarily being destroyed when it is being disposed of and such devices, like the Ricoh printer and smartphones above, could have an internal storage device capable of containing agency data, or personal identifying information. If those storage devices are not properly wiped, they could be a potential source of a data breach in the future.
 
DoITT has promulgated a Citywide Information Security Policy regarding ‘Digital Media Re-use and Disposal Policy’ that states “[a]ll digital media must undergo a data sanitization process prior to disposal or reuse to protect against unauthorized access to information” and that such sanitization procedures are to be internally documented by each agency. This policy covers all non-volatile storage devices and offers three options for data destruction: a data wiping program that irreversibly wipes the physical area of storage, a full disk encryption method that is compliant with the Citywide Encryption Policy, or degaussing/physical media shredding which meets NIST standard 800-88.
 This policy may be bypassed for internal or inter-agency equipment transfers. Finally, the actual data destruction is not required to be done by the agencies themselves, and can instead be fulfilled by transferal to a vendor who has contractually committed to one of the above data destruction methods.

Finally, it should be noted that data destruction is generally recognized as not just a good practice for the disposal of government-owned electronics, but for consumer electronics as well. The New York State Electronic Equipment Recycling and Reuse Act, for instance, recognizes the importance of data removal by requiring manufacturer electronic waste acceptance programs to provide “information on how consumers can destroy all data on any electronic waste, either through physical destruction of the hard drive or through data wiping”
 and permits manufacturers to offer premium data removal services.
 Stores that sell refurbished computers generally make data removal a part of their process before reselling the item
 but this does not always occur
 and consumers’ files, personal records and passwords may be exposed. For example, data recovery experts testing a sampling of used hard drives and mobile phones purchased from online retailers like Amazon and eBay were able to recover data, such as emails and texts, from 35% of the mobile phones and 48% of the hard drives analyzed.
 This has led organizations such as Consumer Reports to advise consumers not to “recycle, trade in, sell, or donate your device without wiping it clean” themselves.
 
IV. Int. No. 626
Int. No. 626 would amend Title 10 of the administrative code to create a new Chapter 9, to require that each agency develop a comprehensive security program that provides administrative, technical and physical safeguards for the handling of information that can be used to identify an individual in records maintained by those agencies.

The bill requires that physical records be protected by limiting access to them only to authorized persons, and achieving this through training, risk assessment, storage and transportation policies, controlling physical access, monitoring, disciplinary measures and reviews.

The bill further requires that electronic records be protected by user authentication protocols that protect passwords, encryption of transmitted records, encryption of data stored on portable devices and media, monitoring of systems for unauthorized use, firewall protection, updated software patches, and training.
V. Int. No. 627
Int. No. 627 would amend Title 8 of the administrative code to create a new Chapter 12, to require that each agency that collects information pertaining to individuals only collect and maintain such information that is relevant and necessary to a purpose of the agency that is required or authorized by law and inform individuals when such information is being collected.

The bill also requires that agencies only use data so collected for the purposes for which it was collected, unless an individual consents to additional uses.

The bill further requires that officers and employees of agencies only have access to personal information to the extent necessary to perform their duties and limits public disclosures of any records pertaining to an individual unless specifically authorized by other law or a court order. However, individuals may request copies of records pertaining to themselves.
Finally, the bill requires the development of safeguards to protect such records, including destroying information that is no longer required for the purpose for which it was collected, maintaining an accounting of every disclosure of a record and notifying individuals whenever an unauthorized access occurs.

VI. Int. No. 1052
Int. No. 1052 would amend Title 10 of the administrative code to add a new section 10-504, to require that any agency that disposes of electronic equipment that contains a device capable of storing information while depowered shall ensure, prior to its disposal that all information therein has been erased through either degaussing, physical destruction or data wiping. 
Int. No. 626

By Council Members Kallos and Mendez (by request of the Manhattan Borough President)

..Title

A Local Law to amend the administrative code of the city of New York, in relation to personal information security.
..Body

Be it enacted by the Council as follows:
Section 1. Title 10 of the administrative code of the city of New York is amended by adding a new chapter 9 to read as follows:
CHAPTER 9 - PERSONAL INFORMATION SECURITY
§10-901 Personal information security. a. As used in this chapter, "personal information" shall mean any information concerning an individual which, because of a name, number, symbol, mark or other identifier, can be used to identify that individual.
b. Each agency that maintains a system of records containing personal information shall develop, implement and maintain a comprehensive security program that contains administrative, technical and physical safeguards for the protection of such personal information. Such comprehensive security program shall be consistent with this chapter and with applicable federal and state laws and regulations. 

c. Where not inconsistent with applicable federal and state laws and regulations, a comprehensive security program shall include: 
1. designating one or more employees to maintain the comprehensive information security program;
2. identifying and assessing foreseeable internal and external risks to the security, confidentiality or integrity of electronic, paper or other records containing personal information; 
3. developing and implementing safeguards for limiting such risks, including conducting ongoing employee training, requiring employee compliance with policies and procedures, and creating a means for detecting and preventing security system failures;
4. developing and implementing written security policies for employees and other relevant persons relating to the storage, access and transportation of records containing personal information outside of agency premises, and conducting periodic trainings for such persons with respect to such policies;
5. imposing disciplinary measures for violations of the comprehensive information security program rules;
6. preventing persons whose employment with the agency has been terminated from the agency from accessing records containing personal information;
7. restrictions on physical access to records containing personal information, including the storage of such records and data in locked facilities, storage areas or containers;
8. regular monitoring to ensure that the comprehensive information security program is operating in a manner calculated to prevent unauthorized access to and unauthorized use of personal information;
9. periodic review of the comprehensive security program at least annually and whenever there is a material change in business practices that may implicate the security or integrity of records containing personal information in order to improve the effectiveness of such security program; and
10. post-incident review following each incident involving a breach of security, and documenting such incident and the responsive actions taken in connection with such incident, including changes made, if any, to business practices relating to protection of personal information.
d. Where not inconsistent with applicable federal and state laws and regulations, if an agency electronically stores or transmits records containing personal information, the comprehensive information security program of such agency shall include: 
1. secure user authentication protocols including control of user identification cards and other record access identifiers; a secure method of assigning and selecting passwords, or use of unique identifier technologies, such as biometrics or token devices; control of data security passwords to ensure that such passwords are kept in a location or format that does not compromise the security of the data they protect; restricting access to active users and active user accounts only; and blocking access for a user identification after multiple unsuccessful attempts to gain access using that user identification;
2. secure access control measures that restrict access to records and files containing personal information to those who need such information to perform their job duties and to assign unique identifications and passwords, which are not vendor supplied default passwords, to each person with computer access, that are designed to maintain the integrity of the security of the access controls;
3. encryption of all transmitted records and files containing personal information that will travel across public networks, and encryption of all data containing personal information to be transmitted wirelessly.
4. encryption of all personal information stored on laptops or other portable devices;
5. encryption of all personal information stored on removable media that is transported or stored by third-party service providers;
6. monitoring of systems for unauthorized use of or access to personal information;
7. for files containing personal information on a system that is connected to the Internet, there must be up-to-date firewall protection and operating system security patches, designed to maintain the integrity of personal information;
8. up-to-date versions of system security agent software which must include malware protection and up-to-date patches and virus definitions, or a version of such software that can still be supported with up-to-date patches and virus definitions, and such software must be set to receive the most current security updates on a regular basis; and
9. education and training of employees on the proper use of the applicable computer security system and the importance of personal information security.
§2. This local law shall take effect one year after its enactment, except that the commissioner or director of each agency shall take such actions as are necessary for its implementation, including the promulgation of rules, prior to such effective date.
ARP
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Int. No. 627

By Council Members Kallos and Mendez (by request of the Manhattan Borough President)

..Title

A Local Law to amend the administrative code of the city of New York, in relation to securing personal information privacy.
..Body

Be it enacted by the Council as follows:
 

Section 1. Title 8 of the administrative code of the city of New York is amended by adding a new chapter 12 to read as follows:

CHAPTER 12

PERSONAL INFORMATION PRIVACY

§8-1201 Definitions

§8-1202 Collection of information

§8-1203 Use of information

§8-1204 Access to information

§8-1205 Information security

§8-1201 Definitions. As used in this chapter: a. "agency" means an office, administration, department, division, bureau, board, commission, authority, corporation, advisory committee or other governmental entity performing a governmental function of the city of New York;
b. "determination" means a decision made by an agency with respect to an individual, including, but not limited to:
(1) eligibility for services or benefits;
(2) issuing a permit;
(3) registration, certification and licensing; or
(4) liability for civil and criminal penalties.
c. "personal information" means any information concerning an individual which, because of name, number, symbol, mark or other identifier, can be used to identify that individual;
d. "record" means any item, collection or grouping of personal information about a subject individual that is retrievable by name or other identifier of the subject individual that is maintained by an agency for the purposes of making a determination about the subject individual, but shall not include an agency's employment records, business records, telephone or email directories and contact lists.
e. "routine use" means any use of such record or personal information that is compatible with the purpose for which it was collected; and
f. "subject individual" means any natural person about whom personal information has been collected.
§8-1202 Collection of information. Each agency that maintains a system of records pertaining to individuals shall: a. collect information to the greatest extent practicable directly from the subject individual;
b. collect and maintain only such information about a subject individual as is relevant and necessary to accomplish a purpose of the agency that is required or authorized by law; and
c. except with respect to information gathered as part of an ongoing criminal investigation, inform each individual from whom it collects information on a form that can be retained by the individual of: (1) the law that authorizes the solicitation of the information and whether the disclosure of such information is mandatory or voluntary;
(2) the principle purpose or purposes for which the information is intended to be used;
(3) the agency or agencies that will have access to the information in order to accomplish the purpose or purposes for which the information is intended to be used;
(4) the routine uses which may be made of the information;
(5) the consequences to the subject individual, if any, of failing to provide all or part of the requested information; and
(6) the direct telephone number, address and electronic address of the office or officer responsible for maintaining the system of records.
§8-1203 Use of information. a. An agency shall use personal information obtained from an individual only for the purpose or purposes for which it was collected.
b. A subject individual may consent to uses of personal information other than the uses authorized in subdivision a. of this section provided that such consent is informed, voluntary, in writing that describes the other uses to which the information may be put, and is signed by the subject individual.
c. Consent provided under subdivision b. of this section shall be for a period no greater than four years and may be withdrawn by a subject individual in writing at any time to the office or officer responsible for maintaining the system of records.
d. For the purposes of this section, the parent, or the legal guardian of a minor or any subject individual who has been declared to be incompetent by a court of competent jurisdiction, may act on behalf of such minor or subject individual.
§8-1204 Access to information. a. Officers and employees of an agency shall only have such access to personal information as is necessary to perform their duties.
b. No agency shall disclose any record pertaining to an individual by any means of communication to any person or agency except pursuant to a written request by, or with the prior written consent of, the subject individual unless disclosure of the record is: (1) to those officers and employees of the agency that maintains the record for a routine use;
(2) specifically authorized by New York state or federal statute, law, rule or regulation;
(3) to another agency, or to a New York state or federal governmental entity, for a civil or criminal law enforcement activity if the activity is authorized by law, and if the head of the agency has made a written request to the agency that maintains the records specifying the particular portion desired and the law enforcement activity for which the record is sought; or
(4) pursuant to the order of a court of competent jurisdiction.
c. Upon written request by an individual, an agency shall provide copies of all the records maintained by an agency that pertain to that individual within fourteen days, excluding any such records that are kept and maintained as part of an ongoing criminal investigation that is authorized by law. For the purposes of this subdivision, accountings created under subdivision c. of section 8-1205 of this chapter shall be considered a record pertaining to the subject individual of the record for which such accounting was created.  Agencies may charge the individual a maximum of twenty-five cents for each page copied.
d. Records pertaining to an individual or individuals, excluding any such records that are kept and maintained as part of an ongoing criminal investigation that is authorized by law, shall be made available to a recipient with advance written assurance that the record will be used solely for a statistical research and reporting provided that the records are transferred in a form that contains no information which identifies the subject individual or individuals.
§8-1205 Information security. Each agency that maintains a system of records pertaining to individuals shall: a. establish appropriate administrative, technical, and physical safeguards to insure the security and confidentiality of records and to protect against any anticipated threats or hazards to their security or integrity which could result in substantial harm, inconvenience, or unfairness to any individual on whom information is maintained;
b. destroy by making unreadable by any means such information that is no longer required for the purpose or purposes for which it was collected, or for purposes of audit or litigation, or to which the subject individual has consented, provided such destruction is in accordance with the rules promulgated by the department of records and information services regarding the disposal of records by city agencies;
c. create and maintain for not less than five years or for the life of the record, whichever is longer, an accurate accounting of the date, nature, and purpose of each disclosure of a record to any person or to another agency and the name and address of the person or agency to whom the disclosure is made; and
d. notify the subject individual within twenty-four hours from the discovery of unauthorized access to or disclosure of the personal information of such individual.
§2. This local law shall take effect one hundred eighty days after its enactment into law.
ARP
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By Council Member Vacca

..Title

A Local Law to amend the administrative code of the city of New York, in relation to agency disposal of electronics

..Body

Be it enacted by the Council as follows:

Section 1. Chapter 5 of title 10 of the administrative code of the city of New York is amended by adding a new section 10-504 to read as follows:

§ 10-504 Agency disposal of electronics. Any agency that disposes of electronic equipment that contains a hard disk drive, solid state drive or similar device capable of storing information while powered off, including but not limited to printers, copiers and computers, shall ensure, prior to its disposal, the erasure of all information contained therein, either though degaussing, physical destruction of the drive, or a data wiping that includes at least two full overwrites. This requirement shall not apply to boot related firmware.

§ 2. This local law takes effect 120 days after it becomes law.
BJR
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