                                                              Staff:             Committee on Technology
Irene Byhovsky, Legislative Counsel

Patrick Mulvihill, Senior Legislative      Policy Analyst        








Sebastian Bacchi, Finance Analyst

[image: image1.png]



THE COUNCIL
BRIEFING PAPER OF THE INFRASTRUCTURE DIVISION

Jeffrey Baker, Legislative Director
COMMITTEE ON TECHNOLOGY
Hon. Peter Koo, Chairperson

September 17, 2018
INT. NO. 986:
By Council Members Koo and Holden
TITLE: 
A Local Law to amend the New York city charter, in relation to the format of data in agency reports
CHARTER:   
Amends Section 1134
INT. NO. 1094:      
By the Speaker (Council Member Johnson)
TITLE: 
A Local Law to amend the administrative code of the city of New York, in relation to oversight access to agency data

ADMINISTRATIVE CODE:   Adds Section 23-803
INT. NO. 1098:
By Council Member Kallos

TITLE: 
A Local Law to amend the administrative code of the city of New York, in relation to the digitization of historic data

CHARTER:  
Amends Section 3004
ADMINISTRATIVE CODE:    Adds Section 23-507
I. INTRODUCTION
On Monday, September 17, 2018, the Committee on Technology, chaired by Council Member Peter Koo, will hold a hearing on Int. No. 986 sponsored by Council Member Koo, a Local Law in relation to the format of data in agency reports; Int. No. 1094 sponsored by the Speaker, a Local Law in relation to oversight access to agency data; and Int. No. 1098, sponsored by Council Member Kallos, a Local Law in relation to the digitization of historic data.  Representatives from the Department of Information Technology and Telecommunications (DoITT), the Department of Records and Information Services (DORIS) as well as technology experts and concerned community groups have been invited to testify.
II. BACKGROUND INFORMATION
A. Oversight Access to Agency Data
Open Data is the concept that certain data should be made available for public use and re-use, free of restriction. Governments produce and store significant amounts of information in their regular course of operation, much of which may be legally allowed to be accessible to the public, but only a fraction of which has historically been available.  Further, even when made available, it is generally published in a form more convenient for the releasing agency, which could vary widely, including proprietary formats and formats not easily read by machines. To enhance transparency, inclusion and accountability, the concept of Open Data has developed, under which raw data should be made available to the public in an open, non-proprietary and machine readable format. Such open government data permits the public to perform their own data analysis and develop their own conclusions. 

On March 7, 2012, the City of New York enacted Local Law 11, generally referred to as the “Open Data Law.”
 The law mandated the creation of a single web portal through which agency “public data sets” could be made accessible to the public. The data sets are required to conform to the technical standards published by DoITT, in a format that permits automated processing and be updated as necessary to protect their integrity and usefulness.
However, not all data, or even data sets, are required to be made available under Local Law 11. Data required to be published under Local Law 11 encompasses only the “final versions of statistical or factual information,” which can be reflected in an alphanumeric, non-narrative, list and that is regularly created or maintained by or on behalf of an agency, but does not include information provided by other governmental entities or image files, maps or scanned original documents.
 Public data sets are collections of such interrelated data that is available for inspection by the public. The law, however, explicitly excludes data or data sets for which an agency could deny access generally under law for example, data that reflects the internal deliberative process of an agency, such as data involving procurement or pending legal proceedings; data stored on a device or portion of a network that has been exclusively assigned to a single individual; materials subject to intellectual property protection or confidentiality agreements; proprietary computer software; or employment records and other internal agency administrative documents.

Leveraging administrative data can improve statistical and evaluation products, reduce the costs and administrative burden associated with creating unnecessary reports and conducting research.
 
(1) Citywide Data Sharing Platform


DataBridge is a “citywide data sharing platform”
 that was built and maintained through the combined efforts of Mayor’s Office of Data Analytics (MODA), DoITT and the Mayor’s Office of Operations, as a successor to the Data Element Exchange Program and 311 analytics.
 “MODA developed automated data feeds from over 50 source systems belonging to roughly 20 agencies and external organizations. All of this data warehoused and merged on the geographic information included in the data permitting the City to perform cross-agency analysis.”
 

(2) Data Clean Rooms

Generally, clean rooms are used as a repository of raw data where one can gather and analyze the raw data.
  Businesses use clean rooms as a way to bring together and analyze the raw data from all parties,
 which leads to more accurate evaluations.
  
A 2017 report of the Commission on Evidence-Based Policymaking provides several recommendations to establish secure data services similar to the clean room concept. Among them are (1) data minimization techniques to protect combined data, (2) require researchers to complete training, (3) subject the researchers to stringent monitoring for adherence to privacy-protective protocols.
 

There are several projects related to achieving similar secure access to confidential data. For example, Federal Statistical Research Data Centers (RDCs) are Census Bureau facilities, housed in partner institutions that meet all physical and information security requirements for access to restricted–use micro data of the agencies whose data are accessed there.
 

All RDC researchers must obtain Census Bureau Special Sworn Status – passing a moderate risk background check and swearing to protect respondent confidentiality for life, facing significant financial and legal penalties for failure to do so.

Another example is the Centers for Medicare and Medicaid Services (CMS). “CMS is responsible for administering the Medicare, Medicaid, and Children’s Health Insurance programs. To support these functions, CMS collects, generates, and stores financial, health care, and other sensitive information. With appropriate safeguards, CMS provides access to microdata for statistical and research uses to federal agencies, federal grantees, and other approved researchers on encrypted data files provided on external media or through a virtual research data center. Through the virtual data center, approved researchers can access and perform their own analysis and manipulation of CMS data virtually from their own workstations.”

Creating an infrastructure needed to efficiently and securely use confidential data, such as privacy training and creation of a separate clean room, can raise significant financial concerns.    
B. Machine-readable Format

The New York City Council reviews and analyzes a significant number of reports from other agencies on a daily basis.
 Only some of the reports are available in a machine-readable format. Often, the reports are submitted in unstructured formats, such as PDFs or scanned documents, pictures or graphics. Such formats are digitally accessible and useful for displaying or printing information, but cannot be further processed by automated systems without hard manual labor. 

For this reason, uniformity and standardization in data formats and processing are needed. Submitting reports in machine-readable format would allow the Council to automatically process the data from the reports for further analysis. 
C. Digital Archives
DORIS is the agency responsible for the administration, storage, organization, and retrieval of records produced by past and present New York City governments. DORIS was created by Local Law 49 of 1977, which added a new Chapter 72 to the New York City Charter.
  Currently, “the Municipal Archives preserves over 200,000 cubic feet of historical records of New York City municipal government including original documents, photographs, ledgers, maps, architectural renderings, manuscripts, and moving images
 dating from the early 17th century. 
According to the city website, “[c]ollection highlights include vital records, census, and city directories. Records pertaining to the administration of criminal justice, dating from 1684 to 1966, constitute the largest and most comprehensive collection of such material in the English-speaking world. There are more than one million photographic images in fifty collections including pictures of every house and building in the city, ca. 1940. Legislative branch records date back to the first Dutch colonial government in New Amsterdam. Robert Moses' papers document the city's vast infrastructure from 1934 through 1959, and the records of mayoral administrations provide extensive information about every aspect of New York City from 1849 to the present. Other highlights include a comprehensive collection of the historical records of the Board of Education.”

The materials in the Municipal Archives serve as invaluable primary sources for historians, genealogists, community activists, students, patrons conducting family history research, lawyers, journalists, city planners, and government agency staff.  A great number of historical writers rely heavily on the City’s Municipal Archives as their source for information.
 Currently, there may be many materials of public interest that are not a part of the archive’s digital collections portal, nor the open data portal. 
III. Legislative Analysis
Int. No. 986 

Int. No. 986 would amend section 1134 of the New York City Charter, in relation to the format of data in agency reports. The proposed bill would require an agency that is obligated to transmit to the City Council copies of final audits, reports, evaluations, or studies that contains data in a list, table, graph, and chart, to submit such data in a non-proprietary format that permits automated processing.  
The bill would take effect immediately.

Int. No. 1094

Int. No. 1094 would amend chapter 8 of title 23 of the Administrative Code of the city of New York to add a new section 23-803. The proposed bill would first require DoITT to establish and provide timely access to least one data clean room to review both public and non-public mayoral agency data by a city council employee or member (hereinafter, approved person). Such person shall complete training or certifications for all relevant federal or state privacy laws. Prior to accessing the data, an approved person shall sign a non-disclosure agreement prohibiting the disclosure of any covered data to any third party, unless it is approved by the chief privacy officer, who shall ensure that the data does not contain any personally identifiable information. 
Second, the bill would also require DoITT to provide to the City Council access to an integrated data infrastructure that automates combination of agency data sources, including but not limited to the system known as DataBridge. Such access shall be provided via either a web application program interface (API) or a system for querying such infrastructure. 

The bill would take effect six months after it becomes law.

Int. No. 1098
Int. No. 1098 would amend section 3004 of the New York City Charter. The bill would require DORIS, in collaboration with members of the public from historic, research, cultural and academic institutions, to identify and assess the public value of records containing data that are in the possession of the archives and make such records available on the New York City Open Data Portal in a digital format that permits automated processing. 

After completing a survey of such records, if any such record is found to have sufficient public value but is too technically or practically difficult to convert by the date provided in the bill, DORIS shall report to the Speaker of the Council and the Mayor a description of the record, a description of the technical or practical difficulty, and the date by which such record will be made available.

The bill would also require DORIS to conduct outreach to entities with experience in converting books or other paper records to digital formats in order to discuss the possibility of converting records in the possession of the archives of the department to digital formats. The department shall report to the Speaker of the Council and Mayor on the results of such outreach efforts.
The bill would take effect immediately.
IV. CONCLUSION
The Committee looks forward to hearing testimony from the Department of Information Technology and Telecommunications, the Department of Records and Information Services, as well as technology experts, concerned community groups, and other advocates and members of the public.
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Int. No. 986

By Council Members Koo and Holden

..Title

A Local Law to amend the New York city charter, in relation to the format of data in agency reports

..Body

Be it enacted by the Council as follows:


Section 1. Section 1134 of the New York city charter is amended to read as follows:

§  1134. The head of each agency shall promptly transmit to the council copies of all final reports or studies which the charter or other law requires the agency or any official thereof to prepare. The head of each agency shall also promptly transmit to the council copies of all final audits, audit reports and evaluations of such agency prepared by state or federal officials or by private parties. For every report, study, audit or evaluation that the charter or other law requires an agency or official to prepare and that contains data in a list, table, graph, chart or other non-narrative form, the head of each agency shall also transmit such data to the council in a non-proprietary format that permits automated processing, provided that it shall not be necessary to transmit data that has already been made available pursuant to chapter 5 of title 23 of the administrative code of the city of New York.

§ 2. This local law takes effect immediately.
BJR

LS 6692

Int. 1343-2016

5/10/18  4:18PM
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Int. No. 1094
By The Speaker (Council Member Johnson)

..Title

A Local Law to amend the administrative code of the city of New York, in relation to oversight access to agency data

..Body

Be it enacted by the Council as follows:


Section 1. Chapter 8 of title 23 of the administrative code of the city of New York is amended to add a new section 23-803, to read as follows:

§ 23-803. Oversight access to agency data. a. For the purposes of this section, the following terms have the following meanings:

Approved data product. The term “approved data product” means an electronic file, in any format or structure, whether narrative, non-narrative, table, graph, chart or some combination thereof, produced by an approved person in a data clean room using covered data and approved by the chief privacy officer, as defined in section 23-1201, or a designated representative, for removal from the data clean room. The chief privacy officer shall review the proposed data product and approve it if it does not contain any personal identifying information, as defined in section 10-501, identifying information, as defined in section 23-1201, or information prohibited from public disclosure pursuant to federal or state law.

Approved person. The term “approved person” means an employee or member of the city council who has successfully completed trainings or certifications for all relevant federal or state privacy laws.

Covered data. The term “covered data” means both public and non-public mayoral agency data either in a format as maintained by such agency or in a cleaned format as maintained by an office or agency that routinely cleans such data for the purposes of its own analysis. Such data shall include personal identifying information, as defined in section 10-501, and identifying information, as defined in section 23-1201.

Data clean room. The term “data clean room” means a physical location where an approved person shall have electronic access to covered data, as well as software for the analysis and manipulation of such covered data. Such data clean room shall prohibit the printing or transmission of such covered data, except for the creation of an approved data product.

b. For any integrated data infrastructure that automates combinations of agency data sources for the purposes of oversight, analysis, or monitoring by the office of operations, or any other mayoral office or agency similarly responsible for the oversight, analysis or monitoring of agency operations, including but not limited to the data infrastructure known as databridge, or any successor data infrastructure, the department of information technology and telecommunications shall make available to the city council either i) a web application program interface with relevant key; or ii) a system for querying such data infrastructure. Such application program interface or query system shall not include access to any information prohibited from being disclosed under federal law and shall not include access to personal identifying information, as defined in section 10-501, or identifying information, as defined in section 23-1201, provided that such restriction of access shall be achieved in a manner that requires the least restriction of access to other data. 

c. The department of information technology and telecommunications shall establish no less than one data clean room for the purposes of permitting approved persons electronic access to covered data, provided that:

1. an approved person must submit a request for access to covered data no less than 15 days in advance to the department of information technology and telecommunications. Such request shall include a description of the covered data for which access is sought and a description of any software necessary for analysis of such covered data;

2.  access to covered data in a data clean room shall be available to such approved person, after timely submission of such request, during normal business hours, for the duration of each such request;

3. prior to accessing covered data, such approved person must sign a non-disclosure agreement relevant to such request, prohibiting the disclosure of any covered data to any third party, except for an approved data product;

4. such approved person may not remove any covered data from the data clean room, except for an approved data product; and

5. after the production of one or more approved data products, or a statement by such approved person that no approved data products will be produced, such request shall be considered complete.


§ 2. This local law takes effect six months after it becomes law.
BJR

LS 6956

9/7/18  11:41AM
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Int. No. 1098

 

By Council Member Kallos

 

A Local Law to amend the administrative code of the city of New York, in relation to the digitization of historic data

Be it enacted by the Council as follows:
Section 1.  Subdivision 1 of section 3004 of the New York city charter is amended to read as follows:

1.  The department shall operate a municipal archives, the head of which shall be a professional archivist. The archives shall perform the following functions:

a. develop and promulgate standards, procedures and techniques with regard to archives management;

b. make continuing surveys of existing records to determine the most suitable methods to be used for the creating, maintaining, storing and servicing of archival material;

c. preserve and receive all city records of historical, research, cultural or other important value;

d. appraise, accession, classify, arrange and make available for reference all records  which come into the possession of the archives; [and]

e. identify records in the possession of the archives that consist of statistical or factual information in an alphanumeric form reflected in a list, table, graph, chart or other non-narrative form and appraise the public value of including such records on the open data web portal pursuant to chapter 5 of title 23 of the administrative code; and
f. establish and maintain an archives depository for the storage, conservation, processing and servicing of records.

§ 2. Chapter 5 of title 23 of the administrative code of the city of New York is amended by adding a new section 23-507 to read as follows:

§ 23-507  Historic data. a. The department of records and information services shall consider the following factors when appraising the public value of including a record in their possession on the open data web portal, pursuant to paragraph e of subdivision 1 of section 3004 of the charter:

1. the degree of historical, research, cultural or other important value of such record;

2. the clarity and completeness of such record;

3. whether such record is a continuation of or analogous to any public data set, or if such record would be considered a public data set were it contemporaneously maintained on a computer system; and

4. whether such record has been requested pursuant to subdivision d of section 23-503 or by a request made to the department of records and information services.

b. Any records determined by the department of records and information services, pursuant to subdivision a, to be of sufficient public value to be included on the open data web portal shall be converted into a digital format that permits automated processing and made available on the open data web portal in accordance with this chapter’s requirements for public data sets.

c. By July 1, 2021, the department of records and information services shall make a complete survey of the records of in its possession to appraise their public value, pursuant to subdivision a, and make such records available on the open data web portal by such time, provided that if at such time a record is appraised to have sufficient public value but is too technically or practically difficult to convert by such time then the department of records and information services shall report to the speaker and the mayor a description of the record, a description of the technical or practical difficulty, and the date by which such record will be made available. Such survey shall be conducted in consultation with members of the public from historic, research, cultural and academic institutions. Any record received after July 1, 2021 shall be evaluated to appraise its public value within one year of receipt. Any record previously appraised and found to be of insufficient public value may be reappraised by the department of records and information services at any time.

d. The department of records and information services shall conduct outreach to entities with experience in converting books or other paper records to digital formats to discuss the possibility of converting all, or nearly all, of the records in the possession of the archives of the department of records and information services into searchable digital formats, and making records with statistical or factual information in an alphanumeric form reflected in a list, table, graph, chart or other non-narrative form available on the open data web portal. If the commissioner of records and information services determines that such a conversion would be feasible then a written determination, including a planned date of completion, shall be sent to the speaker and the mayor, and such conversion, if completed and maintained, shall satisfy the requirements of subdivisions a, b and c of this section.

§ 3. By July 1, 2019, the department of records and information services shall report to the speaker and the mayor a description of the outreach efforts conducted pursuant to subdivision d of section 23-507 of the administrative code.
§ 4. This local law takes effect immediately.

BJR

LS# 7987

8/14/18  5:07PM 
� NYC Admin. Code §§23-501 - 23-506.


� NYC Admin. Code §23-501(b).


� NYC Admin. Code §23-501(g).


� See The Promise Of Evidence-Based Policymaking, Report of the Commission on Evidence-Based Policymaking, Commission on Evidence-Based Policymaking, September 2017, � HYPERLINK "https://www.cep.gov/content/dam/cep/report/cep-final-report.pdf" �https://www.cep.gov/content/dam/cep/report/cep-final-report.pdf� (accessed Sept. 13, 2018).


� See Citywide Data Sharing, NYC Analytics, available at � HYPERLINK "https://www1.nyc.gov/site/analytics/initiatives/citywide-data-sharing.page" �https://www1.nyc.gov/site/analytics/initiatives/citywide-data-sharing.page� (accessed Sept. 13, 2018).


� Id.  The Data Element Exchange Program (DEEP) “replaces outdated methods of transferring data, such as email and fax, so that agencies can send and receive information in a consistent format in real time. DEEP automates agency processes, boost internal efficiencies, and reduces customer wait times.”  


� Id.


� Id.


� Thomas Herd, Bruce Kiene, James Jordan and Omar Ghalayini, Intelligent Clean Room, Accenture, � HYPERLINK "https://www.accenture.com/us-en/~/media/Accenture/Conversion-Assets/DotCom/Documents/Global/PDF/Strategy_6/Accenture-Intelligent-Clean-Room.pdf" �https://www.accenture.com/us-en/~/media/Accenture/Conversion-Assets/DotCom/Documents/Global/PDF/Strategy_6/Accenture-Intelligent-Clean-Room.pdf� (accessed Sept. 13, 2018).


� Id.


� See The Promise Of Evidence-Based Policymaking, Report of the Commission on Evidence-Based Policymaking, Commission on Evidence-Based Policymaking, September 2017, � HYPERLINK "https://www.cep.gov/content/dam/cep/report/cep-final-report.pdf" �https://www.cep.gov/content/dam/cep/report/cep-final-report.pdf� (accessed Sept. 13, 2018).


� Federal Statistical Research Data Centers, United States Census Bureau, July 2018, � HYPERLINK "https://www.census.gov/about/adrm/fsrdc/about/secure_rdc.html" �https://www.census.gov/about/adrm/fsrdc/about/secure_rdc.html� (accessed Sept. 13, 2018).


� Federal Statistical Research Data Centers, United States Census Bureau, July 2018, � HYPERLINK "https://www.census.gov/about/adrm/fsrdc/about/secure_rdc.html" �https://www.census.gov/about/adrm/fsrdc/about/secure_rdc.html� (accessed Sept. 13, 2018).


� See The Promise Of Evidence-Based Policymaking, Report of the Commission on Evidence-Based Policymaking, Commission on Evidence-Based Policymaking, September 2017, � HYPERLINK "https://www.cep.gov/content/dam/cep/report/cep-final-report.pdf" �https://www.cep.gov/content/dam/cep/report/cep-final-report.pdf� (accessed Sept. 13, 2018) (citing 


Centers for Medicare and Medicaid Services (CMS), “Virtual Research Data Center (VRDC);” � HYPERLINK "http://www.resdac.org/cms-data/request/cms-virtual-research-data-center" �http://www.resdac.org/cms-data/request/cms-virtual-research-data-center� (accessed August 10, 2017)). 


� The New York City Council receives over 200 reports annually. 


� N.Y.C. Charter § 3000, et seq.


� See The New York City Department of Records and Information Services, � HYPERLINK "http://www.archives.nyc/about/" �http://www.archives.nyc/about/� (accessed Sept. 13, 2018). 


� Guide to the Municipal Archives, NYC Records and Information Services, 


� HYPERLINK "https://www1.nyc.gov/site/records/historical-records/guide-to-the-collections.page" �https://www1.nyc.gov/site/records/historical-records/guide-to-the-collections.page� (accessed Sept. 13, 2018). 


� Jim O’Grady, NEIGHBORHOOD REPORT: NEW YORK UP CLOSE -- PAPER CHASE -- New York, Document by Document, NY Times, Feb. 3, 2002, available at � HYPERLINK "https://www.nytimes.com/2002/02/03/nyregion/neighborhood-report-new-york-up-close-paper-chase-new-york-document-by-document.html" �https://www.nytimes.com/2002/02/03/nyregion/neighborhood-report-new-york-up-close-paper-chase-new-york-document-by-document.html� (accessed Sept. 13, 2018).
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