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OVERSIGHT: SECURITY CONCERNS SURROUNDING THE FREEDOM TOWER

OVERSIGHT: INCORPORATING SECURITY MEASURES AND POLICE CONCERNS IN THE DESIGN AND CONSTRUCTION OF LARGE-SCALE BUILDINGS AND DEVELOPMENTS IN NEW YORK CITY


The Committees on Public Safety and Housing and Buildings will meet today to discuss security issues surrounding the Freedom Tower, to be developed on the former World Trade Center (WTC) site, and how law enforcement security concerns are incorporated into building design.  The Committees have invited the New York Police Department (NYPD), Department of Buildings  (DOB), the Lower Manhattan Development Corporation (LMDC), architects and planners to discuss these issues.

I. FREEDOM TOWER 


On July 15, 2003 David Childs of Skidmore Owings & Merrill (SOM) was appointed to be the “Design Architect and Project Manager” on the Freedom Tower, and Daniel Libeskind was assigned to be a “collaborating architect during the concept and schematic design phases.”
 Although Childs and Libeskind initially disagreed on many aspects of the building design, they reconciled their opinions and revealed the official Freedom Tower design on December 19, 2003.
  The ground breaking for the Freedom Tower was on July 4, 2004, and Governor Pataki pushed for construction to begin before August of 2004.

On May 5, 2005 Governor Pataki announced that he and other officials involved with developing the WTC site have agreed that there must be changes made to the original Tower design in order to adhere to the security concerns raised by the NYPD.
  Months before Governor Pataki publicized the delay in construction, however, the NYPD warned the Port Authority of New York and New Jersey (PA) of the vulnerabilities found in the skyscraper's design.  Official NYPD correspondence made it clear that security issues were presented to the PA, which owns the WTC site, as far back as the summer of 2004.

On August 31, 2004, NYPD Deputy Commissioner for Counter-Terrorism, Michael Sheehan, wrote a letter to officials at the PA explaining the importance of discussing the security flaws found in the tower before construction advanced any further.  On October 1, 2004, Sheehan wrote another letter to the PA expressing his disappointment that the PA had postponed a meeting to discuss potential “risks and vulnerabilities” of the tower.  Sheehan emphasized that it would be much easier to improve the security of the Tower during the design and construction phases rather than making modifications after construction had begun.

Although the PA made no official reaction to Sheehan’s letters, it reported that Sheehan’s August 31 letter was never received, and that the canceled meeting was due to a religious holiday.  In addition to these explanations, the PA administration was undergoing changes.  Joseph Seymour, executive director of the PA, announced his resignation on August 4, 2004 and was eventually succeeded by Kenneth Ringler.
   This change of administration may have led to a lack of continuity and follow-up regarding the security concerns. 

On May 12, 2005 Governor Pataki appointed his chief of staff, John Cahill, as the point person for all development in lower Manhattan. Cahill will coordinate the efforts of the PA, the Metropolitan Transportation Authority, the Lower Manhattan Development Corporation (LMDC), the Department of Transportation, the Battery Park City Authority and other key agencies.
  Pataki also promoted Stefan Pryor, the LMDC senior vice president of planning and policy, to president.  Governor Pataki named his anti-terrorism adviser, James Kallstrom, the former head of the FBI’s New York division, to oversee security issues in the construction at Ground Zero as well.  Both Cahill and Kallstrom will maintain their respective positions in the governor’s office, but will also focus on issues of Lower Manhattan development.

Although the NYPD did not publicly release all its security concerns, the following were salient issues:

· The building would have to be set back further from West Street, a multi-lane highway that runs along the West Side of the 16-acre site.  Instead of the 25 feet from the street, the tower would have to be three times as far back.  This is to protect the Tower from drive-by vehicles carrying explosives.

· There would have to be a new design for the base; it would have a smaller “footprint” and it would be square as opposed to the previously designed parallelogram.
  

· Plans to build a 40-story, $2 billion headquarters across from the tower have also been raised as a security concern.
   

· Glass in the tower will have to be thicker, and it must be built so that it would be able to withstand a blast of 10,000 pounds of explosives instead of 500 pounds.
  

II.  ISSUES AND CONCERNS


The Police Department’s security concerns about the design of the Freedom Tower have forced the architects and builders to redesign the tower.  To what extent the Police Department is involved in reviewing and analyzing the plans for other large-scale commercial and residential buildings in New York City is not clear.  It is also unclear what criteria, if any, the Department uses when evaluating the readiness of a building to withstand an attack, or whether these decisions are make on a per building basis.  It is also not clear whether architects and developers seek out law enforcement advice on design and structure, or whether a standard exists within the architect and developer community about how best to incorporate security concerns into a design.


The Committees hope through today’s hearing to have a better understanding of the Police Department’s role in the Freedom Tower redesign, and the Department’s role generally in the design of large projects in New York City.  Building security has always been a concern in this city, and it has taken on heightened concern since 9/11.  It is important for the Committees to have a full appreciation for the role of the NYPD in this process. 
III.  BUILDING SAFETY STANDARDS
The World Trade Center Building Code Task Force (Task Force) was convened on March 19, 2002 by the Department of Buildings (DOB) to “review current building design, construction and operating requirements and determine if modifications for extreme events were needed to ensure public safety in new and existing buildings.”
  In response to the September 11, 2001 terrorist attacks and the subsequent collapse of the World Trade Center, the Department of Buildings established the Task Force to review the events and conditions that led to a failure of building operations.  New York City has more than 900,000 buildings, with more than 5,300 that are considered to be high-rise buildings.
  In February 2003, the Task Force formally announced 21 recommendations to the Mayor. The Mayor accepted the recommendations of the Task Force and then, through the Department of Buildings, identified 13 of the 21 recommendations for incorporation into legislation to enhance the safety of high-rise office buildings after the events of September 11th.  The Task Force based its findings on currently available information and was supportive of the concurrent building and fire safety investigation by the National Institute of Standards and Technology (NIST) that is authorized by Congress.

The recommendations led to the adoption of Local Law 26 for the Year 2004 which primarily addressed commercial office buildings by incorporating several reforms and amendments to the City’s Building Code that were deemed necessary, in light of 9/11.  Some of the new provisions included: the installation of photo-luminescent markings and additional signage where egress paths are unclear; a prohibition on the use of scissor stairs in certain large buildings; new sprinkler requirements in existing office buildings 100 feet in height or greater that are not already fully sprinklered; a prohibition of the use of oversized fuel oil transfer piping for all new installations and alteration and new standards for fuel oil transfer piping; and the institution of new requirements for the placement of outdoor air intakes for mechanical ventilation systems.  Local Law 26 also amended the Fire Prevention Code to mandate the promulgation of rules to require office building owners to develop emergency action plans for full building evacuation procedures for fire and non-fire related events.
Despite the promulgation of Local Law 26, there does not appear to be uniformity in safety standards, particularly with regard to how a building can withstand a terrorist attack.  Standards and criteria have been proposed or drafted, however, by various professional and safety organizations, and these guidelines may be able to shed light on the establishment of safety standards for buildings.


For example, the Department of Defense (DOD) created the Unified Facilities Criteria (UFC), which will be applied to all of its own buildings in order to maximize safety and security.  The DOD cited preventing building collapse as a major design strategy,
 which would involve structural hardening and hazard mitigation designs such as ductile framing capable of withstanding abnormal loads, protective glazing, strengthening of walls and roofs, etc.
 The DOD also stated that one of its main goals was to minimize hazardous flying debris, specifically by reducing the number and size of windows, and by treating glazing, frames, and connections as an integrated system. 

The National Institute of Standards and Technology (NIST), which is an agency of the U.S. Department of Commerce’s Technology Administration, is a leading organization in standards development and security technology research and development.  For example, to protect against chemical and biological threats, NIST helped to develop gas microsensors that detect toxic chemicals at trace levels, and the agency is continuing to improve the technology necessary for detecting chemical warfare agents.
  One of NIST’s most important and promising projects, however, is its research and development of high-performance concrete and advanced polymer composites meant to enable a wide variety of structures to withstand terrorist attacks.
  And NIST has validated and improved upon the existing standards for protecting and securing control over HVAC systems.
  Therefore, NIST’s research and new technology can provide valuable, effective methods of fortifying and securing new buildings.

The Federal Emergency Management Agency (FEMA), which is an agency of the Department of Homeland Security, also offers a wide variety of suggestions with regards to security standards in new buildings.  FEMA emphasizes the importance of the landscape architecture of a building, and its effects on the security of that building.  For example, landscape elements, such as fountains, trees, and bollards, can be used to create a controlled access zone, which limits access to the area immediately surrounding a building.
  Dense vegetation that may screen covert activity should be removed, and sight lines can be strategically blocked using landscape elements, id.  FEMA also recommends designing access points to the building at an angle to the surrounding streets that would make it difficult for a vehicle to accelerate enough to break through the controlled access zone or the perimeter.  On a different subject, the agency suggests locating general or visitor parking near, but not on, the site itself.  Trash receptacles should be placed as far from the building as possible, at least 30 feet away, and manhole covers in the proximity of the building should be secured by locks and hasps, welding, or bolting, to prevent unauthorized opening.
 

The Whole Building Design Guide, which is written by the National Institute of Building Sciences, and supported by such agencies as the Department of Homeland Security and NASA, offers more specific suggestions for developing secure buildings.  First of all, because of its emphasis on the need for countermeasures “to deter, delay, detect, and deny attacks,” the organization recommends Forced-Entry-Ballistic Resistance (FE-BR) doors and windows, as well as traffic control, remote-controlled gates, anti-ram hydraulic drop arms, and hydraulic barriers.
  Ideally, these measures would fortify the outside of the building, maximize the standoff distance, and protect its vulnerable points of entry. 

The Building Design Guide also focuses on the design and maintenance of heating, ventilation, and air conditioning systems (HVAC), to protect against chemical, biological, and radiological weapons of mass destruction.  It advocates controlling access to air inlets and water systems, in order to reduce the likelihood of contamination of these systems, as well as providing detection and filtration systems for HVAC systems.  Segregating portions of the systems for different building spaces is also beneficial, i.e., providing separate HVAC for the lobby, loading docks, and the core of the building.  The organization also encourages emergency HVAC shutoff and control.  Positive pressurization of the HVAC systems could additionally be used to keep contaminates outside of the building.
  
The Greater New York area Association of the Building Owners & Managers Association (BOMA/NY), on the other hand, put forth an Emergency Action Plan in March 2004.  BOMA/NY’s recommendations differ from those mentioned above because they concern emergency administration and are put forth to help owners identify potential vulnerabilities within their properties.  The plan first establishes an Incident Command Team comprised of the Fire Safety Director, a Property Manager, a Chief Engineer, a Security Representative, a Communications Coordinator, and a Life Safety Manager (when applicable).
  The plan also encourages the categorization of crises by color, training programs, and the establishment of a Crisis Management Team, which would assess the financial impact of any decision that may result in an Emergency Action Plan.
  These administrative services are meant to deal with building crises efficiently and knowledgeably.


In sum, a compiled list of recommended safety precautions for buildings from various professional and security organizations are as follows:

· Maximize Standoff Distance either by extending the perimeter of a building, or by means of bollards, planters, and other obstacles

· Create structures that provide greater continuity and redundancy among structural components that will help limit collapse in the event of severe structural damage; consider structural hardening and hazard mitigation designs such as ductile framing capable of withstanding abnormal loads, protective glazing, strengthening of walls, roofs, etc.

· Reduce window numbers and sizes; treat glazing, frames, connections as an integrated system

· Maximize efficacy of the design of heating, ventilation, and air conditioning (HVAC) systems

· Provide detection and filtration systems for HVAC systems

· Provide for emergency HVAC shutoff and control

· Segregate portions of building spaces (i.e., provide separate HVAC for the lobby, loading docks, and the core of the building)

· Provide more egress routes to limit the extent or severity of a fire

· Train key security and facility personnel in security engineering, antiterrorism, and related areas

· Control perimeter: fences, bollards, anti-ram bars

· Implement traffic control, remote controlled gates, anti-ram hydraulic drop arms, hydraulic barriers

· Install Forced-Entry-Ballistic Resistance (FE-BR) doors and windows

· Video and Closed Circuit Television (CCTV) surveillance of the perimeter

· Alarms and detection devices (motion, acoustic, explosive, chemical, biological, and nuclear materials)

· Acoustic shielding to protect information and data

· Shield electronic security devices from hostile electronic environment

· Secure access to equipment, networks, and hardware, e.g. satellites and telephone systems

· Control access to air inlets and water systems

· Consider providing positive pressurization to keep contaminates outside of the facility

· Eliminate parking beneath buildings

· Locate trash receptacles as far from the building as possible

· Eliminate lines of approach perpendicular to the building

· Locate parking to maximize standoff distance from the building

· Minimize vehicle access points

· Locate building away from natural or manmade vantage points

· Remove any dense vegetation that may screen covert activity
While many contractors and developers often try to incorporate some of these general safety precautions into their structures, the cost of these security measures is a disincentive.  Glenn Corbett, an assistant professor at John Jay College, said on the subject, “Real estate interests are not proponents of a lot of new regulation because of costs.”
  The Department of Defense also warns, “The easiest and least costly opportunity for achieving the appropriate levels of protection against terrorist threats is to incorporate sufficient [safety standards] into project designs.”
  Attempting to improve or fortify an already existing building is a decidedly more difficult and expensive task.  
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