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I.
Introduction

On Thursday, January 12, 2017, the Committee on Consumer Affairs, chaired by Council Member Rafael Espinal, will hold a hearing on Introductory Bill Number 1406 (“Int. No. 1406”), a Local Law to amend the administrative code of the city of New York, in relation to requiring certain security measures at nonbank ATMs. The Committee has invited the Department of Consumer Affairs, Borough Presidents, the Chambers of Commerce, and representatives of the nonbank ATM industry and other interested parties to attend and participate in this hearing. 
II. 
Background 
Automated Teller Machines (ATMs) allow consumers convenient access to their money. Most bank branches maintain an ATM vestibule that is available for use at any time. Regulated by state and federal law, these bank-owned ATMs are safe, well-lit and continuously monitored.
 In neighborhoods with few bank branches, nonbank ATMs are readily available. Nonbank ATMs are found in grocery stores, bodegas, gas stations and other commercial establishments. These ATMs are usually owned by a third party who rents space from the commercial establishment. Nonbank ATMs comprise over 50% of the ATM market.
 Relatively unregulated by state and federal law on ATM safety, these nonbank ATMs are a common target for identity theft. 

Nonbank ATMs are particularly vulnerable to “ATM skimming,” a common form of theft that uses small electronic deceives that can be easily attached to ATMs that will capture both the tracking information of the debit card and the Personal Identification Number (PIN) associated with the account.
 Once these devices are placed on an ATM, theft of personal information can occur remotely and often without the victim’s knowledge. Current law does not mandate safety measures at nonbank ATMs.

The Committee on Consumer Affairs has previously considered a bill that would have required all nonbank ATMs to be registered with the Department of Consumer Affairs (“DCA”).
 At the public hearing for the bill, both DCA and advocates testified that registration of nonbank ATMs might not sufficiently enhance safety or effectively deter the kind of identity theft  that is common at nonbank ATMs.
 
There have been numerous incidences of ID theft and skimming on ATMs reported to police or under investigation by law enforcement.
 At a monthly crime statistic briefing in May of 2016, police officials noted that while data shows that overall crime is down, New Yorkers should be on the alert for ATM skimming, as thieves were moving away from banks and targeting ATM locations without surveillance cameras.
 In the 115th police precinct, where ATM skimming incidents quadrupled in 2015,
 the police department has been posting signs on ATMs, particularly in nonbank locations, warning of the dangers of skimming and advising consumers to “yank” on the card readers before using them.
 

Security measures might capture and deter individuals intending to do harm. In a number of recent incidences, police have released surveillance footage from ATMs in efforts to capture thieves. This past November, police used video surveillance footage to identify individuals suspected of placing ATM skimming devices on ATMs at four hospitals across the City. .
During the same month, police and media circulated video surveillance of four young adults who had placed a skimming device on an ATM at an Upper East Side deli.
 Luckily, these nonbank ATMs were under the surveillance of security cameras and the bad actors were caught on tape. 
III.
Analysis of Int. No. 1406

Section one of the bill would create a new subchapter 13 in chapter 4 of title 20 of the Administrative Code, titled “Nonbank ATMs.” Section 20-699.7 of the new subchapter would detail definitions for the new subchapter. These definitions include “ATM,” “skimming device,” “distributor,” “merchant,” “nonbank ATM,” and “placement agreement.” The distributor would be defined as the person who owns or leases the nonbank ATM. The merchant would be defined as the person who owns or leases the establishment in which the nonbank ATM is located and made available to the public. Where the distributor and merchant of a nonbank ATM is the same person, the definition of placement agreement would provide that the placement agreement shall be a written procedure signed by that person. 

Subdivision a of section 20-699.8 of the new subchapter would detail the requirements of a placement agreement. These requirements include the name and business address of all parties to the agreement, detailed description of the placement of the nonbank ATM, detailed description of how the security measures are to be maintained, and a requirement that all parties retain a copy of the agreement and produce such agreement upon request by the commissioner. 

Subdivision b of section 20-699.8 of the new subchapter would require a placement agreement for each nonbank ATM and prohibit any  merchant or  distributor from allowing a nonbank ATM to be installed or maintained without entering into a placement agreement. 


Section 20-699.9 of the new subchapter would detail the required security measures. Subdivision a would require that a security camera shall view and record all persons entering a nonbank ATM located within the interior of a building, or shall view and record all activity occurring within a minimum of three feet in front of a nonbank ATM located outside a building and open to the outdoor air. This subdivision would provide that the security camera shall not record banking transactions made at the nonbank ATM. It would require that such footage be preserved for at least 60 days.

Subdivision b would require adequate lighting at all nonbank ATMs. It would require lighting sufficient to permit any person entering a location to readily and easily see all person occupying such location and would detail specific illuminance for nonbank ATMs open to the outdoor air.  

Subdivision c would require periodic inspection of the nonbank ATM to ensure there are no skimming devises installed. It would provide that the placement agreement would detail the frequency of such inspections and the person responsible for performing the inspections, except that the minimum frequency of inspections would be once per every 24-hour period. If a skimming device were  found, the bill would require a record of the time and date of discovery to be kept, and for the discovery to be immediately reported to the local police precinct. 


Section 20-699.10 of the new subchapter would exempt any financial institution regulated by state or federal law and any person providing ATM services to a financial institution regulated by state or federal law. As noted above, state law already requires security measures at bank-owned ATMs.


Section 20-699.11 of the new subchapter states that it does not affect any state or federal banking regulations. 

 
Section 20-699.12 of the new subchapter would provide for a civil penalty of not more than $200 for a first violation of any of its provisions, and civil penalty of not more than $500 for each subsequent violation within 24 months of the first violation.


Finally, section 699.13 of the new subchapter would authorize the commissioner to promulgate rules and regulations as necessary.


Section two of the bill would provide that the law takes effect 120 days after enactment, except that the commissioner may promulgate rules before such date. 

Int. No.

By Council Member Espinal

..Title

A LOCAL LAW

To amend the administrative code of the city of New York, in relation to requiring certain security measures at nonbank ATMS

..Body

Be it enacted by the Council as follows:

Section 1. Chapter 4 of title 20 of the administrative code of the city of New York is amended by adding a new subchapter 13 to read as follows:

SUBCHAPTER 13

Nonbank ATMs

§ 20-699.7 Definitions

§ 20-699.8 Placement agreement

§ 20-699.9 Security measures

§ 20-699.10 Exemptions

§ 20-699.11 Banking regulations

§ 20-699.12 Penalties

§ 20-699-13 Rules and regulations
§ 20-699.7 Definitions. For purposes of this subchapter, the following terms have the following meanings:

ATM. The term “ATM” stands for automated teller machine and means a device that is linked to the accounts and records of a banking institution, and enables consumers to conduct banking transactions, including but not limited to account transfers, deposits, cash withdrawals, balance inquiries and loan payments. 

Skimming device. The term “skimming device” means a device made to affix to any part of an ATM to secretly read and record or transmit any information on banking transactions made at the ATM, including credit card number, debit card number, personal identification number, withdrawal amount, bank balance or any other information exchanged or communicated between the ATM and the person using the ATM. The term “skimming device” includes any magnetic strip, camera, touchscreen overlay, keypad overlay, and any other device installed to capture data.

Distributor. The term “distributor” means a person who owns, invests in or leases a nonbank ATM that is installed at a location or premises and made available to the public. A distributor who owns or leases the location or premises where a nonbank ATM is installed and made available to the public is both the distributor and the merchant with regard to that nonbank ATM.

Merchant. The term “merchant” means an owner or lessee of a location or premises where a nonbank ATM is installed and made available to public. A merchant who owns, invests in or leases a nonbank ATM that is installed and made available to the public on a location or premises owned or leased by the merchant is both the merchant and the distributor with regard to that nonbank ATM.

Nonbank ATM. The term “nonbank ATM” means an ATM that is not under the dominion and control of any federally or state chartered bank or lending institution. The term “nonbank ATM” includes ATMs that are commonly found in convenience stores, grocery stores, gas stations and other commercial establishments.

Placement agreement. The term “placement agreement” means a written contract between a distributor and a merchant, and signed by all parties, concerning the placement, operation and security measures of a nonbank ATM. For a person who is both the distributor and the merchant of the same nonbank ATM, the term “placement agreement” shall mean a written procedure, signed by that person, concerning the placement, operation and security measures of that nonbank ATM. 

§ 20-699.8 Placement agreement. a. A placement agreement must detail the following information:

1. Parties to the agreement. The placement agreement shall list the name and business address of all parties to the agreement. The placement agreement may also list the business telephone, business e-mail and business website, as such are available, of all parties to the agreement.

2. Placement of nonbank ATM. The placement agreement shall identify the specific point within the location or premises where the nonbank ATM is installed with sufficient detail to allow easy identification of the nonbank ATM.

3. Security measures. The placement agreement must detail the terms of the agreement between parties for maintaining compliance with the security measures contained in section 20-699.9 of this code. Such details must include the apportioning of responsibility for any failure to maintain security measures. If such details are not sufficiently defined in the placement agreement, the distributor shall be liable for any failure to maintain security measures.

4. A signed copy of the placement agreement shall be kept on file by all signatories of the placement agreement and shall be produced upon request by the commissioner.

b. A placement agreement is required for each non-bank ATM.


1. No distributor may allow a nonbank ATM to be made available to the public without entering into a placement agreement with the merchant of the location or premises where the nonbank ATM is installed and made available to the public.

2. No merchant may allow a nonbank ATM to be installed on their location or premises without entering into a placement agreement with the distributor of the nonbank ATM. 

3. No person who is both the merchant and the distributor of a nonbank ATM may allow a nonbank ATM to be installed on their location or premises without first completing a placement agreement.

§ 20-699.9 Security measures. The distributor and the merchant of a nonbank ATM must maintain the following security measures for the nonbank ATM:

a. Surveillance camera. A surveillance camera shall view and record all persons entering a nonbank ATM located within the interior of a building, or shall view and record all activity occurring within a minimum of three feet in front of a nonbank ATM located outside a building and open to the outdoor air. Such camera shall not record banking transactions made at the nonbank ATM. The quality of video surveillance must be sufficient to allow identification of persons recorded. The recordings made by such cameras shall be preserved by the distributor or merchant, as agreed in the placement agreement, for at least 60 days.

b. Adequate lighting. A light source shall provide adequate lighting at a nonbank ATM in accordance with the following:

1. For a nonbank ATM located within the interior of a building, lighting that is sufficient to permit a person entering such location or premises to readily and easily see all persons occupying such location or premises, and sufficient to permit a person inside such location or premises to readily and easily see all persons at the entry door of such location or facility. Adequate lighting required by this paragraph must be provided on a 24-hour basis.

2. For a nonbank ATM open to the outdoor air, including a nonbank ATM that is accessed by a person from a sidewalk or parking lot, lighting that is sufficient to provide:

(a) A minimum illuminance of five lumens per square foot maintained on a horizontal plane, measured at a point five feet outward from and five feet above the ground surface from the nonbank ATM;

(b) A minimum illuminance of two lumens per square foot maintained on a horizontal plane, measured at ground level, at a point 30 feet in all unobstructed directions from the nonbank ATM; and

(c) A minimum illuminance of one lumen per square foot maintained on a vertical plane, measured at five feet above ground level with the normal to the plane of measurement aimed at a light source, at a point 60 feet in all unobstructed directions from the nonbank ATM.

(d) A nonbank ATM as described by this paragraph that is not in compliance with the standards set forth in subparagraph (b) or (c) of this paragraph, a minimum illuminance of two lumens per square foot, measured on a horizontal plane at five feet above ground level, maintained at 50 feet in all unobstructed directions from the nonbank ATM.

Adequate lighting required by this paragraph shall be provided during the period starting 30 minutes before sunset until 30 minutes after sunrise.

c. Periodic inspection for a skimming device. A nonbank ATM shall be periodically inspected to ensure there are no skimming devices installed on the nonbank ATM. The placement agreement shall detail the frequency of such inspections and the person responsible for performing the inspections, except that the minimum frequency of inspection must be once per every 24-hour period. If a skimming device is found, the person who finds it shall make a record of the time and date of discovery, and shall immediately report the discovery to the local police precinct. Record of the discovery and report to local police precinct must be kept for at least 60 days.


§ 20-699.10 Exemptions. The following are exempt from the requirements of this subchapter:

a. Any financial institution regulated by federal or state banking laws.

b. Any person providing ATM services to a financial institution regulated by the federal reserve board, the federal deposit insurance corporation, the comptroller of the currency, the United States office of thrift supervision, the national credit union administration, or the state of New York or any of its agencies where the state enforces security requirements similar to this subchapter.

§ 20-699.11 Banking regulations. This subchapter does not affect bank accounts or modify, amend, suspend, supersede or cancel any federal or state banking procedure or regulation.

§ 20-699.12 Penalties. Any person who violates any provision of this subchapter or any rule promulgated pursuant thereto is subject to a civil penalty of not more than $200 for a first violation and not more than $500 for each subsequent violation within 24 months of the first violation. All proceedings authorized pursuant to this section shall be conducted in accordance with rules promulgated by the commissioner. The remedies and penalties provided in this section shall be in addition to any other applicable remedy or penalty provided by law.

§ 20-699-13 Rules and regulations. The commissioner is authorized to promulgate such rules and regulations as necessary to implement the provisions of this subdivision.

§ 2. This local law takes effect 120 days after enactment, except that the commissioner may take any action necessary for the implementation of this local law, including the promulgation of rules, prior to that date.
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