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TITLE:
A local law to amend the administrative code of the city of New York, in relation to requiring that commercial shopping establishments that maintain a parking area of at least 200 spaces install, maintain and operate surveillance cameras in order to deter crime.

The Committee on Public Safety, chaired by Council Member Peter Vallone Jr., will meet at 10:00 A.M. on April 11, 2006, to conduct a hearing regarding the use of surveillance cameras to combat crime and prevent terrorism.  In addition, the Committee will take testimony regarding Int. No. 49, which amends the administrative code to require that commercial shopping establishments that maintain a parking area of at least 200 spaces install, maintain and operate surveillance cameras in order to deter crime.  The Committee expects testimony from the New York Police Department (“NYPD”), New York Civil Liberties Union (“NYCLU”) and other interested parties.

I. A Plan to Establish a Closed Circuit Television System and a Ring of Steel 

At the March 21, 2006 Preliminary Budget hearing, Police Commissioner Raymond Kelly testified that the NYPD is currently in the process of instituting a citywide system of closed-circuit televisions (“CCTV”)
—technology that allows for a linked system of cameras to be viewed and operated from a control center. The plan calls for a two-phase installment of 505 cameras in 253 locations—first in Brooklyn and then in the remaining boroughs.
 Federal homeland security grants totaling $9.1 million will fund the system.
 

Additionally, the NYPD plans to implement the Lower Manhattan Security Initiative to further protect the Financial District and civic center. Part of this initiative includes installing CCTV cameras, automated license plate readers and vehicle barriers in the area.
 There is currently no federal counter-terrorism funding for the Lower Manhattan Security Initiative and the City has applied for $81.5 million to go to the Initiative—of which $78.8 million would go to surveillance cameras, license plate recognition readers, vehicle barriers, vehicles and the cost to lease a Coordination Center.
 

II. The Use of Surveillance Cameras 


Government agencies and the private sector have used CCTV systems as early as the 1960s to monitor and track potential offenders and victims of crimes. CCTV cameras are located in, among other areas, subway stations, retail stores, apartment building lobbies, banks, and on roads to prevent speeding.

In the wake of September 11th, police have begun to rely on CCTV cameras to combat terrorism. For instance, since September 11th Washington, D.C. has increased its network of video surveillance (called the Joint Operations Command Center) around city streets, subways, schools and landmarks, which can be quickly linked up to the closed-circuit televisions in shopping malls and other private businesses.
 However, the Washington D.C. CCTV system is operated only on an as-needed basis, such as during major public events and heightened alerts for terrorism.

III. London as a Model
The plan around lower Manhattan is in large part modeled after the system in London (commonly referred to as the “Ring of Steel”), which is comprised of CCTVs and narrow roads that permit only a few entry and exit points. Indeed, London’s CCTV system was recently relied upon after the London subway bombings on July 7, 2005. British police retrieved 80,000 CCTV tapes, a few of which were able to identify the suspected bombers, what time they boarded trains and their route.
 A couple of months later, members of the NYPD visited London to examine it firsthand.
 

Approximately one-third of CCTV cameras in the western world are in Britain, and London serves as a comparable model to New York with its global financial center, numerous landmarks and hundreds of thousands of commuters traveling though the city each day.
  It is not clear, however, that New York City will “re-create the London-style chokepoints” on the downtown streets.
 
IV. The Present Use of Surveillance Cameras by the NYPD

There has been a presence of surveillance cameras for safety measures before September 11th and for non-terrorism related goals. For example, in 2000, the NYPD worked with the Taxi & Limousine Commission to install approximately 425 cameras in medallion taxicabs and 5,000 cameras in for-hire vehicles, which resulted in the downloading of data by the NYPD to investigate robberies.
 


Surveillance cameras located in housing developments have also been in effect for several years. In January 2003, the NYPD amended its procedure for video patrol of housing developments under the new name “Housing Bureau Closed Circuit Television Patrol.”
 The procedure details the various duties in monitoring, documenting and archiving CCTV incidents. For example, a video patrol officer has a duty to monitor video screens for criminal activity, conditions that affect quality of life, and individuals requiring medical attention.
 The guidelines also state that video patrol officers cannot “view windows of private dwellings or the interior of private dwellings or any place where a civilian has a reasonable expectation of privacy” or take photographic images of citizens for non-police related reasons.
 A responsibility of a video patrol supervisor is to review at least one half-hour of recorded video from Pan, Tilt and Zoom Control (“PTZ”) cameras per tour to ensure that they are being used in a non-invasive manner by officers.
 Tapes that contain incidents must be properly labeled, logged and archived for 180 days and then destroyed. 


The New York City Housing Authority’s Annual Plan for Fiscal Year 2005 indicated that the 15 large-scale CCTV systems installed by the Housing Authority had reduced crime by 17% in 2002 and 5% in 2003 at those locations.
 However, because the program has been “extremely costly in terms of both equipment and onsite monitoring by the Police Department,” the Housing Authority proposed to install as an alternative a system of cameras that would be linked to Digital Video Recorders (“DVRs”).
 


While the Housing Authority’s report indicated that the use of the CCTV systems decreased crime, there have been reports that CCTV systems actually have a minimal effect on preventing crime. A British report published in 2002 found that in 14 British cities that utilized a CCTV system, the cameras had no effect on six of the cities, and that while six of these cities reported a decrease in crime, two reported an increase.

V. CCTV Systems: Best Practices Report

In 2003, the United States General Accounting Office published a report on the use of CCTVs to monitor federal property in Washington, D.C.
 Part of the report was a summary of best practices from selected cities using CCTV systems. Among these best practices were:

· notice and communication with the public to help address privacy concerns;

· having standards and policies to make citizens feel more comfortable with how the system operates and stores data;

· identifying clear goals of the system prior to implementation;

· training and auditing CCTV users to ensure proper use; and

· restricting the full capability of CCTV cameras by limited the zooming or time of day the system can be employed.


When the District of Columbia police implemented regulations and a general order on the use of CCTV, these regulations reflected American Bar Association (“ABA”) standards and were sent to the ABA for comments and approval.
  The District of Columbia City Council enacted a statute that mandated that CCTV regulations are subject to the approval of the D.C. City Council.
 

VI. Constitutional and Civil Liberties Issues
The use of surveillance cameras implicates the Fourth Amendment of the Constitution, which protects people from unreasonable searches and seizures.
 The threshold inquiry in a Fourth Amendment analysis is whether the government’s conduct amounts to a search for constitutional purposes. After the Supreme Court’s decision in Katz v. United States, what constitutes a search depends on whether the individual exhibited an actual expectation of privacy and also whether society is prepared to recognize that expectation as reasonable.
 Thus, for objects and activities that can be exposed to the public, there is no expectation of privacy and any police investigation or monitoring of this conduct does not trigger the Fourth Amendment.
 Generally, courts have given a broad meaning to what the public could reasonably have access to. For example, the Supreme Court upheld an aerial surveillance over a man’s property even though the government used a low-flying helicopter to hover over the land.
 The “public access” doctrine has validated, among other things, police searches of people’s trash, bank records and pen registers on phone lines.

In 2003, the Ninth Circuit validated a secret government surveillance of a mailroom in a community hospital due to its quasi-public nature,
 based on the proposition that “videotaping public places, such as banks, does not violate the Fourth Amendment; the police may record what they normally may view with the naked eye.”
 

Moreover, devices to enhance a police officer’s normal senses do not necessarily constitute a search. For example, the Supreme Court has held that a police officer’s use of a flashlight into a darkened car is not a search because “the use of artificial means to illuminate a darkened area simply does not constitute a search, and thus triggers no Fourth Amendment protection.”


There are, however, limits to the technology the police may employ to monitor someone without implicating the Fourth Amendment. For example, the Supreme Court invalidated the use of thermal imager devices on a man’s house because the device was not a reasonably foreseeable device used by the public.
 Notably, this case involved an attempt to monitor the interior of a house—which does receive Fourth Amendment protection due to a person’s expectation of privacy therein—while most surveillance cameras employed by the government for general crime control ostensibly track activity only in public areas.

Civil liberties advocates often raise the issue that surveillance cameras have the capability to pan, tilt and zoom into places that may record information about a person that could lead to government harassment, even though the activity is lawful. For example, the police could use the zoom capability to read and record an individual engaged in controversial political speech. However, given Fourth Amendment jurisprudence that no search occurs if the device is used to monitor conduct in public areas, the use of surveillance cameras (even those with enhancing features) would likely be valid unless there was a clear infringement on an individual’s First Amendment rights. 

In 1998, the New York Civil Liberties Union (“NYCLU”) issued a report identifying surveillance cameras in the city and found that there were 2,397 government and private cameras in Manhattan.
 The NYCLU alleges this number has dramatically increased since September 11th;  in 1998 NYCLU volunteers found 13 video surveillance cameras in Chinatown and a similar search in 2004 found more than 600 such cameras. In response to these concerns, the NYCLU has launched the “Surveillance Camera Project” to raise public awareness regarding the use of video surveillance in the city. 


In addition to wanting to limit the number of surveillance cameras being used in public spaces, the NYCLU has asked for strict policies in the use of the cameras and increased safeguards of surveillance videotapes. The NYCLU has cited the incident when a tape that captured the suicide of a Morris housing development resident was circulated on the Internet.


Indeed, the NYCLU has expressed its unease with the potential “slippery slope” that New York City’s proposed “Ring of Steel” would create. Claiming that information from the CCTV cameras and license readers would go to police databases for unknown purposes, the NYCLU commented that “our historic respect for the line separating the government from legitimate, private activities of Americans is being obliterated in the name of fighting terrorism. The ‘ring of steel’ plan is just the next step toward a total surveillance society.”

VII. Introduction 49


Int. No. 49 requires the owner or operator of a shopping mall or shopping establishment that operates and maintains a parking area with 200 or more parking spaces to install video security cameras in each such parking area.  Such parking lots, as reflected in the legislative intent and findings, are especially vulnerable to crime, particularly the theft of automobiles.  Although the bill requires that the entire parking lot be viewed by a security camera, the “number, type, placement, and location of such cameras shall be within the discretion of the owner or operator.”

An owner or operator found to be in violation of this proposed bill is subject to a civil penalty of not more than five hundred dollars.  An owner or operator has seven days to correct the violation, and the failure to correct it within seven days subjects the owner or operator to a civil penalty of not less than five hundred dollars nor more than one thousand dollars and an additional civil penalty of two hundred fifty dollars per day for each day such violation continues.


The local law takes effect immediately.

Int. No. 49 

By Council Members Avella, Fidler, Gentile, James, Nelson, Weprin and Oddo

..Title

A LOCAL LAW

To amend the administrative code of the city of New York, in relation to requiring that commercial shopping establishments that maintain a parking area of at least 200 spaces install, maintain and operate surveillance cameras in order to deter crime.

..Body

Be it enacted by the Council as follows:

Section 1.  Legislative Intent and Findings.


In order to continue the dramatic decrease in crime in New York City of the past decade, every reasonable effort should be made to deter crime from taking place.  Surveillance cameras, for example, have proven effective in fighting and deterring crime, as evidenced by maintaining such cameras at ATM locations and in certain housing developments operated by the New York City Housing Authority.

Large parking lots adjacent to large stores and shopping centers are especially vulnerable to crime, particularly the theft of automobiles.  These parking lots are unfortunately well suited for crime as a result of their size and proximity to major highways and thoroughfares, thus making escape easier.

In order to deter crime, the Council finds that commercial shopping areas that maintain parking lots with 200 or more parking spaces should be required to install and maintain surveillance cameras.

§2. Chapter one of title 10 of the administrative code of the city of New York is amended to add a new section 10-164, to read as follows:

§10-164. Surveillance cameras required in parking lots of certain shopping malls and shopping establishments.

a. The owner or operator of a shopping mall or shopping establishment that operates and maintains, on its own or through an agent or other entity, a parking area with 200 or more parking spaces, shall install video security cameras in each such parking area.  Such cameras shall be placed so that the entire parking area may be viewed by a security camera; however, the number, type, placement, and location of such cameras shall be within the discretion of the owner or operator.  The owner or operator shall be responsible for monitoring the cameras installed at each parking lot.  The owner or operator is also responsible for the maintenance and upkeep of the cameras installed.  

b. An owner or operator found to be in violation of this section shall be subject to a civil penalty of not more than five hundred dollars.  An owner or operator found to be in violation of this section shall correct the violation within seven days after such finding.  Failure to correct the violation within seven days after such finding shall subject the owner or operator to a civil penalty of not less than five hundred dollars nor more than one thousand dollars and an additional civil penalty of two hundred fifty dollars per day for each day such violation continues.

§3.  This local law shall take effect 90 days after its enactment.
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