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          2                 CHAIRPERSON REED: Thank you very

          3  much. Good morning. Welcome to this hearing of

          4  Consumer Affairs. I'm Phil Reed, the Chair of the

          5  Committee, and to my left is Oliver Koppell from the

          6  Bronx, a member of this Committee. I'm sure others

          7  are making their way in. To my right is the Counsel

          8  to the Committee, Deborah Brown.

          9                 This morning we're going to be

         10  talking about the problem of identity theft. This

         11  has become one of the biggest problems here in the

         12  nation.

         13                 The Federal Trade Commission reports

         14  that identity theft is currently the most common

         15  consumer fraud complaint in the nation. In 2002,

         16  over 160,000 Americans were the victims of identity

         17  theft, and nearly 13,000 of these victims were

         18  citizens of New York State. In 2003 alone, almost

         19  9,000 New York City residents were identity theft

         20  victims.

         21                 New York City is consistently one of

         22  the worst cities in the country for identity theft.

         23                 In 2001, it was the single worst. In

         24  2003, there were almost three times as many identity

         25  theft crimes in New York City than in any other City
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          2  in the State.

          3                 Today we're going to be hearing from

          4  local and national experts on identity theft, as

          5  well as from victims and their advocates. We're

          6  hoping that their testimony will shed some light on

          7  this problem, and generate ideas on how to stop it.

          8                 We will also be considering three

          9  pieces of identity theft legislation. The first,

         10  Intro. 139, would empower the Department of Consumer

         11  Affairs to revoke or suspend licenses of those

         12  businesses that have repeatedly engaged -- or those

         13  who have repeatedly engaged in acts of identity

         14  theft, as defined by the State.

         15                 We believe that anyone who would use

         16  consumer personal information for elicit purposes

         17  lacks the professional fitness in character

         18  necessary to be licensed by the City. We see a

         19  direct relationship between these two issues.

         20                 The second, Intro. 140, would require

         21  all City agencies to provide notice of any breach of

         22  personal identifying information they own or

         23  license.

         24                 The third, Intro. 141, replaced the

         25  same notice requirements on those individuals in
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          2  businesses licensed by the Department of Consumer

          3  Affairs.

          4                 Under these bills, a victim of

          5  identity theft would learn of the theft of their

          6  sensitive information immediately and could take

          7  affirmative steps to curtail or even avert the

          8  damage.

          9                 Too often victims don't learn of the

         10  identity theft until the bank accounts have already

         11  been depleted.

         12                 We're excited to discuss these and

         13  other ideas this morning. I'm hopeful that today's

         14  testimony will yield suggestions for a best

         15  practices guide, a document that will help both

         16  businesses and consumers prevent and combat identity

         17  theft.

         18                 I look forward to working with many

         19  of you to generate these recommendations.

         20                 We'll be starting the hearing today

         21  with the Administration's testimony. We're also

         22  pleased to be joined by the NYPD. So, those who are

         23  going to testify, please take a seat at the witness

         24  table.

         25                 Good morning.
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          2                 ASSISTANT COMMISSIONER TOOLE: Good

          3  morning, Council member, members of the Committee.

          4  My name is Pauline Toole.

          5                 CHAIRPERSON REED: Yes, would you both

          6  identify yourself for the record.

          7                 ASSISTANT COMMISSIONER TOOLE: We were

          8  just discussing that protocol.

          9                 INSPECTOR QUINLAN: Inspector Jeremiah

         10  Quinlan, Chief of Detectives Bureau.

         11                 CHAIRPERSON REED: Inspector Jeremiah

         12  Quinlan, Chief of?

         13                 INSPECTOR QUINLAN: Special

         14  Investigations Division for the Chief of Detectives.

         15  Sorry.

         16                 CHAIRPERSON REED: Thank you.

         17                 ASSISTANT COMMISSIONER TOOLE: We

         18  flipped for who would go first, and I won, I think.

         19                 Good morning. I am Pauline Toole, I

         20  am Assistant Commissioner for the Department of

         21  Consumer Affairs. Commissioner Dykstra asked me to

         22  express her regret. She was unable to attend, and

         23  thank you for this opportunity to comment on the

         24  issue of identity theft in New York City.

         25                 Let me first note that Commissioner
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          2  Dykstra commends the Committee for conducting this

          3  timely oversight hearing to focus attention on the

          4  growing problem of identity theft.

          5                 CHAIRPERSON REED: Pauline, if you

          6  could excuse me. If you push the microphone down

          7  perhaps? It's hard to hear you.

          8                 ASSISTANT COMMISSIONER TOOLE: Okay,

          9  is that better?

         10                 CHAIRPERSON REED: Yes.

         11                 ASSISTANT COMMISSIONER TOOLE: Okay,

         12  the Commissioner commends you for holding this

         13  hearing and for proposing the package of bills

         14  before you. Identity theft is simply the age-old

         15  crime of wrongfully impersonating someone for elicit

         16  monetary gain that's been upgraded to fit the 21st

         17  century technology of impersonal and computerized

         18  financial transactions.

         19                 In its upgraded guise, identity theft

         20  consists of stealing personal identifying

         21  information such as name, Social Security number,

         22  date of birth, mother's maiden name and account

         23  numbers and fraudulently using that information to

         24  establish credit in someone else's name or to take

         25  over and loot existing accounts.
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          2                 The Internet and computers have

          3  formed a lethal combination that facilitates

          4  stealing identities and using them to commit

          5  old-fashioned financial fraud. Identity thieves need

          6  only gain access to databases containing the

          7  necessary personal identifying information that they

          8  then can quickly transform into false electronic

          9  identities to gain access to or create bogus

         10  accounts.

         11                 They then engage in fraudulent

         12  financial transactions at long distances and are

         13  long gone before victims realize their identities

         14  have been stolen.

         15                 Convenience of paying bills, opening

         16  accounts and making purchases over the Internet

         17  provides a convenience to consumers but also cloaks

         18  Internet thieves with anonymity, making it difficult

         19  to know quickly that a crime has been committed, to

         20  identify the thieves, much less to catch them.

         21                 Ease of engaging in identity thievery

         22  has unfortunately turned it into a growth industry.

         23  According to the Federal Trade Commission's Report

         24  for Calendar Year 2003, the number of identity theft

         25  complaints nationwide jumped from 86,212 in 2001, to
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          2  214,905, which is 149 percent increase. By contrast,

          3  the number of non-Internet-related fraud complaints

          4  have increased only from 78,404 in 2001, to 135,218,

          5  an increase of only 72 percent which illustrates how

          6  significant the Internet is as fertile grounds for

          7  fraudulent transactions.

          8                 The FTC data shows how identity theft

          9  impacts on New Yorkers, New York State ranks sixth

         10  highest among 50 states in the number of identity

         11  theft victims per 100,000 people, 15,821 victims, or

         12  82.4 per 100,000 people. The New York metro area

         13  does slightly better, ranking 9th out of 26 major

         14  metropolitan areas in the number of identity thefts

         15  per 100,000 people, 10,641 victims or 114.2 per

         16  100,000 persons. So, it's a problem.

         17                 The sixth most commonly used methods

         18  for committing identity theft fraud in New York are

         19  by credit card, just 40 percent of all victims;

         20  phone or utilities fraud, which is 23 percent of all

         21  victims; bank fraud involving checking and savings

         22  accounts and electronic funds transfers, which is 12

         23  percent of all victims; government document or

         24  benefits fraud, nine percent of victims,

         25  employment-related seven percent of victims and loan
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          2  fraud, six percent of victims.

          3                 Credit card are by far the method of

          4  choice for identity thieves. These devices therefore

          5  appear as the most vulnerable for facilitating

          6  identity theft.

          7                 The growth and scope of the identity

          8  theft problem in New York and nationwide shows the

          9  Committee is on very solid ground in advancing the

         10  proposals before you.

         11                 We do, however, have some comments

         12  and suggestions on the bills before you.

         13                 Intro. 139 specifically deals with

         14  DCA, because it would authorize the Commissioner to

         15  revoke any license issued by the Department, if the

         16  licensee is convicted on specified Internet theft

         17  problems. This could be very effective in weeding

         18  out businesses that facilitate the commission of

         19  identity thefts. I would note, however, that it

         20  would be difficult for the Department to use its

         21  expanded authority effectively, unless licensees

         22  were also required to notify the Department of

         23  convictions for the listed offenses.

         24                 We suggest adding language such as, a

         25  licensee shall notify the Department in writing by
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          2  registered mail, return receipt requested, within

          3  three business days of any conviction for any

          4  offense set forth in the subdivision.

          5                 Intros 140 and 141 are similar in

          6  that the first requires government agencies and the

          7  second requires DCA licensees to disclose of

          8  databanks containing personal identifying

          9  information have been breached.

         10                 We are concerned that the definition

         11  of personal identifying information is too broad, as

         12  it includes the person's name, address, phone

         13  number, account number, passport, electronic

         14  signature, and can be used alone or in combination

         15  to assume someone else's identity.

         16                 That definition is broad enough to

         17  include a mailing list kept by a business or agency.

         18                 The bills do give agencies and

         19  businesses a number of ways to disclose that their

         20  personal identifying information database may have

         21  been compromised, allowing agencies and businesses

         22  to make a general disclosure of a security breach by

         23  posting it on its website minimizes the cost of

         24  doing so, it makes it financially practical.

         25                 We are also concerned that the
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          2  ramifications and advisability of making such

          3  disclosures is not sufficiently clear to enable us

          4  to make specific recommendations about alternative

          5  ways to achieve your goals.

          6                 We would be pleased to work with the

          7  Committee on achieving them.

          8                 Thank you, again, for the opportunity

          9  to comment, and I would be happy to answer your

         10  questions.

         11                 CHAIRPERSON REED: Thank you.

         12                 Inspector Quinlan.

         13                 INSPECTOR QUINLAN: Good morning, Mr.

         14  Chairman, and members of the Council. I am Inspector

         15  Jeremiah Quinlan, the Commanding Officer of the

         16  Special Investigations Division of the Office of the

         17  Chief of Detectives. On behalf of the Commissioner,

         18  Raymond W. Kelly, and Chief of Detectives, George F.

         19  Brown, I would like to thank you for this

         20  opportunity to speak with you about the destructive

         21  problem of identity theft.

         22                 We appreciate the Committee's

         23  attention to what is a serious and growing problem.

         24  As an individual's personal information becomes more

         25  in demand as part of conducting routine, commercial
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          2  and service-related transactions, it becomes readily

          3  accessible to individuals with a criminal intent who

          4  can assume another's identity and commit additional

          5  crimes.

          6                 Our mission in the New York City

          7  Police Department is to curtail the occurrence of

          8  these crimes and apprehend the criminals who commit

          9  them.

         10                 By holding this hearing, you are

         11  greatly assisting in this mission by educating the

         12  public to the exposure they face, helping them

         13  understand how they can avoid becoming victims, and

         14  advising them what to do if they do become victims

         15  and we thank you.

         16                 Identity theft occurs when someone

         17  appropriates your personal identification

         18  information without your knowledge, such as your

         19  name, address, date of birth, Social Security

         20  numbers, credit card numbers, bank account numbers,

         21  calling card numbers, et cetera, and with intent to

         22  fraud assumes your identity, using it to commit a

         23  crime.

         24                 Typically the crimes are fraud with

         25  theft of money, services or products.
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          2                 Often a victim is unaware of the fact

          3  that their identity has been stolen until they

          4  suffer one of the crimes associated with identity

          5  theft.

          6                 Identity thieves may obtain personal

          7  information through a variety of ways, the simplest

          8  is stealing a wallet or finding a lost wallet and

          9  using the contents to impersonate the owner.

         10                 The thief may pose as an employer,

         11  loan officer, or landlord for the purpose of

         12  tricking a victim into signing privacy waivers or

         13  revealing credit information.

         14                 Thieves may steal mail from mailboxes

         15  or go through trash. They set up false websites or

         16  send seemingly legitimate e-mail messages which lure

         17  a victim into voluntarily disclosing their pedigree

         18  information.

         19                 They may simply hack into databases

         20  containing desirable information.

         21                 Dishonest employees, both public and

         22  private entities, such as governmental agencies,

         23  banks, health insurers, department stores,

         24  restaurants and the like, have access to an enormous

         25  amount of personal information which they may either
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          2  use it for themselves to commit crimes or sell it to

          3  others.

          4                 Identity theft is generally a

          5  two-pronged crime. Once the thief has the necessary

          6  personal identification information, he or she uses

          7  it to fraudulently obtain credit or loans in the

          8  victim's name, and then uses the credit or cash as

          9  the loan check.

         10                 Typically the thief opens a credit

         11  card account, using the stolen information, charges

         12  the maximum and fails to pay the bill with the

         13  delinquency reflected in the victim's credit report.

         14                 Another typical scenario is for the

         15  thief to contact the victim's credit card issuer,

         16  and pretending to be the victim, change the mailing

         17  address on the account so that the victim is unaware

         18  of the charges mounting until it is too late.

         19                 This scenario is particularly

         20  associated with popular mass mailings and

         21  preapproved credit card applications which if the

         22  thief retrieves from the garbage or a mailbox, can

         23  be used to open a new account.

         24                 Thieves may utilize false

         25  identification, such as a driver's license with the
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          2  victim's personal information with their own photo

          3  to carry out their schemes.

          4                 They may establish cell phone service

          5  in the victim's name at another address and fail to

          6  pay the bills, or open a checking account with the

          7  victim's name and write bad checks, often changing

          8  the address of the account in order to prevent

          9  discovery.

         10                 Thieves have gone as far as securing

         11  mortgages on the victim's real property, which the

         12  victim may only learn about when the lender

         13  forecloses on the property.

         14                 Prior to November 1st of 2002, New

         15  York State's penal law did not identify a specific

         16  crime as identity theft.

         17                 Instead, law enforcement had to make

         18  existing laws fit the crime and the victims were

         19  sometimes unable to prosecute the matter criminally.

         20                 There are generally three locations

         21  relevant to the crime of identity theft: The

         22  resident of the victim, the point of compromise, and

         23  the point of theft.

         24                 For example, a thief obtains personal

         25  identification information about a victim who lives
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          2  in New York City by hacking into a health insurer's

          3  database located in Denver and order merchandise

          4  over the Internet which is shipped to San Francisco.

          5                 The grand larceny associated with

          6  this crime occurred in San Francisco, and the victim

          7  wishing to have the crime investigated and the thief

          8  arrested may not be able to file a complaint in New

          9  York City, because the theft actually occurred in

         10  San Francisco.

         11                 This is changed.

         12                 Currently the New York State penal

         13  law includes the specific crimes of identity theft

         14  and unlawful possession of personal identification

         15  information, which may be prosecuted in one of

         16  several places, where the victim resides, the point

         17  of compromise, or where goods, money, property,

         18  services or credit are obtained.

         19                 The practice of the New York City

         20  Police Department is to use the victim's resident

         21  precinct as the determining location for recording

         22  the identity theft, whereby facilitating reporting

         23  by the victims.

         24                 Identity theft is defined in the

         25  statute is committed when a person knowingly, and
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          2  with intent to defraud, assumes the identity of

          3  another person, and thereby obtains goods and

          4  services, uses credit in the person's name, or

          5  causes financial loss to the victim or another

          6  person.

          7                 The crime has three degrees, ranging

          8  from a class A misdemeanor to a class D felony.

          9                 The criminal penalties are increased,

         10  depending on the amount of financial loss, the

         11  nature of the crime the identity theft is used to

         12  commit, or the defendant's prior convictions for

         13  similar crimes.

         14                 Separate crime of unlawful possession

         15  of personal identification information is defined as

         16  the knowing possession to someone's personal

         17  information, knowing that such information is

         18  intended to be used in the furtherance of a

         19  commission of a penal law crime.

         20                 This law also has three degrees,

         21  ranging from a class A misdemeanor to a class B

         22  felony. The penalties similarly increase depending

         23  upon the number of items of personal identification

         24  information the offender possesses, the number of

         25  accomplices the offender supervises, or the
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          2  defendant's prior convictions for similar crimes.

          3                 In 1998, the federal government

          4  enacted the Identity Theft and Assumption Deterrence

          5  Act to address identity theft.

          6                 This law makes it a federal crime

          7  when someone knowingly transfers or uses without

          8  lawful authority a means of identification of

          9  another person with the intent to commit or to aid

         10  or abet any unlawful activity which constitutes a

         11  violation of federal law or that constitutes a

         12  felony under any applicable state or local law.

         13                 Federal investigative agencies, such

         14  as the federal Bureau of Investigation, the Secret

         15  Service and the US Postal Inspection Service,

         16  addressed these crimes, as well as other similar

         17  federal crimes, such as computer fraud and credit

         18  card fraud.

         19                 In addition, the Federal Trade

         20  Commission has been tasked with taking a leadership

         21  role in establishing a clearing house for complaints

         22  of identity theft, and has extensive information on

         23  its website www.ftc.com, which can assist consumers

         24  in recognizing and addressing identity theft when it

         25  occurs and teach them how to protect themselves.
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          2                 A particularly useful pamphlet, "ID

          3  Theft - When Bad Things Happen to your Good Name,"

          4  can be downloaded from their website or requested by

          5  calling their phone number, (877) FTC-HELP. They

          6  also provide an Identity Theft hotline at (877)

          7  ID-THEFT, where consumers may receive counseling in

          8  dealing with the consequences of identity theft.

          9                 If a person suspects that he or she

         10  is the victim of identity theft, there is some basic

         11  steps that should be taken immediately in order to

         12  minimize the damage.

         13                 The crime should be reported to the

         14  victim's precinct of residence and the victim should

         15  contact the three major credit bureaus to place a

         16  fraud alert on their credit file and receive copies

         17  of their credit reports.

         18                 The bureaus may be contacted on line

         19  or by mail, fax or phone: Equifax (800) 525-6285;

         20  Experian (888) 397-3742 and Trans Union, (800)

         21  680-7289.

         22                 Although each bureau is obliged to

         23  report the fraud alert to the others, there may be a

         24  delay which can be prevented by the consumers making

         25  calls to all three.
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          2                 The victim should close any accounts

          3  which are believed to have been opened fraudulently

          4  or tampered with. The FTC has developed an ID Theft

          5  affidavit which can be used for this purpose.

          6                 There are also many suggestions for

          7  preventing identity theft which the public should be

          8  aware of, most of which reflect good common sense.

          9  All documents bearing personal identifying

         10  information should be shredded before being

         11  discarded in the trash. Consumers should consider

         12  opting out of receiving pre-screened credit card

         13  offers by calling (888)5-OPTOUT, which will notify

         14  the three major credit bureaus that these

         15  solicitations should not be sent.

         16                 Consumers should keep a separate list

         17  of all documents and account numbers that they

         18  typically carry in their wallet or purse, so that if

         19  their wallet is stolen, they will know exactly how

         20  they will be vulnerable and we'll be able to report

         21  that to the police.

         22                 Consumers should routinely order

         23  copies of their credit reports once a year, and more

         24  often if they have had a problem in the past.

         25                 If a personal data storage unit is
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          2  used, such as a palm pilot, the unit should have

          3  password protection and the data should be backed up

          4  on another computer as a starting inventory, should

          5  it be lost.

          6                 Because the crime of Identity Theft

          7  is commonly associated with other crimes, it is

          8  difficult to isolate it for statistical purposes.

          9  However, a recent study of the Police Department

         10  data, comparing the first six months of 2003 to the

         11  first six months of 2002, revealed that although the

         12  overall number of Grand Larceny complaints decreased

         13  slightly, Grand Larceny complaints associated with

         14  Identity Theft increased over ten percent, from

         15  3,220 to 2,897.

         16                 I would now like to discuss the bills

         17  before you today.

         18                 At the onset, the legislative

         19  findings for all three categorize New York City as

         20  among the worst nationwide for identity theft.

         21                 This finding is apparently based on

         22  the total number of identity thefts. Data compiled

         23  by the FTC indicates that in 2003, of the 26 major

         24  metropolitan areas in the country, New York City

         25  ranked ninth for identity theft complaints and 25th
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          2  for fraud-related complaints when analyzing the

          3  number of complaints adjusted for population.

          4                 The intent behind these bills is

          5  laudable in requiring that businesses or government

          6  agencies to inform the potential victims of identity

          7  theft of their vulnerability.

          8                 However, although it is implied, it

          9  is not stated or required that the business or

         10  agency notify law enforcement authorities of the

         11  breach of security contemplated by the bill.

         12                 It is vitally important that the

         13  police be notified immediately so that an

         14  investigation can be commenced and the damage

         15  contained to the degree possible. Especially with

         16  respect to computer databases, delay in notification

         17  can prevent investigators from being able to trace

         18  back through computer logs where the unauthorized

         19  breach came from, since computer logs are not

         20  required to be maintained to a set period of time,

         21  but may be deleted automatically as new logs are

         22  generated.

         23                 We are also concerned about the

         24  breath of the definition of personal identifying

         25  information, especially in context of City agencies,
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          2  which maintain millions of items of information

          3  about individuals necessary to conduct City

          4  business.

          5                 An unauthorized disclosure of names,

          6  even without any other identifiers, would fall

          7  within the ambit of the bill, we suggest that the

          8  potential consequences of such a broad definition be

          9  carefully analyzed before the notification required

         10  by the bill be triggered.

         11                 The provision requiring an agency or

         12  business which leases information from another to

         13  notify the owner of the breach raises the question

         14  what can be done if the owner is outside New York

         15  City and not otherwise subject to New York City's

         16  jurisdiction.

         17                 We also have concerns regarding the

         18  mechanisms for notification outlined in the bills.

         19  We would advise against including e-mail as possible

         20  means of disclosure of the breach, since most e-mail

         21  is not encrypted and the potential victim's computer

         22  may already be compromised.

         23                 Further, we are concerned that

         24  posting a notice on the website or notifying the

         25  media about the security breach gives notice to
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          2  potential criminals that the system is vulnerable

          3  and perhaps invites additional attempts to breach

          4  it.

          5                 We also note that the bills do not

          6  establish maximum time frame, by which the

          7  disclosures must be made.

          8                 We welcome the opportunity to work

          9  with you to amend the bills in a manner which

         10  addresses these concerns.

         11                 I thank you for holding this hearing,

         12  and increasing public awareness about the ways in

         13  which identity theft can be prevented.

         14                 I join you in a strong commitment to

         15  address this evolving menace, and we'll be pleased

         16  to answer any questions you may have.

         17                 Thank you.

         18                 CHAIRPERSON REED: Thank you, both,

         19  for your testimony. It certainly is inclusive of

         20  what the problem is, and we certainly don't relish

         21  the idea that New York is just the forefront of

         22  this, so we take your statistics in terms of that we

         23  rank ninth and 25th, I appreciate that. But

         24  nevertheless, it seems to be a huge problem, and in

         25  the testimony, I believe, of Ms. Toole, she said
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          2  that it increased by over 100 and some odd percent.

          3  So, it seems that it's a fairly relevant problem to

          4  people out on the street. I don't know about anybody

          5  else, but every time I turn on the TV these days,

          6  there's either a story on the news channels or there

          7  is a news report or there is, you know, the credit

          8  card companies have people on TV who have stolen

          9  your identity. So, people are concerned about that.

         10                 What I'd like to know is, what steps

         11  is the Administration taking to combat identity

         12  theft. You've talked both to DCA and in a broader

         13  piece the Administration, I would imagine, through

         14  the Police Department, although there may be other

         15  agencies that are working on it.

         16                 INSPECTOR QUINLAN: Well, the Police

         17  Department, as far as investigating, the first thing

         18  is, we're trying to curtail the amount of victims.

         19  So, we're doing a public campaign, as far as

         20  community council meetings. The CEO of the Computer

         21  Crime Section, which is a facet of identity theft,

         22  as well as the commanding officer of the Special

         23  Fraud Unit, have addressed community councils

         24  informing the public on what they can do, you know,

         25  part of that was mentioned in my testimony, on how
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          2  to become the victim of identity theft, limiting the

          3  number of credit cards you carry on your wallet,

          4  limiting -- I mean, Social Security number is a key

          5  identifier. Most people don't carry their Social

          6  Security card, but if you look at your health

          7  benefit card, it has your Social Security. So, it's

          8  easily accessible, even though you're not carrying a

          9  Social Security card.

         10                 So, you know, part of the thing is

         11  educating the public on how to avoid becoming a

         12  victim in the first place.

         13                 Another thing is educating our

         14  officers on how to actually address this growing

         15  problem. Also, computer crimes is involved, special

         16  frauds. Every precinct has detectives specifically

         17  trained in how to investigate complaints of identity

         18  theft.

         19                 Part of it's the identity theft, part

         20  of it is also the property gets stolen as a result

         21  of the identity theft.

         22                 ASSISTANT COMMISSIONER TOOLE: At

         23  Consumer Affairs, since the problem of identity

         24  theft is already, it's larcenist, we would refer

         25  consumers to two places, to the Police Department,
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          2  and then to the FTC, which has been a tremendous

          3  partner in helping consumers solve their problems.

          4                 CHAIRPERSON REED: It sounds to me

          5  like there's not a lot being done proactively, with

          6  all due respect. I mean, I don't see any public

          7  service announcement. I'm personally not aware of

          8  some of the information which you've given out,

          9  which I think is useful, the phone numbers, et

         10  cetera, et cetera and downloading the pamphlet, but

         11  I don't know anybody that knows this information, so

         12  it sounds to me as if a person has to sort of become

         13  a victim and then once you reported this to the

         14  precinct, does the precinct give you the three phone

         15  numbers of the credit agencies to call?

         16                 INSPECTOR QUINLAN: At the current

         17  time we've acquired over 5,000 pamphlets from the

         18  FTC, that brochure I mentioned on what happens when

         19  bad things happen in your name, we acquired them in

         20  English, also Spanish, plus an abbreviated version.

         21  We're in the process of distributing those to the

         22  precincts, that's part of the training and public

         23  awareness. It will be distributed to the detectives,

         24  as well as the community affairs officers in the

         25  precinct.
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          2                 CHAIRPERSON REED: And in that

          3  brochure has the three numbers of what to do?

          4                 INSPECTOR QUINLAN: It's a very

          5  extensive brochure. It has the three phone numbers.

          6  It also has the affidavit that I mentioned that they

          7  can fill out, and it gives you step-by-step how to

          8  take care of your problem, as far as you're

          9  establishing a notebook where all the people, your

         10  credit card, various bureaus --

         11                 CHAIRPERSON REED: I understand that,

         12  I'm sorry. But what I meant was, that's all

         13  reactive, what I'm trying to understand is, what are

         14  we doing proactively beyond talking to the precinct

         15  councils?

         16                 INSPECTOR QUINLAN: Well, proactively,

         17  that's how we reach out to the precinct councils.

         18  We've also been dealing with the major credit card

         19  companies, Visa, Master Card and the FTC, the

         20  Federal Reserve Bank, to try to enhance -- you know,

         21  one of the things I mentioned was enhancing their

         22  security on how to avoid taking fictitious names or

         23  identity theft as far as issuing new cards. We're

         24  working with the credit card industry, the Federal

         25  Reserve Bank, and we're also attempting to educate

                                                            30

          1  COMMITTEE ON CONSUMER AFFAIRS

          2  the public through the community councils.

          3                 CHAIRPERSON REED: Council Member

          4  Koppell, you have a question?

          5                 COUNCIL MEMBER KOPPELL: I was struck

          6  by a suggestion that Ms. Toole made concerning

          7  licensees informing the Consumer Affairs Department

          8  if they're evicted of identity theft. Frankly, I

          9  think it's unlikely that you have very much

         10  voluntary compliance and I was wondering whether

         11  given this, you know, computer age, whether it

         12  wouldn't be possible to establish some link between

         13  your agency and the courts, and this might actually

         14  apply broader than just identity theft to inform

         15  your agency when licensees have been convicted of

         16  any offense. Just, you know, relying on a licensee

         17  to send you a letter and say I've been convicted of

         18  identity theft, I think is a little overly

         19  optimistic, to put it mildly. Even if you gave some

         20  penalty I think it's overly optimistic.

         21                 But do you have any links right now

         22  with the courts on this sort of thing? Or an end

         23  kind of offense by licensee.

         24                 ASSISTANT COMMISSIONER TOOLE:

         25  Computer links?
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          2                 COUNCIL MEMBER KOPPELL: Yes.

          3                 ASSISTANT COMMISSIONER TOOLE: No.

          4                 COUNCIL MEMBER KOPPELL: Well,

          5  computer or otherwise.

          6                 In other words, do you know when a

          7  licensee is convicted of an offense?

          8                 ASSISTANT COMMISSIONER TOOLE: I would

          9  say generally not. It would depend on the notoriety

         10  attached to the case, and, you know, how it was

         11  being litigated. If -- I can't even think of an

         12  example, we do fingerprint some categories of

         13  businesses, so home improvement contractors or tow

         14  truck operators, and if they were convicted of a

         15  crime and it would show up on the fingerprint

         16  database, we would know about that eventually.

         17                 Some categories of businesses, like

         18  our largest category of businesses are people who

         19  sell tobacco and those licensees are not required to

         20  be fingerprinted. So, unless there was some like

         21  really -- we generally wouldn't know, and I note in

         22  the Council's report, that one of the places you

         23  cite was from a Newsday article, I think, where

         24  there was a candy store, where there was a bank

         25  machine and it was used to steal people's
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          2  identities. We wouldn't know about that, because we

          3  don't license candy stores. If they sold tobacco,

          4  which is an odd thing in a candy store, but if they

          5  sold tobacco, we would be able to take away their

          6  tobacco license, but there's no way we would know

          7  that that has occurred or that it affected a DCA

          8  licensee. And as you're suggesting that we have more

          9  formal links with the courts, we could certainly

         10  look at that. But there is, short of the fingerprint

         11  notice process, it's sort of, we'd have to look at

         12  how cumbersome that would be.

         13                 COUNCIL MEMBER KOPPELL: Well, I would

         14  suggest that you could create a computer -- I assume

         15  you have computer files on all your licensees? That

         16  is they're all in a computer database?

         17                 ASSISTANT COMMISSIONER TOOLE: They

         18  are. They're in an outmoded database, but they're

         19  there, yes.

         20                 COUNCIL MEMBER KOPPELL: The court

         21  system now I believe has a record of every case on

         22  the computer, and if you cross-reference them and

         23  you had somebody or some people in the agency who

         24  were responsible for noticing when there's a match,

         25  you could pull out those matches that would cause
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          2  some concern.

          3                 I mean, obviously you can't pull out

          4  every match, I wouldn't think anyway, maybe you

          5  should, but you can narrow it down if it was too

          6  burdensome.

          7                 So, if there was a hit, you know,

          8  that the ABC, I don't know what company it could be,

          9  but maybe the ABC tobacco company was hit with

         10  identity theft conviction, that would pick up and

         11  you would then be able to follow-up. I mean, now

         12  with the computers, I don't think that's beyond

         13  possibility at all, I think it's actually fairly

         14  simple.

         15                 And I know that the Court system now

         16  records at least, I think they do it with the

         17  criminal cases, I'm not as familiar with that, but

         18  every civil case I know is now on the computer,

         19  every single civil case in the state.

         20                 ASSISTANT COMMISSIONER TOOLE: We will

         21  be happy to look into this, but I will just issue a

         22  cautionary note. If someone who is overseeing

         23  technology at two different agencies, one is a quasi

         24  state agency and now the Department of Consumer

         25  Affairs, nothing with computers is as easy as it
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          2  could be or should be.

          3                 I mean, part of it is how records are

          4  kept. We keep records by business name, and address.

          5  Courts tend to keep it by individual Social Security

          6  number. We certainly can look into it, but it won't

          7  be an immediate fix.

          8                 COUNCIL MEMBER KOPPELL: You might

          9  want to also consult with the Police Department on

         10  this, because they're the ones who prosecute the

         11  identity theft, so it seems to me that they might be

         12  helpful in working out some system to identify.

         13                 I mean, if in fact, and maybe I could

         14  ask the -- I'm sorry, I don't remember your name.

         15                 INSPECTOR QUINLAN: Jeremiah Quinlan,

         16  yes.

         17                 COUNCIL MEMBER KOPPELL: I'm sorry,

         18  Inspector Quinlan, I don't know, but it would seem

         19  -- are the sources of information that result in

         20  this identity theft concentrated sometimes with a

         21  certain number of either businesses or other

         22  entities?

         23                 INSPECTOR QUINLAN: As far as the

         24  arrests we made, we haven't uncovered any

         25  businesses. Usually it's individuals. We've made a

                                                            35

          1  COMMITTEE ON CONSUMER AFFAIRS

          2  couple of arrests with businesses, but usually a

          3  fictitious business.

          4                 COUNCIL MEMBER KOPPELL: I see. Well,

          5  if it's not a problem, then maybe -- I mean, the

          6  bill suggests that it is a problem. If it is a

          7  problem with certain businesses, I would suggest

          8  that the Consumer Affairs Department research into

          9  finding out how to access the court's database,

         10  because I think we're relying on some voluntary --

         11  we could put it in the bill, but I don't think it's

         12  going to do very much good frankly.

         13                 CHAIRPERSON REED: Thank you. The last

         14  question I have at least for this panel, the Police

         15  Department -- I guess the question really is, has

         16  the Police Department joined the Federal Trade

         17  Commission's ID Theft Clearinghouse? I understand

         18  the MTA officers are part of this?

         19                 INSPECTOR QUINLAN: We're in the

         20  process of having our application reviewed so we

         21  have access to the database now. We are in the

         22  process of getting that approval.

         23                 CHAIRPERSON REED: What does that mean

         24  exactly?

         25                 INSPECTOR QUINLAN: Once we have
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          2  access to the database, we'll be able to --

          3                 CHAIRPERSON REED: Approved by the

          4  Federal Trade Commission?

          5                 INSPECTOR QUINLAN: The Federal Trade

          6  Commission. Once we have access to -- we've already

          7  applied for access to their database, once we do

          8  that we'll be able to download the data stored in

          9  it. That's a voluntary reporting of individuals that

         10  had been the victim of identity theft, download any

         11  information, and enhance our ability to combat it.

         12                 CHAIRPERSON REED: Is there a number

         13  of people that are assigned by the Police Department

         14  to look into, deal with the issue of identity theft

         15  now?

         16                 INSPECTOR QUINLAN: Each precinct has

         17  at least one detective that specializes in grand

         18  larceny. A large amount of that would be identity

         19  theft. It's also being investigated by the Special

         20  Frauds Unit, also by the computer crimes. Both

         21  computer crimes and special frauds have made arrests

         22  for identity theft, and it's also being reviewed as

         23  far as data collection.

         24                 We're currently in the process of

         25  amending our complaint report so we can actually
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          2  capture the exact amount of people who had their

          3  identity either compromised or stolen.

          4                 CHAIRPERSON REED: Do you get some

          5  report in the precinct of stores or -- where, if

          6  possible, to identify where the identity theft has

          7  taken place?

          8                 In other words, what we've heard from

          9  the testimony today and I'm sure we're going to hear

         10  from others in just a few minutes, is often times

         11  people don't know that their identity has been

         12  stolen until they get a statement, et cetera, et

         13  cetera. But at some point if it's tracked back

         14  possibly correctly, we find out that the place where

         15  this happened may be a store in a precinct.

         16                 Is that information something that

         17  the individual precincts know?

         18                 INSPECTOR QUINLAN: As far as tracking

         19  things back, after we do make the arrests, we do

         20  brief the individual that's arrested and try to find

         21  out how the identity was compromised. And we

         22  recently had an arrest in Brooklyn, where the person

         23  acquired the identification from numerous sources.

         24  He had keys that belonged to mailboxes, he had

         25  credit cards that still had the slip on it to
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          2  activate it, so they were evidently stolen from the

          3  mail.

          4                 He also had a guidebook on how to

          5  hack into computers, and he also had a list of

          6  people whose identity, a notebook with a list of

          7  people who we're in the process now of contacting to

          8  try to find.

          9                 CHAIRPERSON REED: How did you find

         10  this person?

         11                 INSPECTOR QUINLAN: On that we made an

         12  arrest of a person who gave up information. We made

         13  an arrest of a lower level person who was stealing

         14  an identity, and as a result of that we obtained

         15  information to acquire a search warrant. We actually

         16  went up the chain into the next step.

         17                 CHAIRPERSON REED: So this theft is an

         18  organized process?

         19                 INSPECTOR QUINLAN: It's organized in

         20  the degree that there are at times multiple

         21  individuals. The lower people, like with the credit

         22  cards, the people with the swipers who will double

         23  swipe your credit card in a restaurant, they're

         24  usually like the ground people, they'll take their

         25  swipe or they'll be paid per card. They'll give it
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          2  to somebody else who will actually download it and

          3  use that information to steal credit.

          4                 So we do find levels in it, but as

          5  far as one organization or one crew that's actually

          6  responsible at this point? No.

          7                 CHAIRPERSON REED: Could you give us,

          8  could you quantify in some way what -- is it 50

          9  percent of identity theft? Is it one on one thing?

         10  Or would you say most of it is through some sort of

         11  structure where you've got a lower, a rung (sic)

         12  person who is stealing it at the restaurant and then

         13  it's moving up the chain?

         14                 INSPECTOR QUINLAN: It varies. You

         15  know, the industry gives 60 percent of identity

         16  theft is committed by people who are known to the

         17  victim.

         18                 CHAIRPERSON REED: Interesting. Thank

         19  you very much for your testimony.

         20                 INSPECTOR QUINLAN: Thank you.

         21                 CHAIRPERSON REED: We would also ask

         22  if you have, the concerns that you have about the

         23  legislation, the three bills we have, is something

         24  we want to see, if you have draft language that

         25  you'd like us to take a look at, that would be
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          2  useful. Thank you very much.

          3                 INSPECTOR QUINLAN: Thank you very

          4  much.

          5                 CHAIRPERSON REED: The next panel that

          6  we'd like to have come up, the Federal Trade

          7  Commission. Is the United States Postal Inspection

          8  Service represented?

          9                 MR. VAN DE MERLEN: Yes.

         10                 CHAIRPERSON REED: Yes.

         11                 Did you sign a form?

         12                 MR. VAN DE MERLEN: Yes.

         13                 CHAIRPERSON REED: Okay. I'm sorry,

         14  sir, again tell me your name.

         15                 MR. VAN DE MERLEN: Thomas Van de

         16  Merlen.

         17                 CHAIRPERSON REED: And I'd also like

         18  to have the Better Business Bureau. Thank you.

         19                 Mr. Cohn, when the light is off, the

         20  microphone is on, okay?

         21                 Maybe if all three of you could just

         22  tell us who you are for the record, and perhaps

         23  we'll start with you, Mr. Cohn.  But let's at least

         24  let the audience know who is here.

         25                 MR. COHN: Sorry about that. My name
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          2  is Thomas Cohn, I'm Senior Assistant Regional

          3  Director of the Federal Trade Commission's Northeast

          4  Region.

          5                 MR. VAN de MERLEN: I'm Thomas Van de

          6  Merlen, the Assitant Postal Inspector in charge for

          7  the New York Division of the Postal Inspection

          8  Service.

          9                 MR. RAUER: I'm Brian Rauer. I'm

         10  In-Coming Executive Director of the Better Business

         11  Bureau, serving Mid-Hudson, New York State and

         12  General Counsel of the Metro New York Better

         13  Business Bureau.

         14                 CHAIRPERSON REED: Thank you.

         15                 Mr. Cohn.

         16                 MR. COHN: Thank you very much. And

         17  thank you for inviting me to discuss identity theft

         18  and the work of the Federal Trade Commission or FTC

         19  in that regard.

         20                 My written statements represent the

         21  views of the Federal Trade Commission, but my

         22  remarks and my responses to any questions are my

         23  own, and don't necessarily reflect the views of the

         24  FTC.

         25                 On January 22nd of this year, the FTC
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          2  released its report on consumer fraud and identity

          3  theft for 2003. Let me start by saying that these

          4  statistics are based on complaints we received last

          5  year for more than half a million consumers, about

          6  100,000 more consumers that we heard from in 2002.

          7                 In 2003, identity theft again tops

          8  the list of complaints. Forty-two percent of all the

          9  complaints we received last year related to identity

         10  theft, and that's up from 40 percent of the total in

         11  2002.

         12                 This was true for New York State as

         13  well. Identity theft complaints comprised almost

         14  half of all complaints to the FTC from New York

         15  State consumers last year.

         16                 Of the almost 16,000 ID theft

         17  complaints for New York State, over 55 percent of

         18  them, or 8,863, were from the five boroughs of New

         19  York City.

         20                 I should point out that all of this

         21  data is largely based on self-reporting. That is,

         22  consumers choosing to file a complaint with the FTC,

         23  so the stats don't necessarily mean a problem is

         24  more prevalent in any particular state or City.

         25                 So, with that caveat, we found out
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          2  that the New York metropolitan area is ninth among

          3  the most populous 26 metropolitan areas for ID theft

          4  complaints on a per capita basis.

          5                 CHAIRPERSON REED: Could I stop you

          6  just a minute?

          7                 MR. COHN: Sure.

          8                 CHAIRPERSON REED: Which is the top

          9  city?

         10                 MR. COHN: It may have been San Diego

         11  was one of the top one or two.

         12                 CHAIRPERSON REED: Thank you.

         13                 MR. COHN: But we do have all that

         14  information.

         15                 I want to take a closer look at some

         16  details on identity theft for a moment. The data

         17  shows that the most common complaint is the misuse

         18  of a person's identity, to get a credit card, and

         19  that was followed by utility service fraud, which is

         20  mostly cell phones; bank fraud; employment-related

         21  fraud; government document or benefit fraud; and

         22  loan fraud. And these complaints track our

         23  statistics for the previous year also.

         24                 Last September we released a survey,

         25  a five-year survey on the prevalence of ID theft.
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          2  And there were three key findings. First, consumers

          3  often report their theft to the FTC very soon after

          4  they discover it, before they have a full sense of

          5  the full extent of the harm. But the survey also

          6  collected information from people who over the

          7  course of time were able to get more information on

          8  the impact of the theft.

          9                 Second, we learned from the survey

         10  that the sooner the theft was discovered, the less

         11  the impact of the crime. It's not surprising then

         12  that the self-recorded data we collected became more

         13  of the serious forms if ID theft, for example, the

         14  opening of new accounts, people who were able to

         15  resolve the issue quickly and without cost might not

         16  even register an ID theft complaint, also with any

         17  other entity for that matter.

         18                 And, thirdly, whatever the reason,

         19  many ID theft victims don't report it. And we

         20  encourage anyone who thinks they may have been a

         21  victim of ID theft to report it to the FTC at

         22  consumer.gov/idtheft on-line, or call toll free

         23  (877) ID THEFT.

         24                 As you heard already, we provide

         25  useful information for victims, and we use the
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          2  information in our database to aid ID theft

          3  investigations and research.

          4                 Another point I'd like to really

          5  stress is about collaboration of both data sharing

          6  and law enforcement.

          7                 Many of the complaints in our

          8  database which we call Consumer Sentinel come

          9  through the FTC's on-line complain form and our

         10  toll-free number.

         11                 But 40 percent of the complaints in

         12  our database come through our data-sharing partners,

         13  such as FBI's internet Crime Complaint Center, the

         14  US Postal Inspection Service, National Consumer

         15  Leagues, National Fraud Information Center, the

         16  Better Business Bureaus throughout the country and

         17  many more.

         18                 Including this data from our

         19  partners, which is data that otherwise might not

         20  have made its way to the FTC, helps make our system

         21  richer and our data more robust.

         22                 As of today more than 900 different

         23  law enforcement agencies in the US, as well as

         24  Canada and Australia, are using Consumer Sentinel to

         25  coordinate actions and track down leads and research
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          2  other law enforcement tools.

          3                 So, this is our model. One central

          4  source of consumer fraud data available to law

          5  enforcement reflecting overall trends in fraud, ID

          6  theft and other emerging scams. That makes our work

          7  more efficient for law enforcement, and more

          8  effective for consumers.

          9                 Again, we invite consumers to contact

         10  us. Our main website is FTC.gov. Or toll free number

         11  is in addition to (877) ID THEFT, are our main

         12  complaints and information number (877) FTC HELP,

         13  with complaints or information, and we'd be happy to

         14  answer any questions you have when we're done.

         15                 CHAIRPERSON REED: Thank you.

         16                 MR. COHN: Thank you very much.

         17                 MR. VAN DE MERLEN: Good morning. I'd

         18  also like to thank the Council for the opportunity

         19  to address you today.

         20                 Again, my name is Thomas Van de

         21  Merlen, and I'm with the Postal Inspection Service

         22  here in New York City.

         23                 Identity theft is the fastest growing

         24  criminal activity in this country, and the number

         25  one consumer complaint for the third straight year.
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          2                 Estimates are that as many as 750,000

          3  people were the victims of identity theft last year,

          4  and I'll just depart from my text a little bit here,

          5  because we've seen a lower number, and, again, those

          6  are self-reported incidents to the FTC only, the

          7  numbers that were cited earlier today.

          8                 We believe that victims of identity

          9  theft have estimated losses to the financial

         10  industry, ranging from hundreds of millions of

         11  dollars to billions of dollars per year.

         12                 As a result of these losses --

         13                 CHAIRPERSON REED: You said to the

         14  financial services?

         15                 MR. VAN DE MERLEN: Correct.

         16                 CHAIRPERSON REED: Now, help me

         17  understand what that means.

         18                 MR. VAN DE MERLEN: Well, if someone's

         19  credit is stolen through the use of a credit card,

         20  it's not the consumer who ultimately is the victim

         21  of the financial loss, it's the --

         22                 CHAIRPERSON REED: So, it's a loss to

         23  the banks of money that they're not going to --

         24  they're never going to get paid back?

         25                 MR. VAN DE MERLEN: Correct.
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          2                 CHAIRPERSON REED: Thank you.

          3                 MR. VAN DE MERLEN: And, of course,

          4  that cost is passed on to all of us in the form of

          5  increased interest and fees.

          6                 Although individual victims generally

          7  do not lose a lot of money, they suffer greatly

          8  nonetheless through the extensive efforts required

          9  to repair their ruined credit and reputation.

         10                 US Postal Inspectors are on the front

         11  lines of the battle against identity theft, both in

         12  trying to prevent this crime, and by aggressively

         13  pursuing those who victimize unsuspecting people.

         14                 Postal inspectors, other federal law

         15  enforcement agencies, local police, District

         16  Attorneys' offices, and the United States Attorneys'

         17  Offices are working together to investigate and

         18  prosecute identity theft fees.

         19                 For postal inspectors, identity theft

         20  investigations are a priority, because most identity

         21  theft involves an address, and so much of the

         22  criminal activity takes place through the mail.

         23                 Although, only an estimated four

         24  percent of personal information used to obtain

         25  someone's identity is obtained by theft of mail, the
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          2  use of stolen personal information very often

          3  travels through the mail in the form of credit card

          4  applications, loan applications, phoney tax returns,

          5  and other mail fraud offenses that have been

          6  traditionally investigated by postal inspectors, of

          7  course, the fraudulently obtained credit cards

          8  themselves travels through the mail and often lead

          9  investigators to the perpetrators of identity theft

         10  crimes.

         11                 In the early 1990s, our

         12  investigations involved suspects who obtained

         13  personal identifying information from stealing mail,

         14  from postal vehicles and mailbox break-ins, to

         15  pick-pocketing and what we call dumpster diving.

         16                 There were very few victims and

         17  relatively small dollar losses in each case.

         18                 While these cases are still seen, the

         19  proliferation of Internet access and electronic

         20  databases has given identity thieves a larger, more

         21  attractive and more accessible pool of potential

         22  victims.

         23                 Today the method and scope of an

         24  identity theft scheme is limited only by the

         25  imagination and sophistication of the thief.
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          2                 Recently we've seen employees of

          3  private companies and government agencies who have

          4  obtained massive troves of personal identifying

          5  information available to them through their

          6  employment.

          7                 They sell the information and

          8  conspire with other criminal elements to open

          9  fraudulent bank and credit card accounts.

         10                 In one instance, postal inspectors

         11  identified an employee of a software company who

         12  used his access to steal passwords and codes of

         13  client companies and then downloaded credit

         14  histories of approximately 30,000 unsuspecting

         15  victims. Credit histories were then sold to

         16  co-conspirators.

         17                 All the imagination and

         18  sophistication in the world cannot change the one

         19  constant identity theft. What was true in the 1990s

         20  remains true today. Identity theft schemes can work

         21  only as long as the victim remains unaware that he

         22  or she is a victim.

         23                 It is essential to the schemes the

         24  the fraudulent credit cards, checks, bank account or

         25  brokerage account statements and merchandise be
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          2  diverted to an address other than that of the

          3  victim. Addresses at commercial mail receiving

          4  agencies that are opened and controlled by the

          5  identity theft thieves, or the identity thieves, are

          6  commonly used.

          7                 As long as such a diversion continues

          8  undetected, the scheme can continue.

          9                 Most victims do not learn about the

         10  theft of their identity until approximately 14

         11  months after it occurs. It is more than a year later

         12  before victims can clear their names.

         13                 The proposed legislation we are

         14  addressing here today has the potential to

         15  significantly reduce the lag in the notification of

         16  victims, and could possibly avoid the victimization

         17  of some New York City residents entirely.

         18                 However, the proposed legislation, in

         19  combination with law enforcement, cannot completely

         20  stem the surging tide of identity theft activity.

         21                 Significant reductions in identity

         22  theft activity can only be accomplished when the

         23  American public takes additional steps to safeguard

         24  their personal information.

         25                 We in the postal inspector service
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          2  offering the following identity theft prevention

          3  tips.

          4                 Report signs of unusual activity in

          5  your checking, savings or credit card accounts to

          6  the appropriate financial institution.

          7                 Contact postal inspectors, if your

          8  name is being used illegally to obtain credit

          9  accounts or merchandise by mail.

         10                 Promptly remove your mail from your

         11  mailbox.

         12                 Never give personal information over

         13  the phone to someone that you're unsure about.

         14                 Shred unwanted preapproved credit

         15  applications, credit card receipts and other

         16  financial information, and as mentioned before, very

         17  importantly, get your credit report once a year from

         18  the three credit bureaus.

         19                 Identity theft relies on

         20  opportunities to steal your name. By following these

         21  tips, you can limit those opportunities and minimize

         22  your risk of becoming a victim.

         23                 I again would like to thank the

         24  members of the Council for their invitation for me

         25  to speak today, but more importantly, for your
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          2  interest in protecting New York City residents from

          3  becoming identity theft victims.

          4                 CHAIRPERSON REED: Thank you, both.

          5                 I know, Mr. Rauer, that you don't

          6  want to testify specifically about the legislation;

          7  is that right?

          8                 MR. RAUER: Yes. The Better Business

          9  Bureau doesn't lobby for or against legislation.

         10                 CHAIRPERSON REED: Right. So, I wanted

         11  to ask them a couple of questions.

         12                 I neglected to introduce our

         13  colleague on the Committee here, Council Member

         14  Gentile from Brooklyn.

         15                 Thank you for joining us today.

         16                 As I was listening to the testimony,

         17  and wondering where the responsibility is, and it

         18  sounds like there's -- because of the electronic

         19  world that we live in with credit cards, et cetera,

         20  which in this it seems your testimony, this is from

         21  Federal Trade Commission, the police, that the

         22  credit card is the biggest access point.

         23                 Has the federal government looked at,

         24  I guess through banking regulations, or an ID state

         25  regulation, making the banks who sort of almost
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          2  indiscriminately send out these offers to have

          3  instant credit, to make them in any way responsible

          4  for potential victimization through the mail, by

          5  virtue of sending -- I mean, I get at least one a

          6  week, so I'm sure like thousands of other people,

          7  you know, it just stacks up, and I was listening to,

          8  I guess it was the Police Department, telling me I

          9  should shred stuff, but it sounds to me like I'm

         10  almost having to shred every piece of quote/unquote

         11  junkmail that I get, because I get ten or 12 pieces

         12  of mail a day, and to open every single envelope to

         13  tear up the card becomes a big process.

         14                 So, are we looking at, you know,

         15  making the banks responsible when they send these

         16  cards out?

         17                 MR. COHN: I can answer that a couple

         18  of ways. The FTC, although it doesn't have

         19  jurisdiction over banks, we do have helpful advice

         20  we give to consumers on that.

         21                 Those are pre-screened credit offers,

         22  and typically, the better your credit, the more you

         23  get every week and every day.

         24                 Someone had a tip earlier, which is

         25  good, which is to opt out of those, getting those
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          2  offers, to call tollfree (888) 5OPTOUT and follow

          3  the instructions and that can reduce a lot of those

          4  coming in the mail.

          5                 MR. VAN DE MERLEN: I can't speak to

          6  any legislation, but I will say that at least from

          7  the point of view of the postal inspection service,

          8  the banks have been very cooperative in reporting

          9  loss information to us. Early on in this problem,

         10  when we were having trouble with stolen credit

         11  cards, the banks worked with us towards preventive

         12  ideas like blocked cards that require an 800 number

         13  to be called before the card can be activated. They

         14  work with the postal inspection service in other

         15  ways as well, to make sure that cars that don't get

         16  to their destinations are promptly reported to us

         17  for additional investigations.

         18                 So, I would say that the industry

         19  itself, because they have an interest in it, of

         20  course, to minimize their losses, has been

         21  progressive and interested in working with law

         22  enforcement at least in the investigation of these

         23  types of crimes, and the prevention of them to the

         24  point that is reasonable.

         25                 CHAIRPERSON REED: And the other thing
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          2  I was thinking, and unfortunately I'm not sure the

          3  Police Department is still here, but at least once

          4  or year or so you hear about someone who got

          5  arrested or got a ticket locally because they threw

          6  their mail in the trash receptacle on the street.

          7                 Brian, you're laughing, because we

          8  always hear this at least once a year. And I think

          9  we're all guilty of it, walking out of the house,

         10  you get all this junk mail and you're trying to go

         11  somewhere and so you throw it, so that's a fine to

         12  do that. But it also sounds to me as if that's

         13  probably not a smart thing to do, because you've

         14  basically put a lot of your own information right

         15  there in the public receptacle, somebody could just

         16  walk behind you and pick it all out.

         17                 I don't know if there's -- I guess

         18  there is probably a fine for going through the

         19  trash, I don't know, but you'd probably need to find

         20  that out from the Police Department.

         21                 Let's hear from the Better Business

         22  Bureau.

         23                 MR. RAUER: Thank you.

         24                 I apologize for any repetition, after

         25  everyone has spoken.
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          2                 Thank you to the City Council, to the

          3  Consumer Affairs Committee, for asking me here

          4  today. I'm submitting information on behalf of the

          5  New York Better Business Bureau and the Council of

          6  Better Business Bureaus.

          7                 You've heard that ID theft is the

          8  fastest-growing white collar crime in the US. I'm

          9  going to quote a couple of stats. Interestingly, FTC

         10  stats, as everyone else is quoting to Tom.

         11                 2003, taking it from a broader scope,

         12  the FTC did a survey that revealed 27.3 million

         13  Americans were victimized by some form of ID theft

         14  within the past five years. So, if you look back

         15  even beyond a year or two, you see that it's

         16  actually been an unbelievably huge problem in the

         17  last five years.

         18                 The survey also showed that last

         19  year's identity theft losses, and I think you had

         20  mentioned this, too, financial institutions and

         21  businesses, amounted to nearly $48 billion. So,

         22  obviously consumer victims have also been affected

         23  very, very strongly, and that's been 5 billion in

         24  out-of-pocket expenses to them, and that was last

         25  year.
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          2                 We've identified a variety of types

          3  of identity theft, many of which you've already

          4  heard. Your Social Security number, your Social

          5  Security card. That's simply the most valuable piece

          6  of identification they have, and that can cause the

          7  most problems if someone gets their hands on it.

          8  It's your main identifying number for tax purposes,

          9  for employment, for credit history, tracking

         10  purposes.

         11                 Credit cards, obviously there's been

         12  unauthorized charges on existing cards, new accounts

         13  that are opened under your name. Check fraud. Could

         14  be stolen checks, account numbers, forged

         15  signatures, something that obvious. It can be

         16  counterfeit checks, and with home computers now,

         17  with some of the programs they have, people can make

         18  very realistic counterfeit checks in your name that

         19  can be very passable in the field unfortunately.

         20  Scarily it's very simple to do that in many cases.

         21                 Cleaning solvent to alter checks.

         22  They'll take existing checks of yours, they'll use a

         23  little solvent, take off the name, the amount, sign

         24  it again at a new amount and cash it in your name.

         25                 Also, just entire checking accounts
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          2  that are opened in your name. They can use your

          3  Social Security number, and any bad checks that

          4  appear on your credit report from that account are

          5  your problems to deal with at that point.

          6                 One tip that we give, obviously, if

          7  you've had any checks that are stolen, misused, I

          8  mean notify your bank that day. Notify your bank as

          9  soon as you find out about it. Place a stop payment

         10  order, and actually close the account.

         11                 A lot of people actually do the first

         12  two steps, and won't actually close the account.

         13  People loathe to close accounts. Just close the

         14  account. The worst case scenario is you have more

         15  paperwork and you reopen a brand new account, but

         16  don't take chances with that.

         17                 Something else I think you may have

         18  heard mentioned is cellular telephone service. That

         19  has become a huge problem as well. People can either

         20  establish new cellular service in your name, there

         21  can be unauthorized calls that appear to stem from

         22  and are billed to your own cellular phone but

         23  they're actually not from you. And also using your

         24  calling card and pin number, those can be stolen and

         25  also used as well and ring up huge charges.
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          2                 If you think this has happened,

          3  contact your service provider, and just close the

          4  account immediately. You can get a new pin number, a

          5  new account number immediately and start fresh at

          6  that point. Don't mess around with the account and

          7  wait around for a week until you contact anyone.

          8                 Some recent scams that we've seen.

          9  Interestingly, phony identity theft prevention

         10  services. Someone may actually contact you and offer

         11  help with the problems that you've and to help

         12  prevent further identity theft, and tell you about

         13  all the problems that there have been and cite

         14  statistics to you. Meanwhile, what they're doing is

         15  actually asking for your driver's license number,

         16  your mother's maiden name, your Social Security

         17  number and account numbers. It will help them to

         18  protect you if you give them the most information,

         19  and what you've just done is become a victim of

         20  identity theft through this company.

         21                 If you aren't sure about them, you

         22  can check them out with us. You can check a variety

         23  of sources that you've already heard, check out the

         24  FTC site, but don't give out any personal

         25  information over the phone if you don't know with
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          2  whom you're dealing, if you have not been the one

          3  who has initiated it.

          4                 Again, be familiar with the

          5  organization beforehand. People can sound incredibly

          6  legitimate over the phone, but as soon as you ask

          7  them for their phone number, for their address, in

          8  many cases that can be enough to let them off the

          9  phone. They don't want to deal with it if you start

         10  asking them.

         11                 Phony internet account updates we've

         12  seen a lot of. Basically what that entails is that

         13  they'll say that your account information needs to

         14  be updated, your credit card has expired, something

         15  akin to that, so of course it seems logical to have

         16  your information, have basic information, they know

         17  what account you have, so you easily provide them a

         18  new credit card number, expiration date, new

         19  information. And again, you just become the victim

         20  of identity theft, updating your account, or

         21  seemingly updating your account.

         22                 It's very simple, no ISP is going to

         23  require you to update immediately on the phone that

         24  day. Let them know I'll call you back. And you call

         25  your provider directly with the phone number you
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          2  have for them, and it's coming to you, you're

          3  initiating it. They'll either tell you, yes, we did

          4  call you, in most cases that's probably not the

          5  case, or they'll say, no, we didn't and you just

          6  found out that you've prevented identity theft. So,

          7  again, that can help. But always check with them

          8  immediately before responding.

          9                 In terms of prevention, we tell

         10  people all the time don't carry things you don't

         11  need to carry. Very often people, you know, they

         12  have these very thick wallets, 25 credit cards,

         13  their Social Security card, everything else they've

         14  ever had in their life, you lose that, you're in

         15  some deep, deep trouble. Someone can steal, you

         16  know, every which way but Sunday if they find this

         17  information on you. If you use one or two cards and

         18  that's all you ever use, then carry those with you.

         19  Don't carry the other ten or the other 12 or your

         20  Social Security number or your ATM receipts, things

         21  like that. There's no reason to do that.

         22                 And also people often put account

         23  information on the outside of an envelope or a post

         24  card or things like that, no reason to do that,

         25  you're inviting trouble.
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          2                 If you have old or expired cards,

          3  don't leave them around in a pile, cut them up.

          4  Somebody will say cut them up, send them back to us,

          5  destroy them. The fact is that you're just inviting

          6  trouble if you're leaving them lying around the

          7  house, or lying around anywhere, if you have ten old

          8  cards. And I think most of us or many of us probably

          9  have three or four credit cards lying around

         10  somewhere.

         11                 ATM cards, a lot of people choose pin

         12  numbers that are very easily discoverable, if it's a

         13  birthday, something that's very obvious, and they'll

         14  use that for everything that they do. So, you find

         15  one, you found a way of access into someone's

         16  information all over the place.

         17                 So, choose something that's very hard

         18  to be discovered, and memorize it. Don't write it

         19  down on a little slip of paper and put it in your

         20  wallet, as sometimes people do. Then they find your

         21  wallet and they have immediate access to all your

         22  information.

         23                 And, again, don't give out personal

         24  information over the phone. People can sound very

         25  legitimate, you can always call them back, you can
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          2  check it out secondarily and then call them back if

          3  you have to, but don't give it out to an

          4  organization or an individual who you are not

          5  familiar with.

          6                 Something you've heard a lot from

          7  people is shredding credit card statements and bank

          8  statements and preapproved credit card offers. It's

          9  an amazing number of people that don't do this. It's

         10  a common thing, you can get ten offers in a week, 15

         11  offers in a week, you are inviting trouble. He has

         12  mentioned dumpster diving, that is a real common

         13  problem these days, and it can be that easy to steal

         14  someone's credit and information by just looking at

         15  their basic mail. I mean just go into their garbage

         16  they've taken out and they can have six offers

         17  sitting there, no one has ripped them up. Bank

         18  statements, no one has written them up. And again,

         19  it's not just ripping them up, it's shredding them.

         20  Shredding machines are very cheap these days. You

         21  can spend 50, 75 dollars, get a decent machine and

         22  shred all this information.

         23                 You mentioned opting out, which is

         24  very important, because some of us can get 15 or 20

         25  or 30 a week and it does become a little bit
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          2  onerous, so opt out and you'll probably decrease it

          3  by a huge percentage, you'll get very few in the

          4  mail, and those few that you get, just shred them.

          5                 Obviously, you've heard of ordering

          6  your credit report at least once a year from

          7  companies, if you've had huge problems, obviously,

          8  you should do more than once a year. You should

          9  check it every few months and make sure that nothing

         10  has changed, if you've already become the victim of

         11  one.

         12                 But there are many people out there

         13  who have never actually seen their credit reports,

         14  and it's very simple, it's easy to do. If you think

         15  you've been a victim of ID theft, it's free, and

         16  it's very cheap that you have it. I think it's $9

         17  still if you want to order it.

         18                 Internet users, again, try and

         19  regularly change your passwords. A lot of people

         20  don't do that. Choose very unique passwords.

         21  Continue updating your software, installation of a

         22  firewall --

         23                 CHAIRPERSON REED: You're saying

         24  change your password on the Internet periodically?

         25                 MR. RAUER: Yes. Though a lot of
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          2  people will have the same password for two and three

          3  years, in a given situation, you know, you should be

          4  able to change it regularly. And we say that to

          5  business owners as well who operate on the Internet,

          6  is that require people, don't just put it in their

          7  lap, require them to change their passwords

          8  frequently, every few months whenever you feel that

          9  it's necessary, and also on the consumer's end also

         10  try and change it. It just decreases a lot of the

         11  problems if you don't have the same password for the

         12  next three of four years.

         13                 You utilize anti-virus software,

         14  there's a lot of things you can do to protect

         15  yourself on the Internet and people just don't take

         16  the obvious steps.

         17                 Again, the firewalls, internet

         18  software, updated anti-virus software. When you're

         19  using public Internet terminals, which are becoming

         20  more and more popular, there are people that will

         21  sometimes, they'll log off a password protected

         22  account. They'll actually use it and leave

         23  information there for the next user to use and to

         24  steal. People forget that and there is public access

         25  to this information.
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          2                 When you're providing personal

          3  information, use it on a, do it on a secure server.

          4                 Basically you'll see this little

          5  padlock, it's a locked padlock on a browser page,

          6  it's a couple of other tips for that, but it's

          7  pretty basic, a lot of companies have secure servers

          8  now, but some don't and you're just inviting trouble

          9  if it's on a secure browser.

         10                 Some of the warning signs that you'll

         11  see. You get obviously bills for accounts you never

         12  opened, that's a basic one. Another basic one is

         13  unauthorized charges, or collection agencies

         14  suddenly contact you for bills you've never paid.

         15                 Something that's a little less

         16  obvious is a billing cycle passage, you never got

         17  your credit card statement. A lot of people don't

         18  think to check on that. Maybe it's considered a good

         19  month, I don't have to pay this bill, or maybe it's

         20  three or four weeks late, but don't assume anything

         21  is three or four weeks late. Always call your

         22  provider and find out why a billing cycle passed, or

         23  half a cycle passed and you didn't get your

         24  statement. If you get it the same time of the month

         25  every month and you don't get it, you could
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          2  definitely call and find out. It may have been

          3  diverted, it may be lost, it may be in someone

          4  else's hands, but you just lost valuable time if

          5  you've taken weeks until contacting someone on this,

          6  or if you never have at all.

          7                 Obviously bank statements. You could

          8  have transfer withdrawals, you don't remember. If

          9  you don't remember them, and a lot of people don't

         10  even go over their banking statements, go over it

         11  the day you get it. Look at it, look at the charges,

         12  and if you see 30 charges, a lot of times you'll

         13  gloss over them, if something stands out, if you

         14  don't know a charge, don't assume that it was

         15  necessarily your charge. Check it out, call the bank

         16  and find out.

         17                 Again, the onus is on you at that

         18  point, it's your statement, you're the one looking

         19  at it. If you wait a week or two weeks or never

         20  contact your bank, you're opening yourself up to

         21  trouble, if you contact them a year later when

         22  you've already become the victim of identity theft.

         23                 You also may find out that you've

         24  been rejected for a credit card or a mortgage, and

         25  at that point it may be too late to stop things
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          2  immediately and you may have a real problem on your

          3  hands correcting your identity theft, because by the

          4  time it affects being rejected for things, you may

          5  have been a victim months ago and just found out. He

          6  had mentioned 14 months, you may have found out

          7  that, you know, last year you were a victim of ID

          8  theft and you're only finding out about it now. So,

          9  take the steps immediately.

         10                 A lot of steps to correction that we

         11  mentioned, it seems obvious, but take action

         12  immediately.  I mean, everyone said this, I mean the

         13  day of, as soon as you find out, don't wait a week,

         14  don't wait two days. There are legal reasons why you

         15  shouldn't wait several days either, by the way.

         16                 Maintain all the records of

         17  correspondence for companies where you've been

         18  defrauded, every letter you write to them, certified

         19  mail, return receipt, track this. Track what you've

         20  done to protect yourself and the steps that you've

         21  taken.

         22                 File a report with the police. Keep a

         23  copy of it. You know, this is something you may need

         24  for proof with your credit card company, with your

         25  bank. So, again, always go to a local precinct and
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          2  file a report with them.

          3                 If you think that you're, and again,

          4  with the postal service, if you think it's been

          5  diverted to another mailing address, check with the

          6  postal service. You may find out that someone

          7  submitted a change of address form. And I understand

          8  that in the last year and a half or two years, they

          9  have actually upgraded their requirement for

         10  changing your address. It's not as easy as it used

         11  to be I think to change your address, and for good

         12  reason. So they've already been very proactive in

         13  taking steps, but it can still happen.

         14                 If you find out that you're not

         15  getting mail, someone else may have actually

         16  diverted your mail to them, they're getting your

         17  credit card offers, they're getting your statements,

         18  and it makes it very, very easy for them to steal

         19  your identity at that point.

         20                 Obviously, if your checks are stolen,

         21  if you notice any problems with your ATM card,

         22  contact your bank immediately.

         23                 When you're opening new accounts, ask

         24  for a password be used before any inquiries or when

         25  changes can be made to your account. Actually make
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          2  that a requirement before anyone can gain any access

          3  to it.

          4                 Obviously, you want to always contact

          5  the four departments of the major credit bureaus and

          6  ask them to flag your file as belonging to a

          7  possible fraud victim.

          8                 It's important to have your file

          9  flagged. That means if you've had one problem, you

         10  could have 20 problems down the road, make sure that

         11  they know that there is a big red flag there. If

         12  anything obvious comes down the pike they'll be

         13  flagging it and looking at it.

         14                 Obviously, request copies of the

         15  credit reports. Again, if you've had problems, don't

         16  wait a year or two years, request them regularly.

         17  And then, by the way, if you've already been the

         18  victim of identity theft, request a report then a

         19  few months later and see if it's been corrected. If

         20  the information is still there, or if it's already

         21  been corrected.

         22                 And, again, contact every creditor.

         23  If you think an account has been tampered with or if

         24  there's even a chance, contact all of your

         25  creditors, and let them know that either you have
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          2  been the victim or may be the victim so they're

          3  already on the lookout for potential problems down

          4  the road, rather than them contacting you two or

          5  three months later and finding out.

          6                 In terms of potential liability, I

          7  had mentioned to wrap up, but it's important to

          8  really be vigilant and do this the day of, if you

          9  can, as soon as you find out. If for credit cards,

         10  if the loss is reported before the card is used, you

         11  cannot be held responsible for the unauthorized

         12  charges, so you're in good shape there.

         13                 If it's been used before you reported

         14  it missing, the maximum liability should be $50 per

         15  card. ATM and debit cards don't offer the same

         16  protections. If it's reported missing before

         17  unauthorized use, the financial institution can't

         18  hold you responsible, if it's unauthorized as a

         19  withdrawal.

         20                 If you report it within two business

         21  days of discovery, you're limited to $50 liability.

         22  If it's after two days, within 60 days you're liable

         23  for up to $500, and finally, if it's after 60 days,

         24  you're potentially liable for all the funds taken

         25  from your account following those 60 days but before
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          2  you reported the card missing.

          3                 Finally, with checks, most states

          4  generally hold the bank responsible for losses if

          5  it's a forged check. You may be held liable,

          6  obviously, if you don't notify the bank in a timely

          7  manner that it was stolen, or if you don't monitor

          8  your account and you don't promptly report that it

          9  was not authorized as a transaction.

         10                 One final thing you can do is contact

         11  the major check verification companies. You can ask

         12  if they notified retailers using a database not to

         13  accept lost or stolen checks under your name, so

         14  they'll be on the lookout for that as well.

         15                 Finally, basic tips for businesses. A

         16  lot of businesses don't require certain information

         17  but they collect it anyway, and that's just creating

         18  a problem. They can ask for 50 different things,

         19  they only need one thing to identify you, and very

         20  often they only need it for one particular purpose,

         21  but they'll hold onto it forever or for years, if

         22  you don't need it anymore, destroy it, shred it, and

         23  it's just something else that can be identified and

         24  cause someone else problems. So, if you don't need

         25  it, shred it immediately.
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          2                 You should limit access to records to

          3  only people on a need-to-know basis.

          4                 It shouldn't be every person in the

          5  office has access to information. If there are 20

          6  people in the office, maybe two people need to know

          7  about it.

          8                 And if you have to, make sure that

          9  it's stored securely, it's password protected on

         10  computer terminals.

         11                 And one thing, I think someone

         12  touched upon this, but using Social Security numbers

         13  as a basic account number, it is generally

         14  completely unnecessary. We've seen it in the health

         15  industry, but in most cases it's not remotely

         16  necessary.

         17                 It may be easy for the business to

         18  use, but it should never be used as your identifying

         19  number. It's just creating a problem right there.

         20                 And, again, develop strict policies

         21  for your employees to follow on what they do with

         22  this information. If there's been a problem who to

         23  report it to. Many times you'll have people posing

         24  as governmental agencies, as health insurers, to

         25  extract information from people from your company
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          2  about your clients. That's putting you in a very

          3  precarious situation. So, make sure that you have a

          4  strict policy when people get these calls, anyone

          5  that works for you, what to do, what not to do, when

          6  it's authorized, when it isn't, and when not to

          7  release such information. And in most cases it's

          8  going to be extremely strict in terms of not

          9  releasing this information.

         10                 Finally, things like alarms and locks

         11  and keeping things secure and keeping your

         12  information and your computer terminal secure, are

         13  obvious things but a lot of companies don't do that.

         14  Again, having password protected terminals, so

         15  anyone who is sitting in their office doesn't have

         16  access to this.

         17                 We've seen reports in this past year

         18  or so on individuals who gain tremendous access to

         19  personal financial information. I think someone

         20  stole, it was 30,000 customers' information and

         21  things like that, and started to sell them. You have

         22  employees who they could have been working for your

         23  company for two weeks, they could have access to

         24  huge amounts of financial information. You've got to

         25  have stricter policies on this.
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          2                 And finally, these businesses, when

          3  they're operating on line, again, regularly changed

          4  passwords, limit access to the server, firewalls,

          5  virus protection, using encryption, things like

          6  that.

          7                 I've taken up enough of your time.

          8  Thank you for having me here today.

          9                 CHAIRPERSON REED: Well, thank you.

         10  You're information is always extremely useful, and I

         11  think we're well served by having you there at the

         12  Better Business Bureau. So, thank you.

         13                 I know that Council Member Gentile

         14  has at least one question. I have a couple and then

         15  we're wanting to hear from some people who have been

         16  victimized, and I'm trying to move us to be out of

         17  here at noon.

         18                 COUNCIL MEMBER GENTILE: Thank you,

         19  Mr. Chairman. And thank you to the panel for joining

         20  us today.

         21                 I'm curious, you mentioned the red

         22  flagging of the credit bureaus too, what, if any,

         23  proactive steps do they take?

         24                 Red flagging is a reaction to a

         25  consumer who calls and says that their credit card
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          2  has been stolen, they believe that there's been

          3  identity theft in some way, what, if any, proactive

          4  steps do the credit, major credit bureaus take in

          5  trying to reduce identity theft?

          6                 MR. RAUER: Well, I think one thing

          7  that is important is that actually, I mean it

          8  protects you in many ways, having them know this

          9  information. If you're trying to clear up your own

         10  credit, which is probably going to be your main

         11  concern with the actual credit agencies, if they

         12  already knew that you were a possible fraud victim,

         13  it should be a lot easier for you to give them

         14  information that's going to clear your credit up,

         15  and not have to sit on your credit for two or three

         16  years while you try and resolve it with them, if

         17  they already knew that you were a possible fraud

         18  victim, and it could be a matter of you finding out

         19  about it a lot sooner, as well if it's been flagged.

         20                 But very often, I should mention is

         21  that the first line of defense can actually be you

         22  get a call from a store that notifies that there's

         23  been some strange activity on your account. That's

         24  the most proactive you'll ever see, is if someone is

         25  standing there about to use your card and you find
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          2  out from the store that something odd has happened

          3  or has already used your card, and I mean this

          4  friend of mine got a call from Macy's telling her,

          5  and they actually did a great job, they told her

          6  that this didn't seem right, something was odd, it

          7  wasn't their usual spending, and they contacted them

          8  and it turns out that they were the victim of

          9  identity theft.

         10                 COUNCIL MEMBER GENTILE: That's the

         11  retail merchant.

         12                 MR. RAUER: Right, I'm saying very

         13  often the most proactive they're going to be is, is

         14  that's a step or move. Once you get to the credit

         15  reporting agencies, it's a step or move. Often it's

         16  already happened, and by the time it's gotten to

         17  them, yes, it's important that they flag it, but

         18  it's only so proactive they can be, because by the

         19  time it gets to them, you've already generally been

         20  the victim of it, and you've already gone through at

         21  least an extra step of problems. So the most

         22  proactive you're going to see is when you have

         23  stores, and, again, if you contact check

         24  verification companies that already put stores on

         25  alert about looking for certain things, and if you
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          2  contacted retailers that you may have been the

          3  victim of it, they're already on the lookout for

          4  this. So, they can either stop it before it happens

          5  and not accept a credit card, not accept a

          6  presentation of a driver's license that's under your

          7  name, things like that, and not actually make the

          8  sale, so it's actually stopped it right there, or

          9  they may have already made the sale and noticed if

         10  they look at their monthly receipt, that you've had

         11  an odd spending amount, that you spent $10,000 and

         12  you normally don't spend more than $100 a month

         13  there, they'll let you know about that so you can

         14  clear it up as soon as possible.

         15                 So, that's really your first line of

         16  defense. It's really secondary once it gets to the

         17  credit agencies, although it is still important to

         18  help clear up your credit at that point.

         19                 COUNCIL MEMBER GENTILE: But even that

         20  first line of defense is a voluntary gatekeeper, and

         21  if that doesn't occur, and the credit bureau sees a

         22  series of applications being made under a certain

         23  name, you have not seen, and maybe Mr. Cohn knows,

         24  from the FTC, there has been no proactive stance

         25  that the credit bureaus have taken. Because as you
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          2  say, really, the retail merchant catches it, it's

          3  fine, but if they don't, what responsibility or what

          4  pattern can you see from the credit reporting

          5  agencies?

          6                 MR. COHN: I'd like to point out a

          7  couple of things. We do have jurisdiction over

          8  credit reporting agencies, because we enforce most

          9  of their consumer credit statutes, including Fair

         10  Credit Reporting Act.

         11                 At the end of last year, Congressman

         12  Pressman enacted some amendments to the Fair Credit

         13  Reporting Act, that will take effect starting

         14  December of this year, that have some good

         15  requirements and protections for ID theft victims.

         16                 The credit reporting agencies will

         17  have to block potentially fraudulent information on

         18  consumer credit reports, as soon as the consumer

         19  submits a police report, that will prevent

         20  repollution of your credit report. So, that's

         21  something concrete that they will have to do.

         22                 They will also starting December,

         23  have to give a pre-credit report on request annually

         24  to everybody. So that will be a new nationwide

         25  standard, one annual free credit report upon
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          2  request.

          3                 Also, any consumer suspects she may

          4  be an ID theft victim can place a national fraud

          5  alert on their credit files. So, upon request to the

          6  victim, the credit report agency will have to place

          7  a nationwide fraud alert on the credit files,

          8  specifically notifying creditors about that victim

          9  and ID theft with respect to that victim.

         10                 COUNCIL MEMBER GENTILE: Excuse me,

         11  Mr. Cohn. Could you do that without having any

         12  suspicion of identity theft? Just do it as a

         13  preventive measure?

         14                 MR. COHN: I wouldn't recommend doing

         15  it as a preventive measure, because it will make

         16  your life more difficult as a consumer and somebody

         17  seeking credit but only in a situation where you

         18  suspect you may be a victim you should do that and

         19  that will be a new requirement for the credit

         20  reporting agencies to put that national fraud alert

         21  on.

         22                 And, finally, there is going to be a

         23  change with a truncation of your number on your

         24  credit card receipt for merchants. Starting next

         25  year merchants will have to truncate account numbers
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          2  so only the last five digits are printed.

          3                 That requirement will be phased in,

          4  depending on the equipment, but that will be a new

          5  requirement. Many merchants already do that now

          6  anyway, but that will be federal law starting

          7  beginning of next year.

          8                 COUNCIL MEMBER GENTILE: And does that

          9  also outlaw the use of carbons on credit card

         10  receipts?

         11                 MR. COHN: I don't think it

         12  specifically outlaws carbons. I'm not even seeing

         13  carbons too much anymore.

         14                 COUNCIL MEMBER GENTILE: Right.

         15                 MR. COHN: But these are all new

         16  requirements starting December of this year.

         17                 COUNCIL MEMBER GENTILE: December of

         18  this year?

         19                 MR. COHN: Yes.

         20                 COUNCIL MEMBER GENTILE: Mr. Cohn, you

         21  mentioned the sharing of data with different

         22  agencies.

         23                 MR. COHN: Right.

         24                 COUNCIL MEMBER GENTILE: But I see not

         25  listed here are the local police departments, and it
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          2  would seem to me that if somebody is a victim of

          3  identity theft, the first place they're going to go

          4  and the first agency they're going to call is the

          5  local police department, in this case the NYPD. But

          6  I don't see here any listing of NYPD or a local

          7  police department as the information sharing data

          8  that you use in your reports.

          9                 MR. COHN: Within New York City we

         10  currently have MTA police as members, but you're

         11  right, not NYPD yet. We recently provided them with

         12  -- they requested it and we provided them with

         13  information on how to sign up, and we certainly hope

         14  they will be signed up very quickly.

         15                 We have two forms that any potential

         16  member of Sentinel, any agency would have to fill

         17  out, one confidentiality form for the agency, and

         18  one user form for each actual computer user who

         19  would be using the system. So, as soon as we get

         20  those two types of forms from NYPD or any future

         21  member of Consumer Sentinel, we process those

         22  quickly and will get them signed up.

         23                 Once they are a member, they can both

         24  accept information and input information into the

         25  system. So, we hope they will be a member very soon.
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          2                 COUNCIL MEMBER GENTILE: So, in

          3  effect, the numbers in New York City might actually

          4  be much, much higher than you're reporting in that

          5  NYPD statistics are not included here.

          6                 MR. COHN: Correct. Because they're

          7  not a member yet, they have not been inputting

          8  statistics.

          9                 All of the statistics I have been

         10  talking about are input by consumers, as well as

         11  other members of Consumer Sentinel, right.

         12                 COUNCIL MEMBER GENTILE: What is the

         13  practical effect that a consumer contacting you to

         14  report to you, in addition to the NYPD? Is there any

         15  practical effect for an individual reporting to the

         16  FTC?

         17                 MR. COHN: It will just get into our

         18  database that much sooner. They report it directly

         19  to us because we have counselors on the line to help

         20  them, they can provide the victim with all the

         21  resources and referrals they need, at the same time

         22  as they take the complaint. And, again, any Consumer

         23  Sentinel member can provide that information also.

         24  These are the booklets we recently provided 6,000 to

         25  NYPD in both English and Spanish, and we hope they
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          2  will distribute them at every precinct.

          3                 COUNCIL MEMBER GENTILE: And there's

          4  one thing that you mentioned and I think mentioned

          5  by several others that really irks me, and this is

          6  the issue of the opting out. You know, why is it

          7  that consumers have to take the steps to opt out of

          8  a program that they never wanted to be in in the

          9  first place? Why is it that we should not have an

         10  opt-in provision, instead of an opt-out provision.

         11                 Is there anything on the federal

         12  level that we're considering in that regard, rather

         13  than opt out, that you have to opt into a program?

         14                 MR. COHN: It probably was considered

         15  in the recent amendments last year to the Fair

         16  Credit Reporting Act. I can't speak for the lobbying

         17  and the legislative history, but Congress decided to

         18  keep it opt out, and not only that but it preempts

         19  contradicting state laws, if the state had passed an

         20  opt-in, the Fair Credit Reporting Act still has

         21  preemption. So, I can't speak to why Congress did

         22  that, but that still is the federal standard.

         23                 COUNCIL MEMBER GENTILE: Mr. Chairman,

         24  just quickly, one quick question.

         25                 Mr. Cohn, could you just tell us a
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          2  little bit about this ID theft affidavit in the back

          3  of your FTC book and what it's used for?

          4                 MR. COHN: Sure. It's in our booklet.

          5  It's available in both English and Spanish, and it's

          6  the standard form the victims can complete that

          7  helps them dispute debts related to ID theft.

          8                 It will help you as a victim dispute

          9  something that the thief created, in other words.

         10                 COUNCIL MEMBER GENTILE: And do you

         11  file it anywhere?

         12                 MR. COHN: You should fill it out and

         13  make a copy and provide it to every creditor that

         14  you have a dispute with or you may have a dispute

         15  with, have multiple copies of your completed

         16  affidavit ready to provide to the bank or the

         17  creditor that explains your side of the story so you

         18  can dispute those debts that aren't yours.

         19                 COUNCIL MEMBER GENTILE: Just quickly,

         20  are these available in quantities?

         21                 MR. COHN: Yes.

         22                 COUNCIL MEMBER GENTILE: Okay.

         23                 MR. COHN: We were able to get 6,000

         24  for NYPD but normally we provide 50 to 500 at a

         25  time. They're always free, by the way. You can get
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          2  50 to 500 by e-mailing publications, with an S at

          3  the end, publications at FTC.gov or just call us at

          4  (877) FTC-HELP, and we'll send out 50 to 500 at a

          5  time.

          6                 COUNCIL MEMBER GENTILE: Great. Great

          7  information. Thank you, Mr. Chairman.

          8                 CHAIRPERSON REED: Thank you. A

          9  concern that I have, and Council Member Gentile was

         10  heading in that direction, about the statistics. I'm

         11  not trying to be number one here in New York on

         12  identity theft, though we try to be number one in

         13  New York on a lot of things but that's not on my

         14  list.

         15                 But I'm curious, what other cities,

         16  again, you know, we're always left asking the

         17  question, you say we're ninth, so we want to know

         18  what's before us and who is worse than us, but the

         19  question of the Police Department having to sign up

         20  with this Century Program, they're just now getting

         21  around to it, are all the other cities signed up? Is

         22  New York late in becoming a part of this?

         23                 MR. COHN: I'm not sure. I don't have

         24  off the top of my head which city and states, which

         25  law enforcement agencies at every level have signed
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          2  up. I only know that we do have nationwide and in

          3  other countries we have a total of over 900 separate

          4  numbers. There are different --

          5                 CHAIRPERSON REED: Well, there are

          6  some accuracy concerns I would think.

          7                 MR. COHN: Sure.

          8                 CHAIRPERSON REED: If you're saying

          9  the number of identity theft victims, et cetera, et

         10  cetera, and that's based on some police agency

         11  voluntarily signing up and letting you know the

         12  statistics, that's the only way you get the

         13  statistics, right?

         14                 MR. COHN: The majority of the

         15  statistics are directly from consumers themselves to

         16  the FTC, but I think about 40 percent are also from

         17  a number of agencies putting in complaints

         18  themselves, at every level of government, postal

         19  inspection service, FBI, others, so it's a

         20  combination of individual victims putting it in

         21  directly by calling us, and other agencies, in

         22  putting it both.

         23                 CHAIRPERSON REED: Well, it would also

         24  still seem to me to be that the credit card

         25  companies, and I know we're focusing mostly on that,
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          2  although that's only 40 percent, so you've got

          3  another 60 percent of identity theft that's

          4  problematic from a lot of other different methods of

          5  people stealing your identity, but we're sort of

          6  focusing on credit cards, but it clearly is still

          7  profitable for a credit card company to almost

          8  indiscriminately send out these cards, because at

          9  the same time that we're, it seems to me, that we're

         10  talking about over 100 percent, 130, something like

         11  that, percent increase in the last year in the

         12  number of victims, we're also seeing an increase in

         13  the number of cards that the banks are sending out

         14  to people.

         15                 So, I think what the Council member

         16  was talking about in terms of whether you opt in or

         17  you opt out, even though you're saying the banks are

         18  trying to be cooperative because in fact they are

         19  the ones really absorbing the most of the law around

         20  the merchandise particularly, there still seems to

         21  be a decision made that it's worth doing, because

         22  they continue to send out cards, they continue to

         23  sort of feed the crime so-to-speak, so we're seeing

         24  more victims and we're still seeing the credit card

         25  companies sending out the opportunities for there to
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          2  be a crime; does that sound correct to you?

          3                 MR. COHN: Yes. Actually there's more

          4  factors also. We don't know for a fact if that 40

          5  percent related to credit cards is strictly from the

          6  offers being sent out in the mail themselves that

          7  you're talking about. They shouldn't be sending our

          8  cards, by the way, they're sending out offers for

          9  cards. I don't know if it's from compromising those

         10  pieces of mail or if it's from actually stealing

         11  somebody's credit card or credit card number like at

         12  a point of purchase, at a shop or at a store, in

         13  your workplace, in your home, it can really happen

         14  anywhere, ID theft. The tips everyone has given

         15  really apply, whether you're at home, at work,

         16  shopping, on-line, off-line, there's lots of

         17  different ways that that 40 percent related to

         18  credit cards could happen.

         19                 CHAIRPERSON REED: Thank you all very

         20  much.

         21                 MR. COHN: Thank you.

         22                 CHAIRPERSON REED: I'd like to have

         23  our final panel and have Ms. Arlene Burger, Lawrence

         24  Friedman, Larry Aronson, and Susan Craine of NYPIRG.

         25  I also want to acknowledge -- I'm sorry I
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          2  overlooked, and I didn't mean to, Mr. Wynter

          3  Galindez, yes, who is here representing

          4  Assemblywoman Cathy Nolan who is the Chair of the

          5  Banking Committee and the Assembly. She also has

          6  some testimony, we'll take that in just a minute,

          7  but I just wanted to acknowledge, please take your

          8  seat.

          9                 The Sergeant-At-Arms will get your --

         10  right there behind you. She gestured wrong, pay her

         11  no mind. That gentleman right there will take it.

         12                 You know, I also think that even

         13  though you're able to opt out now in terms of this,

         14  of the unsolicited, the unrequested telephones, you

         15  know, there's an 800 number you can call and they

         16  can stop, personally I'm getting every

         17  not-for-profit I've never heard of before calling

         18  me, and I would think that that's also part of the

         19  scam now to say that they're still able, without --

         20  they're not prohibited by legislation to call us. I

         21  don't know what anybody else's experience has been,

         22  but I now have three calls a day on my answering

         23  machine from a, quote, not-for-profit trying to get

         24  my money. And I have gotten to the point where I

         25  don't care who it is, I don't tell you my business
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          2  over the phone because there's no way to figure out

          3  if this is Channel 13 or this is whatever it is,

          4  unless you call them back.

          5                 First, I want to thank you all for

          6  coming. I know that you've had some real terrible

          7  experiences.

          8                 Just one second.

          9                 And I know that the difficulty that

         10  you've had is certainly personal and I appreciate

         11  your coming. We want to try to give you as much time

         12  as possible, but if you could make your individual

         13  situation as brief as possible, that would also be

         14  appreciated.

         15                 Miss Burger.  You wanted to go last?

         16  Okay, I didn't know we had all flipped a coin there.

         17                 Who wants to go first? Yes, sir.

         18                 DR. FRIEDMAN: Council Member Reed,

         19  members of the Committee, thank you for the

         20  opportunity to speak to you.

         21                 Several questions have been raised

         22  about doing something --

         23                 CHAIRPERSON REED: I'm sorry, you need

         24  to begin by identifying yourself for the record.

         25                 DR. FRIEDMAN: I'm Dr. Lawrence F.
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          2  Friedman. I am here on my own behalf in representing

          3  the Identity Theft Resource Center.

          4                 The question of proactive action has

          5  been raised, and I think my experience speaks to

          6  that. It started more or less like other identity

          7  thefts, I found out a couple of years afterwards,

          8  had very little trouble clearing up the mess because

          9  it was a relatively low attack, low-key attack.

         10  However, about a year afterwards, this would be

         11  April 2002, I received a call from someone at Dell

         12  Financial Services. This is a separate corporation

         13  that finances purchases of Dell computers.

         14                 Let me preface this by saying that I

         15  had naturally placed fraud alerts on all my, with

         16  all the credit reporting agencies, in fact, I

         17  followed all the recommendations that are supposed

         18  to protect me.

         19                 So, I received a call from this

         20  person who identified herself as a representative of

         21  DFS, and asked me if I had initiated a purchase of

         22  computer equipment amounting to something like

         23  $6,000 in total, of which $4,867.81 was to be

         24  financed.

         25                 I told her that I absolutely had not
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          2  placed that order. I asked her what address had been

          3  used, and found out that it was an address that had

          4  been used in previous fraudulent uses of my name and

          5  Social Security number.

          6                 The following day Dell made the sale,

          7  which means DFS extended the credit. My first

          8  inkling that the sale had gone through was the

          9  following August when I received a call from a

         10  collection agency, which using my name and Social

         11  Security number had gone back to the credit

         12  reporting agencies, gotten my true home address, and

         13  was now trying to collect the $4,867.81 from me.

         14                 Now, the interesting thing is that

         15  the address used in every instance by the imposter

         16  or the imposters was not mine, not the billing

         17  address, not the shipping address, and this should

         18  really have raised a flag on the part of the credit

         19  granters. And this is where I think the gap is.

         20  Every instance of identity theft at some point

         21  involves an imposter approaching a credit granter,

         22  and I'm using this term generally for any retailer,

         23  anyone who is going to extend credit or services

         24  bank loans, someone approaches a credit granter

         25  using information that is not his. In the vast
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          2  majority of the attempts, it's a pretty transparent

          3  attempt and something as simple as checking the data

          4  against the credit bureau data should point up the

          5  discrepancy.

          6                 In two cases in my experience, the

          7  credit granter simply reported the erroneous

          8  addresses to the credit bureau and I wound up with

          9  three current addresses, which caused them to flag

         10  the account as potentially fraudulent, and that's

         11  how I found out I had been a victim.

         12                 CHAIRPERSON REED: How much money were

         13  you ultimately out?

         14                 DR. FRIEDMAN: Nothing. Never cost me

         15  a penny.

         16                 CHAIRPERSON REED: It sounded to me

         17  like you had two experiences. You said it already

         18  changed your address once?

         19                 DR. FRIEDMAN: No, no, no. They had

         20  changed my address with the credit bureau.

         21                 CHAIRPERSON REED: I'm sorry. Right.

         22                 DR. FRIEDMAN: Actually, they didn't

         23  change it. Somebody asked about the Credit Bureau's

         24  taking action or -- in my experience the credit

         25  bureaus are a totally uncritical dumping ground for
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          2  data.

          3                 CHAIRPERSON REED: Right.

          4                 DR. FRIEDMAN: Somebody reported by

          5  birth date as November 15th, 1976.

          6                 CHAIRPERSON REED: That was generous.

          7                 DR. FRIEDMAN: Thank you very much. Of

          8  course, I hadn't met them face-to-face so it's less

          9  of a compliment, and it seems when I told the credit

         10  bureau it was wrong, they said they'd take it off,

         11  when I told them what it should be, they told me I

         12  have to give them a birth certificate. But the store

         13  can send them a typo and that goes on my account,

         14  okay?

         15                 So, I think the legislation before

         16  the Council --

         17                 CHAIRPERSON REED: And the store

         18  doesn't necessarily look to verify that information

         19  either. You just fill out the form.

         20                 DR. FRIEDMAN: Well, yes. But what the

         21  store is supposed to be able to do is to check what

         22  I've given them against what the credit reporting

         23  agency has, and it should raise a flag if there are

         24  discrepancies.

         25                 The problem is if they simply put
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          2  down the wrong information and report it to the

          3  credit bureau, then the credit bureau just enters

          4  that in my file and they now have the erroneous data

          5  in there as well, I have to go in and clean it up

          6  and they want documentation.

          7                 CHAIRPERSON REED: How much time did

          8  you have to spend in trying to get the records,

          9  clearing up your records?

         10                 DR. FRIEDMAN: Well, it went on over

         11  quite a period of time.

         12                 CHAIRPERSON REED: A year, two years?

         13                 DR. FRIEDMAN: No, it wasn't that bad.

         14  But it was sporadic. I mean, I had the thing -- I

         15  thought I had it licked, and then DFS went in and

         16  violated the fraud alert.

         17                 Incidentally, I filed a complaint

         18  with the Attorney General of the State of Texas, it

         19  turns out there's absolutely nothing wrong with

         20  violating the fraud alert. In fact, there's nothing

         21  wrong with violating the fraud alert in New York.

         22  California has a law that would have gone into

         23  effect in July had it not been preempted by federal

         24  legislation that would have required somebody seeing

         25  a fraud alert to take reasonable steps to assure the
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          2  identity of the person they're about to do business

          3  with.

          4                 CHAIRPERSON REED: I appreciate that.

          5                 DR. FRIEDMAN: Reasonable steps as yet

          6  to be undefined.

          7                 What this Committee could do, at

          8  least with DCA, Consumer Affairs licensees, is

          9  encourage by whatever means practicable, licensees

         10  to make sure they know who they're dealing with.

         11                 CHAIRPERSON REED: Thank you very

         12  much.

         13                 Mr. Aronson.

         14                 MR. ARONSON: Good afternoon. I'd like

         15  to thank the Council for the opportunity to make my

         16  remarks. My name is Larry Aronson. I live and work

         17  in Manhattan, and I'm the owner of a small internet

         18  consulting firm, I'm also the Executive Director of

         19  a non-for-profit foundation for helping young

         20  actresses and actors in New York.

         21                 Because I wear two hats, it's

         22  convenient for me to keep the website for the

         23  non-profit foundation on the machine in my home

         24  office, and I commonly watch the log of that machine

         25  to see what happens. And what I observed about a
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          2  month ago, on Wednesday, January 28th, was somebody

          3  using my website to verify stolen credit card

          4  numbers in a batch. And upon further investigation I

          5  was able to trace this person to a proxy server in

          6  Indonesia.

          7                 The information they left -- well,

          8  perhaps I should go back a little bit and explain

          9  the process of how somebody makes a donation using

         10  the website.

         11                 They come to my site, which is

         12  LTBLF.ORG, they go to my donation page where I

         13  collect their name and address for my database, and

         14  then I send them to a payment gateway processor, in

         15  this case it's a company called authorize.net, and

         16  what it does is authorize the credit card

         17  transaction, and either clears it or doesn't and

         18  then informs the merchant services provider, in my

         19  case that's a company called NPC, to actually

         20  transfer the funds from the buyer's card issuing

         21  bank to my bank account. And what I saw was a series

         22  of transactions that were coming back from the

         23  payment gateway, authorize.net, back to my site in a

         24  period of about ten minutes, 27 hits. Now, I could

         25  not possibly get 27 donations in ten minutes so it
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          2  indicated that somebody was having difficulty.

          3                 I was not able to identify the

          4  machine directly. I had to use some Internet tools

          5  to find out it was a proxy server in Indonesia. The

          6  information they left in my database, the name and

          7  address, was garbage. It was literally somebody just

          8  rolling the left fingers of their hand over the

          9  keys, so the phone number was 23232323, the name was

         10  cvvbccb, something like that. So that really alerted

         11  me. I was subsequently informed by e-mail from the

         12  payment processor that two transactions were posted,

         13  both for $50, one of which was denied, and the other

         14  which was accepted on a card issued by a non-US

         15  bank.

         16                 I called the payment processor --

         17                 CHAIRPERSON REED: The card was issued

         18  by a non-US bank?

         19                 MR. ARONSON: Yes, sir. It's important

         20  to realize that I'm not the victim here, I watched

         21  somebody else being victimized by using my site. And

         22  the thief got to my site by searching on google for

         23  the string donate plus authorize.net. In other

         24  words, they were not looking for a website that had

         25  to do with young actors and actresses struggling in
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          2  New York, but they were looking for a donation site

          3  that specifically used this payment processor, and

          4  the reason they chose my site is that since I do not

          5  have to ship goods, I do not require address

          6  verification, nor do I need that little extra number

          7  that's on the back of the card. I simply take a

          8  credit card number, an expiration date, and that's

          9  sufficient for a donation.

         10                 CHAIRPERSON REED: And that's true for

         11  all forms of donations on the computer, to your

         12  knowledge?

         13                 MR. ARONSON: To my knowledge, unless

         14  the merchant decides to do additional verification,

         15  all you need is a number and an expiration date. You

         16  do not need a name, you do not need a zip code or

         17  anything else, to actually effect a transfer of

         18  funds.

         19                 I called authorize.net, or actually

         20  wrote them e-mails and they sent me back basically

         21  boilerplate information about how to protect my

         22  account, very much like the gentleman from the

         23  Better Business Bureau provided us here today.

         24                 I wrote them back again saying that I

         25  was not a victim, that we were both being used in
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          2  some kind of scheme to batch verify stolen credit

          3  card numbers, and that I was informing them of this

          4  fact as I was required to by my terms of service

          5  agreement, to report fraud any time I saw it.

          6                 They made it clear that as long as

          7  the credit card transaction was authorized and

          8  cleared, they had no part of it, it was between me

          9  and my merchant services company, the buyer and the

         10  buyer's issuing bank.

         11                 I called my merchant services company

         12  and they were very helpful, but they, again,

         13  disclaimed any real responsibility because as far as

         14  they were concerned it looked like a legal

         15  transaction.

         16                 They gave me the address of the FBI's

         17  Internet Fraud Complaint Center, and I went there,

         18  but not being able to identify either the victim or

         19  the theft, or even the place of crime, there was

         20  nothing I could report.

         21                 I refunded the $50 transaction and I

         22  was out $1.53 in fees for handling that. But I wrote

         23  all this up and I posted it to an e-mail discussion

         24  list called "The Whack List," this is the Worldwide

         25  Web Artist Consortium. It's the user group for
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          2  internet professionals in New York City and the

          3  surrounding area and the discussion list has about

          4  1,200 subscribers. And just briefly, I would like to

          5  read what we all came to the conclusion about, a

          6  number of points:

          7                 That credit card fraud is global.

          8  It's organized and technically sophisticated. Stolen

          9  credit card numbers can be verified as being still

         10  active and valid within minutes after they're

         11  lifted, and then they can be transferred to somebody

         12  else to be actually used to purchase within minutes

         13  after that. Everything happens on the internet

         14  globally at high speed. There is no global or no

         15  international law enforcement agencies that I know

         16  of that's addressing the global aspects of this

         17  problem.

         18                 What I observed happens on a large

         19  scale and it's probably unobserved. There's very few

         20  website operators that take the time to examine

         21  their logs for suspect transactions, and most

         22  foundations that would be accepting donations on a

         23  larger scale would not notice an occasional

         24  anonymous donation.

         25                 Fraud is built into the fee structure
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          2  of the interlinked financial institutions that have

          3  to handle these payments on the Internet, and

          4  essentially fraud finds discomfort in their

          5  disclaimers of liability.

          6                 The customer eventually eats up the

          7  cost in higher prices and the merchant eats up the

          8  cost in higher fees. There's little disincentive to

          9  combat fraud. After all, as one person said, the

         10  thief needs a bank account to deposit his profits,

         11  and the victim needs a loan to cover his losses, and

         12  everybody buys more insurance. And small vendors are

         13  especially vulnerable and they're often forced to

         14  pay higher fees, if there are too many irregular

         15  transactions on their account. And stronger security

         16  measures may be very costly to implement and might

         17  even involve significant changes in merchant and

         18  consumer behaviors, like encryption keys.

         19                 I'd like to thank the Council again

         20  for this time today, and that's it.

         21                 CHAIRPERSON REED: Thank you very

         22  much.

         23                 MR. ARONSON: I'll answer questions.

         24                 CHAIRPERSON REED: There may be some

         25  questions after we hear from the whole panel, and I
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          2  certainly appreciate your patience.

          3                 Miss Burger.

          4                 MS. BURGER: I'd like to thank you,

          5  Councilman Reed and members of the Council, for

          6  allowing me to express my voice in this regard.

          7  Thank you.

          8                 I'm a victim of crime.

          9                 CHAIRPERSON REED: Could you please

         10  state your name?

         11                 MS. BURGER: Oh. My name --

         12                 CHAIRPERSON REED: Push your

         13  microphone down actually.

         14                 MS. BURGER: Okay.

         15                 CHAIRPERSON REED: There you go. It

         16  might be easier for you.

         17                 Take your time.

         18                 MS. BURGER: It's a little different

         19  than what I'm used to.

         20                 CHAIRPERSON REED: All right. Well,

         21  take your time.

         22                 MS. BURGER: Performing, but not oral

         23  exposition, all right, or discourse.

         24                 I'm a victim of crime, both credit

         25  card, identity theft, and also of sale of a home,
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          2  where my name was used fraudulently and forged on a

          3  deed, but I don't want to go into that now because

          4  I'm involved with that situation at this time.

          5                 CHAIRPERSON REED: I don't want to

          6  continue to interrupt you, but please state your

          7  name.

          8                 MS. BURGER: Oh, again? My name is

          9  Arlene Burger. Thank you. Okay.

         10                 I'd like to thank Councilman Reed and

         11  the members of the Council for letting me voice my

         12  feelings about these bills, and for supporting them

         13  and trying to get them passed.

         14                 We're in dire need of these controls

         15  in New York. I lost a home as a result of identity

         16  theft, and all the contents and all my memories,

         17  everything concerned with my life and my career.

         18  Also, my identity was used in Rhode Island to the

         19  tune of $10,000. Someone used my name, claiming that

         20  they were employees of a utility company in Rhode

         21  Island. I had a great deal of difficulty, I'm still

         22  trying to get my credit resolved. When I contacted

         23  all the three bureaus, they send different kinds of

         24  forms, they're very convoluted, there's no paradigm,

         25  you know, amongst the three bureaus, so that it's
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          2  easier for the consumer, and what I don't understand

          3  is why we should be red flagged and treated like the

          4  criminal, instead of the criminal being penalized

          5  once stringently, why do we have to pay for this for

          6  the rest of our lives once our credit is resolved?

          7                 We shouldn't have to be victims of

          8  that after the fact. So, that's my feelings about

          9  that.

         10                 I also called the FTC. I found out

         11  that they used the data information for surveys.

         12  They do nothing in the way of assisting us except

         13  for referral. So, you're bounced from one agency to

         14  another.

         15                 CHAIRPERSON REED: Can you tell us

         16  then how your identity was stolen?

         17                 MS. BURGER: There was a criminal ring

         18  involved. I'm disabled and I was targeted from the

         19  computer from some, I guess information, you know,

         20  on the Internet, I don't know. You know, I don't

         21  know how they got my information. A lot of it was

         22  inaccurate, but they used it, and they used a phony

         23  license in New York, and --

         24                 CHAIRPERSON REED: A driver's license

         25  from New York State?
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          2                 MS. BURGER: Yes. And I believe the

          3  ring that was involved was perfect licenses.

          4                 There was a woman who impersonated

          5  me. I wasn't even at the closing. I wouldn't sell my

          6  home, you know, and --

          7                 CHAIRPERSON REED: Someone was able to

          8  impersonate you and get a bank loan and to sell your

          9  house?

         10                 MS. BURGER: There was a whole ring

         11  involved.

         12                 CHAIRPERSON REED: And to sell your

         13  house?

         14                 MS. BURGER: There are many rings

         15  involved. There was an eye-witness investigative

         16  report two weeks ago that Sarah Wallace brought to

         17  you.

         18                 CHAIRPERSON REED: And when did you

         19  find out that you had lost --

         20                 MS. BURGER: And I have also been on

         21  eyewitness news several times.

         22                 CHAIRPERSON REED: When did you find

         23  out -- but you're in the City Council now -- when

         24  did you find out that you had actually lost your

         25  home?
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          2                 MS. BURGER: After the fact. After it

          3  was sold. And I had to track it down. I was staying

          4  with a relative, he was ill. So I wasn't home. I had

          5  been home four days before this happened, and I was

          6  going to school, trying to get back on my feet,

          7  because I was injured, I have traumatic brain

          8  injury. This person posed in a wheelchair with

          9  lymphoma, claiming she was me. I don't have

         10  lymphoma, thank God, but they used these ploys in

         11  order to take over someone else's life, you know,

         12  their names. There were a lot of deeds signed

         13  fraudulently by forging signatures, and that's how

         14  it was sold.

         15                 I don't know why the property office

         16  did not catch this.

         17                 CHAIRPERSON REED: The property office

         18  of the bank that issued the mortgage?

         19                 MS. BURGER: No, no, no. The county

         20  property office. It had to pass through that. It's

         21  still in litigation so I can't really discuss it

         22  fully. I am more concerned about how my credit was

         23  used out of state to the tune of $10,000, that's why

         24  I'm here. That's why I was asked to come, but I

         25  would like to see a bill for the home-owner to
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          2  prevent property theft. There's not enough

          3  regulation of the banks when they deal with these

          4  relators or mortgage funders, who are involved in

          5  these rings. Lawyers are involved, and realtors and

          6  mortgage funders, and all this is going on, and

          7  there's not enough regulation. There's no

          8  enforcement. There may be inspectors if you file a

          9  report that you get filed away. And there's no one

         10  to really assist you at the time. So, you float

         11  around from one agency to another, you're ferreted

         12  around in the system, and that's not the way we

         13  should be treated if we pay taxes and we're living

         14  in a community, you know, in a City, in a State.

         15                 New York is the only state until

         16  recently that didn't have a fraud law. I mean, most

         17  of the other states have identity theft laws and

         18  fraud laws.

         19                 I'm glad to see, in reading the

         20  briefing while I was waiting, that some of these

         21  bills are in the process of being enacted, and some

         22  have been cast into law already Upstate.

         23                 CHAIRPERSON REED: Thank you very

         24  much.

         25                 MS. BURGER: But I would like to see
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          2  controls. Why can't the FTC help us? And why are the

          3  credit bureaus not supportive to us as victims of

          4  crime? Because we suffer from this, even after it's

          5  resolved.

          6                 CHAIRPERSON REED: I think you make a

          7  very good point. I don't know, I mean it seems to me

          8  that the balance is in their favor enormously. I

          9  mean, it's very difficult to clean up your credit,

         10  there's an assumption that you're guilty, and you

         11  often times find this out when you apply for

         12  something even irrespective of this issue of theft

         13  of your identity, I don't know, it's part of what

         14  we're trying to explore today, is to understand who

         15  gave these credit cards -- credit companies the

         16  authority to control our lives, and then if that's

         17  the case, do they have responsibility then for when

         18  theft of our identity is happening, because they

         19  certainly control our ability to borrow money at

         20  some reasonable rate by some arbitrary rating that

         21  they put there, and I keep hearing from people how

         22  difficult it is to get that rating knocked back down

         23  once it goes up even erroneously.

         24                 So, I think you've raised some very

         25  good questions. I'm not sure we can answer them all

                                                            112

          1  COMMITTEE ON CONSUMER AFFAIRS

          2  here today.

          3                 MS. BURGER: I have one more point.

          4  Everything was wrong on the phony license. It wasn't

          5  my photo, my birth date was wrong, the address was

          6  misspelled, the zip code was wrong. There was

          7  nothing accurate. No way of checking accuracy.

          8                 CHAIRPERSON REED: But it was

          9  accepted, in other words?

         10                 MS. BURGER: Yes. And how can these

         11  things, when the banks put us through such scrutiny

         12  in order to get loans, I mean the average person --

         13                 CHAIRPERSON REED: Exactly, right.

         14                 MS. BURGER: Why could something like

         15  this be sold overnight in one day and have

         16  everything cleaned out, that was mine taken from me?

         17                 CHAIRPERSON REED: Thank you. Again,

         18  I'm sorry to hear that.

         19                 Ms. Craine.

         20                 MS. BURGER: I'm here to support --

         21                 CHAIRPERSON REED: The legislation.

         22                 MS. BURGER: -- The legislation. I

         23  would like to help author a bill for home property

         24  protection, you know, theft, against fraud and

         25  identity theft, against that happening in the City
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          2  and the State. I don't want to see any --  three

          3  people went through the same thing that I went

          4  through, not through the same forces, but through

          5  similar forces, just two weeks ago, and I saw it on

          6  the news.

          7                 CHAIRPERSON REED: Thank you.

          8                 MS. BURGER: Sarah Wallace also

          9  investigated me three times.

         10                 CHAIRPERSON REED: Thank you very

         11  much.

         12                 MS. BURGER: Yes.

         13                 CHAIRPERSON REED: Ms. Craine.

         14                 MS. CRAINE: Thank you, Council

         15  Member. I'll be brief.

         16                 My name is Susan Craine, and I'm a

         17  consumer advocate with the New York Public Interest

         18  Research Group, NYPIRG. I'm here to discuss one area

         19  of fraud that we're starting to see that we think

         20  the Council could possibly address. I'm also here

         21  personally because in the past year, myself, my

         22  sister and my father were all victims of some type

         23  of identity theft type fraud. I lost an ATM card,

         24  and I ended up -- I noticed it was missing two hours

         25  basically, in between last use and theft, reported
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          2  theft. Someone had taken about $350 out of my bank

          3  account.

          4                 My sister ended up not receiving her

          5  credit card she applied for. That resulted in about,

          6  I believe a couple hundred dollars worth of charges

          7  on this credit card. And then my father's was used

          8  out of state twice for, one was a penny, and then

          9  the very next charge was a couple of thousand

         10  dollars. Everything was rectified. We were able to

         11  clean everything, you know, clear everything up,

         12  but, you know, this all happened in a very short

         13  period of time, and it brought to both my attention

         14  and my organization's attention how this is starting

         15  to snowball and we're starting to see more and more

         16  occurrences of people having to spend lots of time

         17  and lots of sometimes losing some money regarding

         18  clearing up their identities.

         19                 One area that we are particularly

         20  concerned about is unlicensed ATMs. We have done a

         21  lot of work about ATM fees in the past couple of

         22  years, and what we have noticed is that when the

         23  surcharge ban was lifted, there was a surge of

         24  unlicensed privately owned ATMs. And right now in

         25  New York State you don't have to register, go
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          2  through any specific registry.

          3                 And finally, we knew this might come

          4  some day, but we're starting to see incidents where

          5  people are using these private ATMs to keep people's

          6  account information and pin information, and then

          7  taking those cards, those numbers and those pins,

          8  putting them on fraud-type cards, then going to

          9  regular banks, such as, I included an article in my

         10  packet, of going to Chase and CitiBank ATMs and

         11  taking out about $225,000 from people's accounts.

         12                 So, we feel that the Council should

         13  possibly take the step of creating some type of

         14  registry for private ATMs. There is an estimated

         15  100,000 private ATMs in the United States, but

         16  nobody really knows because there is no registry. We

         17  think that --

         18                 CHAIRPERSON REED: Remind me, Ms.

         19  Craine.

         20                 MS. CRAINE: Yes.

         21                 CHAIRPERSON REED: You said once the

         22  ban or the fees were lifted? I'm not familiar with,

         23  or at least I've forgotten.

         24                 MS. CRAINE: There was, until 1996 a

         25  ban on something that is called a surcharge. What
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          2  happened is banks were able, after 1996, to charge

          3  customers who are using ATMs, that are not within

          4  her bank, an extra fee. When they realized the banks

          5  could do this, then entrepreneurs also started to

          6  purchase their own ATM machines, that way they could

          7  charge that surcharge as well, and essentially

          8  making some profit off of this transaction. So, now,

          9  most customers have to pay two fees, have to pay the

         10  surcharge fee, which goes to the owner of the ATM,

         11  whoever it happens to be, then there is usually a

         12  form withdrawal fee, which is the one --

         13                 CHAIRPERSON REED: I understand now

         14  what you meant.

         15                 I'm sorry. We will be having a

         16  hearing on ATM machines, the fees, on possible

         17  regulation of this the next couple of months.

         18                 MS. CRAINE: That would be great.

         19                 CHAIRPERSON REED: I'm glad you're

         20  raising it.

         21                 MS. CRAINE: There are specific

         22  points, but we just do -- we feel that ATM owners

         23  should go through some type of financial and

         24  criminal background check before they're allowed to

         25  attach themselves into the NYCE system and the Plus
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          2  system. We just feel that it's becoming way too

          3  common that consumers are experiencing all types of

          4  fraud, and this is one way that the Council can step

          5  in and try to alleviate that problem in some way.

          6                 Thank you.

          7                 CHAIRPERSON REED: Well, thank you.

          8                 It's certainly one of the things that

          9  the staff and I were discussing today, was also the

         10  issue of right now really the legislation only

         11  speaks to businesses that are licensed by DCA. But

         12  you now see in a lot of bars they have ATM machines.

         13  Virtually every place has an ATM machine.

         14                 So, I think the point that you're

         15  making, do those people have to be licensed? Who

         16  checks on the company or the business itself? Do

         17  they just somehow purchase the machine? And how do

         18  we hold them in fact responsible? I certainly know a

         19  lot of people who try not to use those ATMs, but,

         20  you know, sooner or later we've all found ourselves

         21  at that moment when you just really need some cash

         22  and you don't know the bodega in the neighborhood,

         23  but you're going to go put your card in there anyway

         24  because you've just got to have some cash. So, I

         25  think the suggestion that you make, and we'd like to
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          2  hear from other people.

          3                 But I think it makes sense, that

          4  there ought to be some registry, the businesses

          5  themselves, I would imagine that there are

          6  businesses that set themselves up specifically to be

          7  able to put a machine there and steal your identity.

          8                 MS. CRAINE: The articles that I

          9  included, it seems that there's a whole, there are

         10  rings of individuals who are thinking like that, and

         11  saying, okay, if we set up an ATM in a store that,

         12  for example, doesn't have a bank branch, so it's not

         13  even though the customers or the residents can at

         14  least go to the bank. They don't really have any

         15  other choice, they have to go and use these type of

         16  ATMs, if they have an ATM card, and there are

         17  individuals who are definitely thinking along those

         18  lines of how we can get that account number.

         19                 MR. ARONSON: Just to amplify that, I

         20  have many, many friends, especially in the arts and

         21  theatre business whose bank is their credit union,

         22  either Aquis Equity or something similar, and they

         23  have a debit card. They have no banks, they must use

         24  ATM machines.

         25                 CHAIRPERSON REED: Mr. Friedman.
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          2                 DR. FRIEDMAN: I'd like to also add

          3  that in general the recidivism rate for identity

          4  theft is very close to 100 percent. So, what you

          5  said about --

          6                 CHAIRPERSON REED: Of the thief, not

          7  the victim.

          8                 DR. FRIEDMAN: Recidivism.

          9                 CHAIRPERSON REED: Right.

         10                 DR. FRIEDMAN: The recommission of the

         11  same crime by the criminal, as was noted, it is a

         12  very attractive crime, it is hard to detect the

         13  resources that you need to go after the huge number

         14  of small criminals are staggering, and being caught

         15  and convicted once doesn't seem to be anything of a

         16  deterrent at all, which is one of the reasons I

         17  think stopping it at the point of sale is something

         18  that needs to be looked at more closely, because

         19  deterrence doesn't seem to be working, and

         20  regardless of efforts to foolproof databases,

         21  information is always going to get out.

         22                 I mean, it's sort of a leapfrog

         23  between the criminals and the people who design the

         24  security system.

         25                 CHAIRPERSON REED: Yes, Ma'am, Mrs.

                                                            120

          1  COMMITTEE ON CONSUMER AFFAIRS

          2  Burger.

          3                 MS. BURGER: In my situation, I think

          4  there should -- I think there should be a stronger

          5  screening process for the sale of homes, sale and

          6  purchase of homes. And I feel that there should be

          7  stronger control on the real estate industry, the

          8  mortgage funders, investors and the bankers.

          9                 CHAIRPERSON REED: Well, thank you all

         10  very much. I take it then that all of you are in

         11  support of the three bills that we've introduced

         12  today.

         13                 Yes, Ms. Craine?

         14                 MS. CRAINE: Sorry, just one point. We

         15  do think the legislation is a step in the right

         16  direction, but NYPIRG believes that there should not

         17  -- those businesses that are convicted of identity

         18  theft should not get a second chance. We do think

         19  that businesses, if they have one conviction, I mean

         20  based on the reading of the legislation, they can

         21  have more than one. We think that is unacceptable.

         22  We think there should be zero tolerance policy of

         23  those businesses that are convicted of identity

         24  theft. They've already defrauded consumers, why give

         25  them another chance to do the same crime? I mean,
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          2  there has been ample testimony of people, the

          3  criminals doing it more than once, it's an

          4  attractive crime, it's easy to do, it takes awhile

          5  to be detected. Now it should be more of, you're

          6  convicted of identity theft, you lose your license.

          7  You have to go through the process again, you have

          8  to be strictly controlled and monitored because

          9  you've already done a -- you've already broken the

         10  law. You should not be able to have two convictions.

         11                 CHAIRPERSON REED: Well, I certainly

         12  appreciate your point of view on that. The concern

         13  that I think a lot of us had in this, and even some

         14  of my colleagues that I talked about it, was that

         15  often times the business owner may not be aware of

         16  an employee or the activity that's happening in

         17  their visits. Perhaps they should, but often times

         18  these things can happen.

         19                 So, we're afraid that that would be

         20  challenged if we were to just automatically shut

         21  somebody down after the first conviction. You don't

         22  see that, maybe we should see it more often in

         23  certain circumstances of other things that happen in

         24  the business, but that's the reason why we're

         25  looking at a pattern rather than this has happened
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          2  one time in the business.

          3                 I think there is ways to go after the

          4  person specifically if they are the sole owner of

          5  the business, the sole employee and this has

          6  happened, there may be other consequences, but in

          7  terms of how DCA licenses things, which at the

          8  moment is the only avenue that we can approach and

          9  go after, that's why it's there. But I appreciate

         10  that you want to get this taken care of and not give

         11  somebody a second chance to steal someone else's

         12  identity.

         13                 Thank you all very much for coming.

         14                 MS. CRAINE: Thank you.

         15                 CHAIRPERSON REED: We are challenged

         16  to leave this room. We're going to have a second

         17  hearing on this. I appreciate everybody coming today

         18  and their patience, the testimony. Again, if people

         19  want to make comments specific to the language of

         20  the legislation, if they want to give us a draft of

         21  that so we can incorporate that language, if that's

         22  what we want to do, into the revised version, that

         23  would be appreciated.

         24                 Thank you all very much.

         25                 This hearing is adjourned.
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          2                 (The following written testimony was

          3  read into the record.)

          4

          5

          6  Written Testimony Of:

          7  Susan Craine

          8  Consumer Advocate

          9  New York Public Interest Research Group

         10

         11                 Greetings. My name is Susan Craine

         12  and I am Consumer Advocate with the New York Public

         13  Interest Research Group (NYPIRG). NYPIRG is New York

         14  State's largest student directed non-profit consumer

         15  protection, environmental preservation and social

         16  justice organization.

         17                 Thank you, Chairman Reed, and

         18  Committee members, for holding this important

         19  hearing on identity theft and ways that New York

         20  City can address this devastating form of consumer

         21  fraud.

         22                 For more than a decade, NYPIRG has

         23  fought to strengthen the privacy laws and give

         24  consumers more control over their personal,

         25  financial and healthcare information. Identity theft
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          2  results in the loss of billions of dollars each

          3  year. Although businesses often bear the direct

          4  costs of credit card and ATM theft, for example,

          5  consumers end up paying dearly in terms of time,

          6  money and effort spent clearing their good name.

          7  Moreover, fraud costs are passed onto consumers in

          8  the form of higher fees for goods and services.

          9                 Since 1996, when the two large

         10  national ATM networks, Cirrus and Plus, removed the

         11  ban on surcharge fees for ATMs using their networks,

         12  several things have occurred - all of them bad for

         13  consumers.

         14                 First, consumers increasingly were

         15  hit with surcharge fees, fees for using an ATM owned

         16  by someone other than their bank. According to

         17  NYPIRG's latest statewide survey of ATMs, virtually

         18  all ATMs surcharge now - with the typical surcharge

         19  approaching two dollars - in addition to the "on us"

         20  fee added by the consumer's bank which approach

         21  $1.25. This means consumers typically are hit with

         22  more than $3.00 in ATM fees for a single withdrawal

         23  transaction conducted at an ATM owned by someone

         24  other than their bank.

         25                 Second, since the surcharge ban was
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          2  lifted, private ATMs, i.e., ATMs owned by someone

          3  other than a regulated financial institution, have

          4  proliferated. Some estimates are that there are more

          5  than 200,000 private ATMs in the U.S. However, since

          6  they're unregulated, there's no definitive way to

          7  get a count.

          8                 Third, ATM fraud has flourished. Most

          9  recently, crooks set up an ATM in Manhattan designed

         10  to trap consumer's information. The information,

         11  including account numbers and PINs, were then used

         12  to fashion bogus gold-colored plastic cards. The

         13  crooks then took the fake ATM cards to Chase and

         14  Citibank ATMs on the Upper East Side and withdrew

         15  some $225,000 from 300 consumer accounts. (See 3

         16  Indicted On Identity Theft and Larceny Charges,

         17  Associated Press, December 2, 2003, appended

         18  hereto.)

         19                 The problems created by the failure

         20  to regulate private ATMs does not end with identity

         21  theft and bank losses. ATM fraud also is related to

         22  tax evasion, money laundering and possibly the

         23  funding of terrorist organizations. (See Criminals

         24  Focus on Weak Link in Banking: ATM Network, The New

         25  York Times, August 2, 2003, appended hereto.)
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          2                 Ironically, under the Patriot Act

          3  banks must ask consumers for a photo ID when they

          4  open a checking account and deposit a few dollars.

          5  But under federal, state and local laws there's no

          6  mandate to conduct a background check on private ATM

          7  owners, who network into the national banking

          8  system, reach into consumer accounts and handle

          9  private financial information.

         10                 New York must do better. NYPIRG urges

         11  the City Council to take a preventative approach to

         12  identity theft and consumer fraud: Pass a local law

         13  to regulate private ATMs as an essential way to shut

         14  down identity theft that's conducted using ATMs.

         15                 Currently five states regulate

         16  private ATMs in some fashion: Illinois, Maine,

         17  Vermont, New Hampshire, and Wyoming. Legislation has

         18  been introduced in the California Assembly and a

         19  bill, A.9654 with amendments, passed unanimously out

         20  of the New York State Assembly Banking Committee in

         21  February.

         22                 Here's what the City Council should

         23  include in an ATM registration bill:

         24                 - Require that all ATM owners go

         25  through a thorough financial and criminal background
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          2  check.

          3                 - Regulate ATM Independent Service

          4  Operators, which connect ATMs to the networks.

          5                 - Require that Independent Service

          6  Operators and the Networks confirm that an ATM owner

          7  has been registered by the City to operate an ATM

          8  prior to connecting that ATM to the network.

          9                 - Mandate conspicuous disclosures on

         10  the ATM, including the amount of the surcharge; the

         11  toll-free number to make a consumer complaint to the

         12  owners or operator of the ATM; the telephone number

         13  of the City agency that regulates ATMs; and a list

         14  of the networks accessed by the ATM.

         15                 - Identify the procedures, standards

         16  and security measures that are in place to protect

         17  the confidentiality of consumer financial

         18  information.

         19                 - Include tough penalties and the

         20  authority to order the shut down of ATMs that don't

         21  comply with the law.

         22                 NYPIRG is ready, willing and able to

         23  work with the Council to draft legislation that will

         24  create a strong ATM law for the City and its

         25  residents.
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          2                 With respect to the Intros that also

          3  are the subject of today's hearing, we offer the

          4  following preliminary comments.

          5                 Intro 139.

          6                 While giving the commissioner of the

          7  Department of Consumer Affairs the ability to

          8  revoke, suspend and refuse to renew any license of a

          9  business that has judgments against it or has been

         10  convicted of identity theft is a step in the right

         11  direction, Intro 139 should be made much stronger.

         12                 Intro. 139 allows a business to have

         13  more than one conviction of identify (sic) theft

         14  before the commissioner may suspend, revoke or

         15  refuse to renew its license. This is way too lenient

         16  for such lawbreakers. A convicted business has taken

         17  advantage of an innocent consumer and should not be

         18  given a second chance. There should be a zero

         19  tolerance policy toward businesses that are

         20  convicted of identity theft.

         21                 Intro. 140.

         22                 City agencies should make every

         23  attempt to notify consumers of a security breach.

         24  The agency should send notification letters by first

         25  class and returned receipt mail, email, if possible,
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          2  post the information on the agency's website and

          3  notify the media.

          4                 Intro. 141.

          5                 Similarly, businesses should make

          6  every attempt to notify consumers of a security

          7  breach. The business should send notification

          8  letters by first class and returned receipt mail,

          9  email, if, post the information on the agency's

         10  website and notify the media. Moreover, stiff

         11  penalties should be put in place in the event a

         12  business attempts to cover up or delay providing the

         13  required notifications.

         14                 Once again, thank you for this

         15  opportunity for NYPIRG to present its views on this

         16  important consumer protection issue. We look forward

         17  to working with the City Council and staff to

         18  protect consumers and reduce identity theft in the

         19  City.

         20                 Attachments.

         21                 For more information: Susan Craine,

         22  Consumer Advocate 212 349-6460.

         23                 Russ Haven, Legislative Counsel 518

         24  436-0876.

         25                 Newsday.com News. Minute by Minute.
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          2                 3 indicted on identity theft and

          3  larceny charges.

          4                 By Samuel Maull.

          5                 Associated Press Writer.

          6                 December 2, 2003, 1:59 PM EST.

          7                 NEW YORK -- Three men were indicted

          8  Tuesday on charges of using a rigged automatic

          9  teller machine to steal personal identification

         10  information from some 300 people and using that

         11  information to steal nearly $225,000 in just one

         12  day.

         13                 Two of the men were arrested Nov. 2

         14  as they left an Upper East Side bank branch where

         15  undercover officers saw them repeatedly swiping ATM

         16  cards and getting money from the cash machines,

         17  Manhattan District Attorney Robert Morgenthau said.

         18  He said a third man fled in a car which was found

         19  abandoned a few blocks away.

         20                 The two who were immediately arrested

         21  are Nedzad Korac, 31, of White Plains, N.Y. And

         22  Selin Hakanjian, 41, of the Bronx, Morgenthau said.

         23  He said officers recovered some 300 gold-colored

         24  plastic cards and $20,000 cash from them and from

         25  the abandoned car.
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          2                 Morgenthau said investigators learned

          3  that earlier in the day, Korac and Hakanjian, using

          4  plastic cards with stolen personal and financial

          5  information encoded on the magnetic strips, visited

          6  more than 20 JP Morgan Chase and Citibank branches

          7  on the East Side and in Lower Manhattan where they

          8  stole almost $225,000.

          9                 Morgenthau said investigators are

         10  trying to find out whether the defendants took more

         11  money from other branches and banks. He said that

         12  except for the 420,000 recovered from Korac,

         13  Hakanjian and the car, the stolen money has not been

         14  found.

         15                 Assistant District Attorney Daniel

         16  Castleman, Morgenthau's chief of investigations,

         17  said customers whose information was stolen are not

         18  held liable for the losses. "The banks are the (sic)

         19  ultimately the victims,": He said.

         20                 Morgenthau said the information was

         21  stolen with a rigged ATM in a small grocery store at

         22  First Avenue and 62nd Street. When a customer

         23  inserted a bank card, the person's information was

         24  skimmed and retained by the machine.

         25                 The defendants then transferred the
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          2  information onto the magnetic strips of blank cards,

          3  and those cards were used to steal cash from the

          4  banks' ATMs, Morgenthau said.

          5                 He said the store owner was

          6  apparently unaware that the machine, installed in

          7  September, was illegally keeping customers' personal

          8  data.

          9                 The machine was installed by Robert

         10  Miraglia, 39, of Staten Island, Morgenthau said. He

         11  said the store owner asked Miraglia after a few

         12  weeks to remove the machine because he wasn't

         13  keeping it filled with cash and he had not paid an

         14  agreed upon fee.

         15                 Morgenthau said Miraglia, arrested

         16  Nov. 19, passed the encoded information on to Korac

         17  and Hakanjian. Castleman said Miraglia was not the

         18  man undercover officers saw fleeing in the car on

         19  Nov. 2. He said that person is still at large.

         20                 The three defendants were charged

         21  with second-degree grand larceny, criminal

         22  possession of stolen property, identity theft in the

         23  first- and second-degree, and unlawful possession of

         24  personal identification, Morgenthau said. The grand

         25  larceny charge is punishable by up to 15 years in
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          2  prison upon conviction.

          3                 Copyright 2003, The Associated Press.

          4                 The New York Times.

          5                 Con men and cash machines.

          6                 August 3, 2003.

          7                 Criminals Focus on Weak Link in

          8  Banking: A.T.M. Network.

          9                 By WALT BOGDANICH

         10                 He fenced stolen jewels, committed

         11  bank and credit-card fraud and had been accused of

         12  having links to an Albanian-Yugoslavian criminal

         13  gang. Cloaking himself in nine aliases and Armani

         14  jackets, he was a smooth, multilingual master of the

         15  con, investigators and people who knew him say.

         16                 His name is Iljmija Frjuckic, and by

         17  all accounts, he had no business being around

         18  anybody else's money.

         19                 Yet after being deported in late

         20  1990's, he slipped back into the United States and

         21  set up shop as a banker, not in a marble lobby under

         22  the watchful eyes of auditors and regulators, but in

         23  the virtually unregulated world of privately owned

         24  automated teller machines.

         25                 To tap into this electronic network,
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          2  Mr. Frljuckic (pronounced Furl-YOU-kich) did not

          3  have to produce so much as a valid driver's license.

          4  After buying these machines - the kind commonly

          5  found in convenience stores, delicatessens and other

          6  retail outlets - he and his associates installed

          7  devices that captured, or "skimmed," personal bank

          8  account information from at least 21,000 people,

          9  prosecutors say. They used that information in 2001

         10  and early 2002 to make fake A.T.M. cards, then stole

         11  at least $3.5 million, mostly from A.T.M.'s in New

         12  York City, according to the latest federal charges

         13  filed about two months ago in Manhattan.

         14                 Before Mr. Frljuckic came along,

         15  small-time crooks had made crude forays into A.T.M.

         16  fraud. But in its size and technical sophistication,

         17  investigators say, the Frljuckic case is a con of an

         18  entirely different order - a new turn on identity

         19  theft, a jolting warning of the vulnerability of an

         20  A.T.M. system that has exploded in size in the last

         21  few years.

         22                 No one can say precisely how much is

         23  lost through A.T.M.-related crimes. In fact, no

         24  government agency knows how many cash machines are

         25  operating, where they all are or who owns them.
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          2  Though banks are reluctant to discuss their losses,

          3  they say there is no cause for alarm. But from

          4  Canada to Malaysia to the United Arab Emirates,

          5  investigators report new assaults on A.T.M.'s.

          6                 The criminals, both foreign and

          7  homegrown, include gangs, embezzlers and, on

          8  occasion, money launderers, according to

          9  investigators and public records. And while A.T.M.

         10  industry officials say the Frljuckic case shocked

         11  them into tougher self-policing of privately owned

         12  machines, they also confess that the thieves are

         13  remarkably resourceful, shifting their attention now

         14  to bank-owned machines. In recent months, skimming

         15  devices have been attached to bank machines around

         16  Boston and Chicago.

         17                 "A.T.M.'s have been viewed as a weak

         18  point in the banking chain - and so the criminals

         19  have focused on that," said Tom Harper, president of

         20  the A.T.M. Industry Association, the leading trade

         21  group.

         22                 The global wiring of banks to

         23  A.T.M.'s means consumers can gain instant access to

         24  their money around the world. But with the

         25  government monitoring only part of this electronic
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          2  network, a thief using cheap equipment and a little

          3  imagination can steal someone's banking identity in

          4  Manhattan and within hours withdraw money from that

          5  person's account at a cash machine in Europe.

          6                 A.T.M. crime may also be a national

          7  security issue.  Federal officials are investigating

          8  incidents in which suspected terrorists may have

          9  used the machines to fraudulently generate income,

         10  says Dennis Lormel, chief of the terrorist financing

         11  operations section of the Federal Bureau of

         12  Investigation.

         13                 Banks are supposed to reimburse

         14  victims of A.T.M. theft. But unlike credit card

         15  fraud, in which banks are stuck with bills for

         16  unauthorized purchases, A.T.M. thefts take cash from

         17  consumers, who may bear the burden of proving that

         18  withdrawals were unauthorized.

         19                 Kelly Quick of Studio City, Calif.,

         20  said that when he reported $1,240 missing from his

         21  account early this year, his bank did not believe

         22  him. "They basically said that since I didn't give

         23  out my PIN number, it had to have been me," Mr.

         24  Quick said. Similarly, Mark Evans of Los Angeles

         25  said his bank was "basically accusing me of stealing
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          2  the money." Both men say getting their money back

          3  involved a fight.

          4                 Complaints like these prompted the

          5  comptroller of the currency in September 2001 to

          6  warn banks of their obligation to make A.T.M.

          7  victims whole.

          8                 "Unfortunately there are people who

          9  say they have been defrauded when they have not,"

         10  said John Hall, a spokesman for the American Bankers

         11  Association. As banks learn more about A.5.M. fraud,

         12  he said, they are getting better at helping

         13  customers.

         14                 A.T.M.'s have been around for

         15  decades, but became ubiquitous on the American

         16  landscape in 1996, when new surcharges on

         17  withdrawals made it possible for private

         18  entrepreneurs to profit by owning machines. Since

         19  then, the number of machines, which cost as little

         20  as $3,000, has tripled, to an estimated 370,000,

         21  fueling the growth of companies that sell and

         22  service them.

         23                 This growth, in turn, has spawned

         24  criminal activity that goes beyond just the skimming

         25  of bank account numbers. Embezzlements in recent
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          2  years have involved companies that supply cash to

          3  the expanded A.T.M. market, including a New Jersey

          4  company, Tri-State Armored Services, where $50

          5  million turned up missing. By contrast, the biggest

          6  bank robbery in the last 25 years, according to

          7  federal statistics, involved $11 million.

          8                 Banks call credit-card and check

          9  fraud a much bigger problem. Besides, they say, rare

         10  cases of A.T.M. fraud are a small price to pay for

         11  the convenient cash. But banks are not eager to

         12  publicize breaches of A.T.M. security.

         13                 "They don't want to give people

         14  ideas," said Nessa Feddis, a lawyer with the

         15  American Bankers Association.

         16                 Another reason, some financial

         17  experts say, is that banks do not want to undermine

         18  confidence in a system that cuts their overhead

         19  while making them billions in fees, collected when

         20  their customers use private A.T.M.'s or machines

         21  owned by other banks. Several large banks also own

         22  parts of a network that connects the machines and

         23  financial institutions.

         24                 "These fees are cash cows for the

         25  banks," said Edmund Mierzwinski, of the U.S. Public
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          2  Interest Research Group in Washington.

          3                 A former president of a Federal

          4  Reserve bank said: "You write your story and they

          5  will hate it because it will say, 'Be careful where

          6  you stick your card.'.

          7                 4,000 Accounts Vulnerable.

          8                 The nation's biggest A.T.M. fraud

          9  began in late 2000 with trial runs in California,

         10  Florida and New York. At 13 sites, thieves started

         11  installing machines rigged internally to capture

         12  bank data and personal identification numbers.

         13                 They were in no hurry; the longer

         14  they waited, the more account numbers they could

         15  steal. In four months, with just the dozen or so

         16  machines, they had the electronic keys to 4,000

         17  accounts, fraud investigators say.

         18                 Only when the gang began siphoning

         19  money did banks and customers realize they had been

         20  scammed. By the time the rigged machines had been

         21  identified, they had vanished, along with their

         22  owners and tens of thousands of dollars.

         23                 By the end of June 2001, banks had

         24  identified the compromised cards and electronically

         25  blocked them.
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          2                 "They covered their tracks throughout

          3  the process," said Michael Urban, who works for a

          4  division of Fair Isaac, a company that helps

          5  financial institutions detect electronic fraud. "We

          6  didn't know anything other than they had good PIN's,

          7  good cards."

          8                 Investigators say the machines were

          9  bought in the names Michael Dokovich and Michael

         10  Bugatti, who turned out to be the same man: Iljmija

         11  Frljuckic.

         12                 He is believed to have first entered

         13  the country in 1981. By the early 1990's, federal

         14  authorities had linked him to "an

         15  Albanian/Yugoslavian organized crime gang." The

         16  government wrote in court papers that the group "is

         17  believed responsible for a host of serious crimes,

         18  including arson, insurance fraud, bank fraud,

         19  large-scale mail theft, drug trafficking and

         20  sophisticated jewelry heists."

         21                 Mr. Frljuckic married the daughter of

         22  a Florida law enforcement official in January 1994,

         23  telling her that he was Michael Illyriani, an

         24  international businessman, court records show. He

         25  did not say he was facing federal bank fraud
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          2  charges, filed in 1992, and was out of jail only

          3  because, hoping for a plea bargain, he had agreed to

          4  inform against the Albanian gang.

          5                 Actually, officials say, he was

          6  conning the government, too. While he helped on a

          7  few minor investigations, prosecutors say he

          8  provided "absolutely no assistance" in exposing the

          9  gang. Then, before the first case was settled, he

         10  was arrested in a new bank fraud.

         11                 After his release from federal prison

         12  in June 1996, a judge ordered him deported to

         13  Yugoslavia. But he soon returned to the United

         14  States, and by then the A.T.M. system had opened its

         15  doors to private entrepreneurs.

         16                 Surcharges Fuel Industry.

         17                 The system that beckoned Mr.

         18  Frljuckic runs on the ever-accruing stream of money

         19  from the surcharges first widely permitted in 1996.

         20  Today, many customers pay twice - usually $1 to $3

         21  to the owner of the machine, and $1 to $1.50 to the

         22  bank that issued the card. A.T.M. fees now add up to

         23  $4.5 billion annually, according to Dove Consulting,

         24  a Boston-based firm.

         25                 An A.T.M. entrepreneur needs a
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          2  machine and cash, which can be borrowed, to stock

          3  it, and a bank account, so that when a cardholder

          4  withdraws money, the cardholder's bank has some

          5  place to send the reimbursement. What the owner does

          6  not need is a license or government approval.

          7                 New owners are supposed to be

          8  evaluated by what are known as independent service

          9  organizations, or I.S.O.S's, which connect privately

         10  owned machines to the network. Each I.S.O., in turn,

         11  must be sponsored by a bank.

         12                 But the I.S.O.'s and banks have a

         13  spotty record of oversight, according to some in the

         14  A.T.M. industry. Fraud investigators, for example,

         15  have sometimes had trouble establishing the owners

         16  and locations of specific A.T.M.'s.

         17                 "It's harder to switch a registration

         18  on your car than to move around an A.T.M.," said

         19  Gregg James, a Secret Service agent who investigates

         20  financial crime.

         21                 The system, if not properly

         22  supervised, can be used to launder money. An owner

         23  can stock a machine with the proceeds from crime and

         24  then, after withdrawals, be reimbursed from

         25  customers' banks with "clean" currency.
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          2                 The American Bankers Association says

          3  its members do not see money laundering as a

          4  problem. "That's not something that's come to my

          5  attention," said John Byrne, a lawyer with the

          6  association.

          7                 It has, however, caught the attention

          8  of the Secret Service and other federal officials.

          9  In 2000, an Indiana man pleaded guilty to laundering

         10  money through his machines. Another A.T.M.

         11  money-laundering case is awaiting trial in

         12  California.

         13                 "When I found out what he was doing I

         14  thought, 'Ah, the perfect scheme,'" said Donna Eide,

         15  the prosecutor in the Indiana case. "It's a perfect

         16  way to get cash back into the system without reports

         17  being filed."

         18                 Small Store Owners Used.

         19                 Nasser Alomari is typical of the

         20  small New York store owners who became unwitting

         21  accomplices in Mr. Frljuckic's widening fraud,

         22  investigators say.

         23                 Mr. Alomari, a Yemeni immigrant, had

         24  originally owned his own A.T.M. in his delicatessen,

         25  now the 10th Avenue Gourmet, in Manhattan. A private
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          2  company serviced the machine, paying him $1 for each

          3  withdrawal. In a good month, that meant $600. And

          4  until one day in January 2002, that seemed enough.

          5  Then a stranger wearing a gold Rolex with diamond

          6  insets offered him a better return - $1.75.

          7                 He said the man insisted on

          8  installing his own A.T.M. Investigators say it had

          9  been fitted with a skimming device.

         10                 Federal records show that the man Mr.

         11  Alomari dealt with used an alias, as he had in

         12  buying 21 other machines. Investigators say he was

         13  Hamdija Frljuckic, brother of Iljmija. Hamdija

         14  Frljuckic began buying machines in August 2001 from

         15  a New Jersey independent service organization called

         16  Money Marketing.

         17                 "They knew the deep ins and outs of

         18  this business," a company spokesman, Eric Park,

         19  said. Money Marketing's vetting process conformed to

         20  the industry standard back then, he added, and

         21  included a review of a buyer's business records and

         22  driver's license. "I've never had a fake driver's

         23  license," he said. "How can you ever tell?"

         24                 Money Marketing says A.T.M. buyers

         25  now undergo criminal background checks and must
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          2  produce, among other things, tax returns.

          3                 By early November 2001, investigators

          4  say, the thieves had collected account information

          5  from about 17,000 New Yorkers. The trap was set.

          6                 Similar Fraud Patterns.

          7                 The first sign that something had

          8  gone seriously wrong came over that Veterans Day

          9  weekend.

         10                 Just as bank customers began to miss

         11  money in their accounts, unusual withdrawal patterns

         12  were being detected by computer analysts in the

         13  Arlington, Va, office of Fair Isaac. The analysts

         14  noticed something else: The patterns echoed those

         15  observed that year in California and Florida.

         16                 "Our investigators were 90 percent

         17  sure it was the same guys," said Mr. Urban of Fair

         18  Isaac. Investigators had another tactical advantage:

         19  With the highest daily withdrawal limit usually

         20  around $1,000, the thieves had to spend a lot of

         21  time feeding fake cards into machines. And during

         22  that time they were vulnerable.

         23                 Once Fair Isaac had identified

         24  compromised cards, their numbers were sent to NYCE,

         25  a company that connects A.T.M.'s and banks. Then,
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          2  when a suspect card was used again, NYCE, using a

          3  software program called Rooster, pinpointed the

          4  location and contacted the Secret Service within

          5  seconds.

          6                 In New York's congested streets,

          7  though, getting there in time was a problem. "We had

          8  agents getting out of cars, running up the street,"

          9  said Mr. James, the Secret Service agent.

         10                 In an escalating game of cat and

         11  mouse, the thieves began making withdrawals during

         12  lunch hour, when sidewalk and street congestion was

         13  at its worst. And they stopped feeding large numbers

         14  of cards into a single machine, instead slipping

         15  from one location to another.

         16                 "They would go in, hit an A.T.M., get

         17  on a subway, then go to the next A.T.M.," said Susan

         18  Zawodniak, executive director of the NYCE network.

         19                 To improve their odds, agents began

         20  staking out the sites of suspicious withdrawals. For

         21  five days, nothing. Then, on the evening of Nov. 15,

         22  Citibank told an agent, "approximately $7,000 had

         23  just been withdrawn from different accounts in rapid

         24  and successive transactions from the same A.T.M.,"

         25  according to a Secret Service affidavit.
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          2                 The agent rushed to the bank, where

          3  he found two other agents on stakeout. After a brief

          4  chase, they arrested a man seen leaving the bank. He

          5  was Fikret Korac, whom a federal prosecutor called

          6  "a criminal for most of his adult life." In his

          7  possession, agents said, they found 11 white plastic

          8  cards with magnetic strips and about $30,000.

          9                 Investigators viewed Mr. Korac as a

         10  low-level "runner." But after his arrest,

         11  prosecutors say, he called Hamdija Frljuckic, who

         12  quickly tried to withdraw $150,000 in cash from an

         13  account in a false name at J. P. Morgan Chase. But

         14  when he asked for the money in $100 bills, a

         15  suspicious bank officer refused, according to the

         16  Secret Service.

         17                 Within weeks, Hamdija Frljuckic was

         18  arrested - after visiting the machine at Nasser

         19  Alomari's store. He is awaiting trial on charges

         20  relating to the A.T.M. thefts. But Iljmija Frljuckic

         21  remains at large.

         22                 "The main older brother flees with

         23  several million in a suitcase," an investigator

         24  said. "We have intelligence that he put A.T.M.'s in

         25  other places in the world."
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          2                 Reached overseas by telephone, Mr.

          3  Frljuckic told The New York Times that he was

          4  willing to be interviewed where he was living, in

          5  Montenegro. But after several conversations to

          6  arrange the interview, he stopped returning calls.

          7                 In all, investigators say, the

          8  thieves withdrew money from 500 machines around New

          9  York City. The hardest-hit bank was Citibank, which

         10  lost about 41 million, said people close to the

         11  investigation.

         12                 Banks are reluctant to discuss the

         13  case. "Our hard and fast policy is we just don't

         14  discuss these sorts of things," a Citibank

         15  spokeswoman said.

         16                 At the state banking department, a

         17  spokeswoman, Bethany Blankley, said she knew little

         18  about the case because the compromised machines were

         19  not the agency's responsibility.

         20                 "We regulate the safety of the A.T.M.

         21  machines only for banks," she said, "not for

         22  supermarkets or little stands where you get

         23  cigarettes."

         24                 Industry Looks Inward.

         25                 Last March, the A.T.M. industry
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          2  gathered in Miami to meet with fraud investigators

          3  for some self-examination. The New York case was not

          4  the only one on their minds.

          5                 In late 2002, four Russians were

          6  arrested for charges of looting A.T.M.'s in Canada.

          7  Cardholders found their money disappearing in

          8  European cities they had not visited, including

          9  Paris, Amsterdam and Milan, according to a report

         10  filed by bank investigators.

         11                 The Canadian fraud seemed to

         12  replicate what prosecutors accuse Mr. Frljuckic of

         13  having done.

         14                 "The thing we found troubling," said

         15  H. Kurt Helwig, who runs the Electronic Funds

         16  Transfer Association, was that "this was organized

         17  crime."

         18                 An industry task force - including

         19  machine manufacturers, electronic networks and

         20  private machine owners - is fighting fraud through,

         21  among other things, better background checks and

         22  machines less prone to tampering. The hope is that

         23  these efforts will keep the government from stepping

         24  in. "It's a marketplace issue," Mr. Helwig said.

         25                 Because of their efforts, task force
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          2  members say, skimming from private machines is not

          3  the danger it used to be. But concerns remain.

          4                 In March, Fair Isaac sent an "urgent

          5  notice" of thefts from A.T.M.'s in San Francisco and

          6  the Los Angeles area. Investigators say they believe

          7  those card numbers were stolen through skimming

          8  devices in privately owned machines.

          9                 But now more A.T.M. fraud seems to be

         10  occurring at bank-owned machines, industry officials

         11  say. They are refocusing their attention.

         12                 "It's almost as if the criminals were

         13  listening and watching," said Ms. Zawodniak of NYCE.

         14  "We build a 10-foot wall, and they build an 11-foot

         15  ladder."

         16                 Copyright 2003 The New York Times

         17  Company. All Rights Reserved.

         18

         19  Written Testimony Of:

         20  Assemblywoman Catherine Nolan

         21  Chair

         22  New York State Assembly Standing Committee on Banks

         23

         24  Delivered on March 1, 2004

         25  Before the New York City Council
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          2  Committee on Consumer Affairs

          3

          4                 Thank you for inviting me to testify

          5  before the Consumer Affairs committee on this

          6  important issue. Identity theft is a concern not

          7  only for New York City's consumers, but for the

          8  State's consumers in general, and as Chairwoman of

          9  the Assembly Banks Committee, I have made the

         10  protection of consumers' financial affairs one of my

         11  top priorities. I regret that I am unable to attend

         12  this hearing and testify in person, but I would like

         13  to take this opportunity to provide a brief, written

         14  account of my thoughts on this topic, as it pertains

         15  to the banking industry.

         16                 As technology continues to progress

         17  rapidly, allowing consumers to conduct their

         18  business and financial affairs with growing ease,

         19  there is a concomitant and alarming rise in

         20  incidents of identity theft. In particular, I would

         21  like to focus on a disturbing identity theft

         22  practice that has become more widespread in the

         23  banking industry - the theft of consumers' bank

         24  account information from automated teller machines.

         25                 As most of your Committee members are
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          2  likely aware, there was a highly publicized incident

          3  this past December in New York City where an

          4  independent ATM was set up in a Manhattan grocery

          5  store. This machine was manipulated in order to

          6  steal consumers' personal banking information in

          7  order to forge phony cards.

          8                 The criminals then used these cards

          9  to withdraw approximately $225,000 from 300

         10  consumers' accounts at Chase and Citibank ATMs in

         11  Manhattan.

         12                 This crime was facilitated by the

         13  ease with which almost any individual can purchase

         14  and set up an ATM for the public's general use.

         15                 Currently, ATMs can be purchased for

         16  as little as $500; those individuals who purchase

         17  these machines do not have to register first with

         18  the New York State Banking Department, nor are they

         19  required to submit to criminal history background

         20  checks.

         21                 In response to this incident, I

         22  recently sponsored legislation - Assembly bill

         23  A.9654-A- that provides for the registration of

         24  cash-dispensing machines operated by entities other

         25  than banking organizations.
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          2                 This language includes the type of

          3  independently-owned ATM used by the criminals in the

          4  scam perpetrated three months ago.

          5                 If this bill became law, any

          6  individual desiring to purchase an ATM would first

          7  have to register with the New York State Banking

          8  Department.

          9                 Additionally, all prospective owners

         10  would be subjected to a criminal history background

         11  check. Having an ATM state registry would allow

         12  investigators to track criminal use of these

         13  machines, thus facilitating investigations.

         14                 The criminal history background check

         15  would allow the Banking Department to deny ownership

         16  of ATMs to unqualified individuals; the importance

         17  of this preventative measure was demonstrated on a

         18  recent Dateline NBC investigation, where an indicted

         19  felon was allowed to purchase an ATM from several

         20  different vendors without once having to submit a

         21  background check. This legislation recently was

         22  reported from the Banks Committee, and we currently

         23  are seeking a sponsor for the bill in the State

         24  Senate.

         25                 In addition to this legislation, the
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          2  Assembly Banks Committee is examining other

          3  possibilities that address identity theft. One such

          4  possibility would be to require all state-chartered

          5  banks to notify its account holders if the security

          6  of personal banking information has been compromised

          7  in any way.

          8                 Identity theft is an ongoing concern

          9  in today's financial world, and so my desire to find

         10  solutions to this problem will be ongoing as well. I

         11  encourage anyone with suggestions or concerns about

         12  this issue to contact me. Thank you, once again, for

         13  allowing me to participate in this important public

         14  hearing.

         15

         16

         17  Written Testimony Of:

         18  The Better Business Bureau, Inc.

         19

         20  News Release

         21  January 28, 2004

         22  For Immediate Release

         23

         24  Contact: Tony Barbera

         25  Phone: (212) 358-2915
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          2  Email: Tbarera@newyork.bbb.org

          3

          4  Metro New York BBB Announces 2003 "Top Ten"

          5  Complaints List.

          6

          7                 The Better Business Bureau Serving

          8  Metropolitan New York released its annual Top Ten, a

          9  listing of industries with the most inquiries and

         10  complaints for 2003.

         11                 For the second straight year, 'Mail

         12  Order' was number one in complaints received by the

         13  Bureau throughout the year. 'Financial Services'

         14  followed closely behind at number two, receiving

         15  only 99 complaints fewer than 'Mail Order'. Within

         16  this category, complaints regarding debt collection,

         17  advance-fee loans, banks, mortgage lenders, and

         18  financial services companies rose between 35 and 50

         19  percent over the previous year's totals, and

         20  complaints about credit card companies jumped by

         21  over 70 percent.

         22                 "In this uncertain economy, consumers

         23  are more likely to consider debt collection services

         24  and advance-fee loan offers. Before making such

         25  important financial decisions, people need to know
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          2  the facts," said Ronna Brown, President of the Metro

          3  New York BBB. "We encourage consumers to do business

          4  with companies they've checked out."

          5                 'Internet Sales & Services' went from

          6  number five in 2002 to number three in 2003, owing

          7  greatly to a 42 percent rise in complaints regarding

          8  Internet-based home electronics, computer and camera

          9  sales.

         10                 These types of business accounted for

         11  nearly 30 percent of all complaints about online

         12  businesses; complaints about all other types of

         13  Internet-based companies fell 25 percent, continuing

         14  a trend that began in 2002 when complaints in this

         15  category fell by over 70 percent.

         16                 While complaints against most types

         17  of Internet-based businesses fell for the second

         18  year in a row, the great increase in online consumer

         19  electronics retailers has brought many unscrupulous

         20  players onto the scene," said Ronna Brown. "This

         21  demonstrates the need for online electronics dealers

         22  to support a consistent and adequate level of

         23  customer satisfaction."

         24                 In 2003, the Bureau received over 1

         25  million inquiries and requests for information, the
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          2  bulk of which was facilitated by its web site at

          3  www.newyork.bbb.org. The BBB's web site continued to

          4  provide consumers throughout the world with

          5  pertinent and timely information on New York area

          6  businesses and charities, as well as issues of

          7  growing concern such as 'Identity Theft' and

          8  'Predatory Lending'.

          9                 "The BBB is pleased to have assisted

         10  over one million consumers for the second year in a

         11  row," said Ronna Brown. "It is encouraging to know

         12  that consumers find our information useful, relevant

         13  and timely, and our web site makes it easy to file a

         14  complaint against a New York-area company, access

         15  our business and charity reports, read helpful

         16  consumer tips, and download our subject reports. We

         17  will continue working hard to provide these valuable

         18  resources to consumers in 2004."

         19                 The Metro New York BBB also used the

         20  mass media to bring important tips and news to

         21  consumers. Bureau representatives appeared in dozens

         22  of news programs on major network affiliates in

         23  2003, and appeared in over 20 articles in print and

         24  electronic media, from local town newspapers to

         25  national news and consumer magazines and web sites.
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          2  The Bureau even made an impact in Europe, appearing

          3  for the first time ever on BBC National Radio in the

          4  United Kingdom, in addition to numerous local and

          5  national radio interviews. The Metro New York BBB

          6  was also featured several times throughout the year

          7  on New York City's major Spanish-language media.

          8                 The BBB is a private, nonprofit

          9  organization with the primary focus of promoting an

         10  ethical marketplace for consumers and businesses.

         11  Consumers may obtain information or file a complaint

         12  by writing to the BBB at 257 Park Avenue South, New

         13  York NY 10010, by calling the BBB at 212-533-6200

         14  for a credit card charge of $5.00. The Better

         15  Business Bureau Serving Metropolitan New York,

         16  covering the five boroughs of New York City, Long

         17  Island, and the Mid-Hudson region, is a private,

         18  not-for-profit corporation which receives no

         19  government funding and is supported by responsible

         20  businesses and consumers.

         21                 Better Business Bureau.

         22                 Top 10, 2003.

         23                 2003 Complaints.

         24                 Category:

         25                 1. Mail Order, Marketing and
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          2  Promotions - 2,367.

          3                 2. Financial Services - 2,268.

          4                 3. Internet Sales and Services -

          5  1,927.

          6                 4. Consumer Electronics - 1,663.

          7                 5. Home Improvement & Construction -

          8  1,601.

          9                 6. Automotive - 1,575.

         10                 7. Publishing & Communications -

         11  1,346.

         12                 8. Household & Office Furnishings -

         13  1,165.

         14                 9. Moving, Storage & Transportation -

         15  677.

         16                 10. Travel - 653.

         17                 2003 Inquiries.

         18                 Category:

         19                 1. Home Improvement & Construction -

         20  113,696.

         21                 2. Moving, Storage & Transportation -

         22  80,597.

         23                 3. Consumer Electronics - 58,636.

         24                 4. Financial Services - 51,708.

         25                 5. Automotive - 45,438.
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          2                 6. Internet Sales & Services -

          3  38,186.

          4                 7. Work at Home & Business

          5  Opportunities - 28,768.

          6                 8. Modeling & Talent - 24,277.

          7                 9. Mail Order, Marketing & Promotions

          8  - 18,856.

          9                 10. Household & Office Furnishings -

         10  17,025.

         11                 IDENTITY THEFT.

         12                 -  PREVENTION, DETECTION &

         13  CORRECTION* -

         14                 - OUTLINE -

         15                 Good morning. I'm Brian Rauer,

         16  Executive Director of the Better Business Bureau

         17  serving the Mid-Hudson, New York State region and

         18  General Counsel of the Better Business Bureau

         19  serving Metropolitan New York.

         20                 I would like to thank the New York

         21  City Council, the Committee on Consumer Affairs,

         22  Deborah Brown, and Gary Altman for asking me, on

         23  behalf of the Better Business Bureau, to participate

         24  in this discussion today.

         25                 I will be submitting information on
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          2  the prevention, detection, and correction of

          3  identity theft from both the Better Business Bureau

          4  Serving Metropolitan New York and the Council of

          5  Better Business Bureaus (collectively "BBB").

          6                 Scope of the Problem.

          7                 - Identity theft is the

          8  fastest-growing white-collar crime in the United

          9  States (source: FBI).

         10                 - A 2003 Federal Trade Commission

         11  (FTC) survey revealed that 27.3 million Americans

         12  have been victimized by some form of ID theft within

         13  the past five years.

         14                 - The FTC survey found that last

         15  year's identity theft losses to financial

         16  institutions and businesses amounted to nearly $48

         17  billion, with consumer victims reporting $5 billion

         18  in out-of-pocket expenses.

         19                 - Your Social Security number, ATM

         20  card, credit cards, bank checks, and all other items

         21  containing personal information now put you at

         22  serious risk in the wrong hands.

         23                 Types of Identity Theft.

         24                 - Social Security Number/Card.

         25                 - The most valuable piece of your
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          2  personal financial information.

          3                 - Your main identifying number for

          4  employment, tax reporting, and credit history

          5  tracking purposes.

          6                 Credit Cards.

          7                 - Unauthorized charges on existing

          8  credit card accounts.

          9                 - New accounts opened under your

         10  name.

         11                 Check Fraud.

         12                 - Stolen checks/account number &

         13  forged signature.

         14                 - Counterfeit checks in your name

         15  (using a home computer).

         16                 - Use of cleaning solvent to alter

         17  checks - payable to the identity thief.

         18                 - Checking accounts opened in your

         19  name using personal information (e.g., Social

         20  Security number). Bad checks on that account appear

         21  on your credit report.

         22                 TIP: If your checks have been stolen

         23  or misused, immediately: (1) notify your bank; (2)

         24  place a stop payment order; and (3) close your

         25  checking account.
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          2                 Cellular Telephone Service.

          3                 Establish new cellular telephone

          4  service in your name.

          5                 - Unauthorized calls that seem to

          6  come from, and are billed to, your cellular phone.

          7                 - Unauthorized charges using your

          8  calling card and PIN.

          9                 TIP: Contact your service provider to

         10  close your existing account; establish a new account

         11  & PIN.

         12                 Samples of Recent Scams.

         13                 Phony Identity Theft Prevention

         14  Services.

         15                 - Guises for obtaining personal

         16  information from you (e.g., driver's license number;

         17  mother's maiden name; Social Security number; credit

         18  and bank account numbers).

         19                 TIP: Never give out any personal

         20  information over the phone or online unless you are

         21  familiar with the business/organization.

         22                 TIP: If unsure about a firm, check it

         23  out with the Better Business Bureau.

         24                 Phony Internet Account Updates.

         25                 - E-mail requests seemingly from your
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          2  Internet Service Provider.

          3                 - Examples: "your account information

          4  needs to be updated" or "the credit card you used to

          5  sign up for service is invalid/expired and needs

          6  re-entering to keep your account active."

          7                 TIP: Personally check with your

          8  Internet Service Provider before responding.

          9                 - Carry only necessary cards - do not

         10  carry your Social Security card unless specifically

         11  needed.

         12                 - Never put account information on

         13  the outside of an envelope or on a postcard.

         14                 - Cut up old or expired credit cards

         15  - close all inactive credit card and bank accounts

         16  (these accounts appear on your credit report and may

         17  be used by thieves.)

         18                 ATM cards:

         19                 - Choose a Personal Identification

         20  Number (PIN) distinct from easily discoverable

         21  personal information.

         22                 - Memorize your PIN: Never write it

         23  on your ATM card or a piece of paper in your wallet.

         24                 - Never give out personal information

         25  via phone, mail, or the Internet unless you have
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          2  initiated contact or know the business.

          3                 - Compare ATM receipts and cashed

          4  checks with periodic bank statements for

          5  unauthorized transfers or charges.

          6                 - Shred credit card statements, bank

          7  statements and pre-approved credit offers when you

          8  do not need them. Be careful with your own trash, as

          9  a thief may be checking it for your personal,

         10  valuable information.

         11                 - Decrease the number of unsolicited

         12  credit card applications that you receive.

         13                 - Order your credit report from the

         14  three major credit reporting agencies at least once

         15  each year.

         16                 For Internet Users.

         17                 - Try to regularly change your

         18  passwords (and choose unique passwords.)

         19                 - Memorize your passwords; avoid

         20  writing them down.

         21                 - Continue to update operating system

         22  software and consider installation of a firewall.

         23                 - Utilize updated anti-virus

         24  software.

         25                 - Take proper precautions when using
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          2  wireless networks.

          3                 - Be careful when using a public

          4  internet terminal (e.g., logging off a password

          5  protected account.)

          6                 - When providing personal

          7  information, do so only on a secure server (look for

          8  the "locked padlock" graphic on the browser page.)

          9                 Detecting Identity Theft: Warning

         10  Signs

         11                 - You receive bills for a credit card

         12  account you never opened.

         13                 - Unfamiliar and unauthorized charges

         14  on your bills.

         15                 - Collection agencies contact you for

         16  payment of such debts.

         17                 - A billing cycle passes without

         18  receiving your credit card statement - or other

         19  expected mail - because it has been sent to a

         20  different address.

         21                 - bank statements include transfers

         22  or withdrawals you do not remember.

         23                 - checks are missing from your

         24  checkbook, or new checks do not arrive in the mail.

         25                 - Rejected for a credit card,
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          2  mortgage or other loan because of your credit.

          3                 Reclaiming Your Identity: Steps to

          4  Correction.

          5                 - This seemingly obvious tip cannot

          6  be overstated: Take action right away.

          7                 - Maintain records of all your

          8  correspondence with companies regarding the fraud.

          9                 - File a report with the police (keep

         10  a copy and note the date of your report, in case

         11  your bank, credit card company, etc. requests

         12  proof).

         13                 - If you suspect that your mail is

         14  being diverted to another address, check with your

         15  local post office for an unauthorized change of

         16  address.

         17                 - Call your credit card issuers to

         18  check the status of your accounts if your bills do

         19  not arrive on time (if necessary, close all of your

         20  accounts).

         21                 - Notify your bank immediately if

         22  your ATM card has been stolen or if unauthorized

         23  transfers/ withdrawals appear on your account.

         24                 - Alert your bank if your checks are

         25  stolen or missing.
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          2                 - When opening new bank accounts, ask

          3  that a password be used before any inquiries or

          4  changes can be made to the accounts.

          5                 - Credit card misuse: contact the

          6  fraud departments of the three major credit bureaus

          7  & ask them to "flag" your file as belonging to a

          8  possible fraud victim.

          9                 - Request copies of your credit

         10  reports from those credit bureaus.

         11                 - In a few months, order new copies

         12  of your credit reports to verify that inaccurate

         13  information has been removed and no new fraudulent

         14  activity has occurred.

         15                 - Contact each creditor for accounts

         16  that were tampered with or falsely established in

         17  your name (speak with the security or fraud

         18  department).

         19                 Potential Liability.

         20                 - Credit Cards.

         21                 - If the loss is reported before the

         22  card is used: the card issuer cannot hold you

         23  responsible for unauthorized charges.

         24                 - If used fraudulently before its

         25  reported missing: maximum liability for unauthorized
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          2  charges is $50 per card (applicable even if the

          3  thief uses your credit card at an ATM for a cash

          4  advance.

          5                 - ATM and Debit Cards.

          6                 - Do not allow the same protections

          7  as credit cards.

          8                 - If reported missing before any

          9  unauthorized use: the financial institution cannot

         10  hold you responsible for unauthorized withdrawals.

         11                 - If reported lost or stolen within

         12  two business days of discovery: your liability is

         13  limited to $50.

         14                 - If reported after two business

         15  days, but within 60 days after statement showing

         16  unauthorized withdrawal: liable up to $500.

         17                 - If reported after 60 days:

         18  potentially liable for all funds taken from your

         19  account following the 60 days and before you

         20  reported the card missing.

         21                 - Checks.

         22                 - Most states hold the bank

         23  responsible for the losses from a forged check.

         24                 - You may be held liable: (1) if you

         25  do not notify the bank in a timely manner that a
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          2  check was lost/stolen; or (2) if you do not monitor

          3  your account statements and promptly report an

          4  unauthorized transaction.

          5                 - Contact the major check

          6  verification companies to request that they notify

          7  retailers using their databases not to accept the

          8  lost/stolen checks, or ask your bank to notify the

          9  check verification service with which it does

         10  business.

         11                 Basic Tips for Businesses.

         12                 - Businesses must protect the

         13  personal information of customers and their own

         14  employees.

         15                 - If you don't require certain

         16  personal information, do not collect it.

         17                 - If you only require the use of such

         18  information for a single, specific use, do not save

         19  it longer than required.

         20                 - If you must retain certain personal

         21  information, assure that it is stored securely

         22  (e.g., password protected computer terminals); limit

         23  access to such records to only those on a strict

         24  need-to-know basis.

         25                 - When disposing of personal
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          2  information, do so very carefully (e.g., a paper

          3  shredder).

          4                 - Do not use a customer's Social

          5  Security number as their basic account number.

          6                 - Develop and enforce extremely

          7  strict policies regarding the appropriate provision

          8  and sharing of customer or employee information

          9  (e.g., identity thieves may falsely pose as

         10  government agencies, health insurance providers,

         11  etc. to extract such information from unsuspecting

         12  businesses).

         13                 - Utilize alarms and locks as a

         14  deterrent; ensure that all such records and offices

         15  are locked during non-business hours.

         16                 - For businesses operating in an

         17  online environment:

         18                 - Employ a password protection system

         19  (avoiding simple passwords).

         20                 - Require users to regularly change

         21  passwords.

         22                 - Limit access to your computer

         23  server; place it in a secure location.

         24                 - Install updated anti-virus

         25  protection software on all of your computers, while

                                                            172

          1  COMMITTEE ON CONSUMER AFFAIRS

          2  continuing to regularly scan for viruses.

          3                 - Install computer firewalls

          4  (gatekeepers that protect your computer) and

          5  security "patches" (to correct bugs that may permit

          6  an attack on your computer.

          7                 - Remember to back up your computer

          8  data.

          9                 - Beware of the risks associated with

         10  file-sharing.

         11                 - Regularly monitor for any

         12  suspicious activity on your network.

         13                 - Educate all employees on proper

         14  precautions, your security policy, and steps to

         15  follow should something suspicious be detected.

         16                 - Immediately remove a departed

         17  employee's network access (and disconnect their

         18  employee terminal from external access.

         19                 - Consider purchasing encryption

         20  software.

         21                 PLEASE NOTE: Information contained

         22  herein is compiled from sources believed to be

         23  reliable, but neither the Better Business Bureau nor

         24  the presenter, Brian Rauer, guarantee its accuracy

         25  or completeness. Nothing herein is to be construed
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          2  as legal advice.

          3                 Finding Help: Key Resources.

          4                 - Major credit bureaus: You need to

          5  provide your Social Security number, date of birth,

          6  phone number, current address, any previous

          7  addresses over the past two years, and the name of

          8  your current employer.

          9                 Equifax.

         10                 To report fraud by mail:

         11                 P.O. Box 740256, Atlanta, GA 30374.

         12                 Order report by phone 1-800-685-1111.

         13                 Report fraud by phone:

         14  1-800-525-6285.

         15                 Web site: Www.equifax.com.

         16                 Experian.

         17                 To order your report by mail:

         18                 P.O. Box 2002, Allen, TX 75013.

         19                 To report fraud by mail:

         20                 P.O. BOX 9532, Allen TX 75013.

         21                 To order your report or report fraud

         22  by phone:

         23                 1-888-EXPERIAN (397-3742).

         24                 Web site: Www.experian.com.

         25                 Trans Union.

                                                            174

          1  COMMITTEE ON CONSUMER AFFAIRS

          2                 To order your report by phone:

          3  1-800-888-4213.

          4                 To report fraud by mail.

          5                 Fraud Victim Assistance Division.

          6                 P.O. Box 6790, Fullerton, CA 92834.

          7                 To report fraud by phone:

          8  1-800-680-7289.

          9                 Web site: Www.tuc.com.

         10                 - The Federal Trade Commission (FTC):

         11  Federal clearinghouse - identity theft complaints.

         12                 Toll-free hotline at 1-877-IDTHEFT

         13  (438-4338).

         14                 Address: Identity Theft

         15  Clearinghouse.

         16                 Federal Trade Commission.

         17                 600 Pennsylvania Avenue, NW.

         18                 Washington, DC 2058.

         19                 Web site: Www.consumer.gov/idtheft.

         20                 Additional Web Address:

         21  Http://www.ftc.gov/bcp/conline/pubs/credit/idtheft.htm.

         22                 - The Social Security Fraud Hotline

         23  (SSN misuse):

         24                 P.O. Box 17768, Baltimore, MD 21235.

         25                 Phone: 1-800-269-0271; Fax:
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          2  1-410-597-0118.

          3                 E-mail: Oig.hotline@ssa.gov.

          4                 - The New York State Banking

          5  Department (primary regulator for NYS-licensed &

          6  stated-chartered financial entities):

          7                 Consumer Services Division,

          8  NYS Banking Dept.

          9                 2 Rector Street, New York, NY

         10  10006-1894.

         11                 Pone: 1-800-522-3330.

         12                 Web site: Www.banking.state.ny.us.

         13                 E-mail: Consumer@banking.state.ny.us.

         14                 - The U.S. Postal Inspector can

         15  assist if an identity thief stole your mail to get

         16  new credit cards, bank and credit card statements,

         17  etc. or falsified change-of-address forms. Contact

         18  your local post office for the phone number of the

         19  nearest postal inspection service or check the

         20  Postal Service web site at

         21  www.usps;gov/websites/depart/inspect.

         22                 - The Federal Bureau of Investigation

         23  (FBI) is one of the federal criminal law enforcement

         24  agencies that investigate cases of identity theft.

         25  Local field offices are listed in the Blue Pages of
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          2  your telephone directory. You can also access the

          3  FBI's Web site at www.fbi.gov.

          4                 - Contact the Better Business Bureau.

          5                 Email (BBB Serving Metro NY):

          6  Www.newyork.bbb.org.

          7                 Email (Council of Better Business

          8  Bureaus): Www.bbb.org.

          9                 Fax Number: 212-477-4912.

         10                 Address: 257 Park Avenue South.

         11                 New York, NY 10010.

         12                 (Hearing concluded at 12:30 p.m.)
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          1

          2              CERTIFICATION

          3

          4

          5     STATE OF NEW YORK   )

          6     COUNTY OF NEW YORK  )

          7

          8

          9                 I, CINDY MILLELOT, a Certified

         10  Shorthand Reporter and Notary Public in and for the

         11  State of New York, do hereby certify that the

         12  foregoing is a true and accurate transcript of the

         13  within proceeding.

         14                 I further certify that I am not

         15  related to any of the parties to this action by

         16  blood or marriage, and that I am in no way

         17  interested in the outcome of this matter.

         18                 IN WITNESS WHEREOF, I have hereunto

         19  set my hand this 1st day of March 2004.

         20
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         22

         23

         24

                                   ---------------------

         25                          CINDY MILLELOT, CSR.
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          9            I, CINDY MILLELOT, a Certified Shorthand

         10  Reporter and a Notary Public in and for the State of

         11  New York, do hereby certify the aforesaid to be a

         12  true and accurate copy of the transcription of the

         13  audio tapes of this hearing.
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                              CINDY MILLELOT, CSR.
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