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I. INTRODUCTION

On Monday, April 24, 2017, the Committee on Technology, chaired by Council Member James Vacca, will hold an oversight hearing on the privacy of city data. The City and some of its partners and vendors collect and maintain personally identifiable and other sensitive information through city websites, “smart” devices, paper applications, storage devices, and other tools. This hearing will address some privacy and security issues associated with such data collection across various City agencies and how the City is mitigating risks to this data collection. 
II. PERSONAL INFORMATION COLLECTION 
a. Executive Order No. 114 of 2008
In March 2008, former Mayor Michael Bloomberg issued Executive Order No. 114 (the Order) to improve the delivery of services to New Yorkers with state-of-the-art technology.
  The Order launched HHS-Connect, an office charged with linking the computer systems of numerous city agencies known as the “HHS agencies,” in order to share information throughout the system, increase customer service and expand online access.  HHS agencies include, among others, the Departments of Correction, Health and Mental Hygiene, Homeless Services, Juvenile Justice, Probation, Aging and the Administration for Children’s Services.
  HHS-Connect was designed to create a system to better manage health and human service information and increase accountability throughout City agencies.
 

HHS-Connect uses technologies that improve the way data is stored and shared so residents provide their information only once and is then shared with various agencies.
  Clients can also access their own file and make updates through an online portal.
  This system allows residents to apply online for multiple programs through a single point of entry and creates a structure for agencies to allocate resources through a holistic approach.
  

b. Internet of Things 

Many physical devices beyond computers are connecting to the internet. Advocates refer to this as the Internet of Things (IoT).
 “Smart” devices—ranging from refrigerators and watches to phones and door locks—now operate as networked computers.
 It is estimated that by 2020, the number of connected devices will exceed 50 billion.
 
In partnership with public, private, and academic stakeholders, the Mayor’s Office of Technology and Innovation established guidelines to “provide a framework to help government and…partners use connected devices and IoT technologies in a coordinated, consistent and responsible manner.”
 These guidelines supplement, rather than replace, existing laws, rules and regulations. One of the goals of the IoT Guidelines is to mitigate some potential risks of the increasing number of smart devices that collect personally identifiable information and other data to which New York City residents will likely have access.
 
Among these are risks to privacy and security. Consequently, the Guidelines include sections on “Privacy and Transparency”
 and “Security.”
 The privacy and transparency guidelines discuss data collection, how IoT devices that collect data should be categorized (e.g. public, sensitive, etc.), the need for transparency in data collection methods, and how to handle personally identifiable information, among other guidelines. The security guidelines include recommendations on minimizing security risks and breaches of IoT systems, protecting data, controlling who has access to IoT systems, and the continuous monitoring of security systems to ensure their utility, among other security guidelines. 
c. LinkNYC 

In FY 2015, the City entered a nonexclusive public communications franchise agreement with CityBridge to create a LinkNYC network.
 The network will consist of kiosks (“Links”) that provide telephone service, act as charging stations, and provide public Wi-Fi to areas close to each kiosk.
 It is anticipated that Links will replace over 7,500 pay phones across the five boroughs – which is virtually all of the existing telephone booths in the City.
 
Links permit a user to maintain a free Wi-Fi network connection while moving through the City in the covered areas. Other key features of the Links include the ability to access city services, maps and directions from a Link tablet; make free phone calls to anywhere in the U.S. using the Vonage app on the Link tablet or the tactile keypad and microphone; a dedicated red 911 button in the event of an emergency; and displays of public service announcements.
 
Advocates raised concerns over LinkNYC’s  original privacy policy. For instance, the New York Civil Liberties Union notes that CityBridge, a consortium of private media and technology companies, “retains a vast amount of information about users – often indefinitely – building a massive database that carries a risk of security breaches and unwarranted NYPD surveillance.”
 Others called LinkNYC a “Personalized Propaganda Engine,” due to its capacity to create targeted advertising through Bluetooth beacon technology.
 
Responding to these concerns, LinkNYC updated its privacy policy last month.
 The new policy clarifies that browsing history will not be stored; establishes that LinkNYC would only retain technical information up to 60 days from the end of their last activity; clarifies that LinkNYC would only disclose information as required by law and with notice, and sets limits on LinkNYC’s camera usage and other data disclosure.

III. DATA BREACHES, TRANSFERS, AND OTHER SECURITY RISKS
Data breaches are unauthorized acquisitions of computerized data that compromise the security, confidentiality, or integrity of personal information, and can occur with anything from a single record to millions of records.
 Such breaches are not just privacy concerns. They can also be used to facilitate fraudulent activity such as identity theft, which can have devastating consequences for individuals and lead to annual losses in the tens of billions of dollars in the United States alone.
 In 2015, there were 979 data breach notifications sent to the New York State Department of State, affecting 5.5 million New Yorkers.
 

Although HHS-Connect has so far been very beneficial gathering information and keeping information private for many New Yorkers, problems may still occur which leaves some New Yorkers skeptical about sharing private information.  In March 2017, Attorney General Eric T. Schneiderman announced that his office received approximately 1,300 reported data breaches in 2016, a 60% increase over the previous year.
  The breaches exposed personal records of 1.6 million New Yorkers, mainly consisting of social security numbers and financial account information through hacking and inadvertent disclosure.
  

Hacking was the leading cause of all data breaches from 2006 to 2013; however employee negligence incidents, which consists of a combination of the loss of a device or media, insider wrongdoing and inadvertent exposure of records, nearly tied hacking over the past year.
  In October 2016, Newkirk Products, Inc., a business associate of Capital District Physicians’ Health Plan, Inc., CDPHP Universal Benefits, Inc. and Capital District Physicians’ Healthcare Network, Inc., reported exposing the personal health information of 761,782 New Yorkers.

 

Health care information has become an easy target for hackers to gain access to because patient data is stored and shared with various doctors and agencies without proper digital protections.
  In February 2015, Anthem Inc., one of the largest health care providers had 78.8 million of its customers hacked making it the largest health care breach in history.
  Medicare and Medicaid electronic health records have become more valuable to hackers than credit cards.
  On the black market, an individual’s medical record can reach up to $500 which includes social security numbers, addresses, financial account information and occupations.  Most stolen medical records are being used to obtain free health care and subscriptions  Data breaches such as these are costing the health care industry approximately $5.6 billion per year.
  

Among the reported government breaches that occurred in New York City in 2015 were: multiple breaches of an Administration for Children’s Services (ACS) server containing preventive services client information,
 a Bellevue Hospital employee improperly emailing a spreadsheet containing personal information of over 3,000 patients to an unauthorized recipient,
 a Jacobi Medical Center employee emailing files with protected health information of 90,000 patients to a personal email account and an account at her new city agency employer,
 a Metropolitan Hospital Center employee emailing the protected health information of almost 4,000 to a personal email account,
 and a Woodhull Medical and Mental Health Center laptop that was locked and password-protected but not encrypted, and which contained information on 1,500 patients, that was stolen from a patient exam room.

Among the examples in prior years, personal and financial information of 1,000 bike-share account holders was exposed,
 backup drives containing the information of 1.7 million Health and Hospitals Corporation (HHC) patients, staff and vendors were stolen out of an unattended and unlocked van while being transported by a firm specializing in the secure transport of sensitive data,
 and, in 2011, the constituent services database of the Public Advocate’s office was seemingly hacked and exposed online.

As the above examples demonstrate, breaches can occur from both maliciousness and from negligence. Similarly, there is no one single type of breach. Hacking, abuse of access by employees, theft or loss of physical media, glitches and other possible causes must all be protected against.  However, these problems might be exacerbated if the computers involved are obsolete or if the City’s security is uneven across agencies, such as it seems to have been for the ACS breach, as the agency was reportedly then operating outside of DoITT’s secure infrastructure.
 It has also been reported that some large agencies have refused DoITT security products and processes.

Improper disposal of electronic devices and media that store private data is one of the ways that a data breach can occur. If a computer, hard disk, thumb drive, mobile phone or optical storage media is disposed of without properly destroying either the device or the data, through wiping, degaussing, physical destruction, or some other method (simple delete functions are usually insufficient
), then the data therein may be recoverable. This can cause serious breaches such as, just recently, when a 30-gigabyte hard drive discovered at a recycling depot in Canada was found to retain the personal information, including security clearance applications, of defense personnel in the Canadian military.
 Locally, a CD containing the personal information of 15,000 New York City Transit Authority workers was found inside a refurbished computer sold by a retailer.
  

Copy machines and multifunction printers also often retain information about the items scanned or copied or printed by them and when they are disposed of to third parties, this information may be retrievable.
 This can be of serious public concern and risks significant disclosures. For instance, Affinity Health Plan returned multiple photocopiers to a leasing agent without erasing the data contained on the copier hard drives, which was found by the U.S. Dept. of Health and Human Services to be a potential violation of the HIPAA Privacy and Security Rules.


In New York City, the Department of Citywide Administrative Services oversees the disposition of surplus property and, for that purpose, DCAS has partnered with a company called ‘Public Surplus,’ to sell the city’s surplus property via online public auctions.
 On January 28, 2016, among the items being auctioned was a large Ricoh printer being disposed of by the Department of Corrections,
 a package of 53 smartphones and 3 regular cellphones being disposed of by the Department of Design and Construction,
 as well as computer monitors, in an assorted lot, being disposed of by the Department of Environmental Protection.
 Thus, city agency computer equipment is not necessarily being destroyed when it is being disposed of and such devices, like the Ricoh printer and smartphones above, could have an internal storage device capable of containing agency data, or personal identifying information. If those storage devices are not properly wiped, they could be a potential source of a data breach in the future.

III. DATA PRIVACY AND SECURITY MEASURES
The City implements privacy and security policies for many of the methods that it collects user data. Licensees of the Department of Consumers Affairs (DCA) are required to disclose security breaches to that agency, the New York Police Department (NYPD) and affected persons.
 There is also a notification requirement for licensees who have judgments or convictions against them for identity theft or unlawful possession of personal identification information.
 And, there are requirements on both DCA licensees
 and city agencies
 that whenever disposing of a record containing personal identifying information it should be done in a manner intended to prevent retrieval of the information therein or thereon, although that manner is not specified for electronic devices and the requirement does not seem to cover the disposal of data that does not contain personal identifying information.

The City has also taken measures to protect data from devices that are being disposed of or reused.  DoITT has promulgated a Citywide Information Security Policy regarding ‘Digital Media Re-use and Disposal Policy’ that states “[a]ll digital media must undergo a data sanitization process prior to disposal or reuse to protect against unauthorized access to information” and that such sanitization procedures are to be internally documented by each agency. This policy covers all non-volatile storage devices and offers three options for data destruction: a data wiping program that irreversibly wipes the physical area of storage, a full disk encryption method that is compliant with the Citywide Encryption Policy, or degaussing/physical media shredding which meets NIST standard 800-88.
 This policy may be bypassed for internal or inter-agency equipment transfers. Finally, the actual data destruction is not required to be done by the agencies themselves, and can instead be fulfilled by transferal to a vendor who has contractually committed to one of the above data destruction methods. 
To codify this policy, the Council enacted Local Law 11/2017. Local Law 11 requires that any City agency disposing of electronic equipment that is capable of storing information while depowered to ensure, prior to such electronic equipment’s disposal, that all information therein has been erased. It also requires that any third party who disposes of such electronic equipment on behalf of a city agency to provide that agency and DoITT with a written certification that it complied with the law. This local law would take effect one year after enactment.
IV. CONCLUSION

The Committee looks forward to testimony from DoITT, MOTI, and the Mayor’s

Office of Operations to assess the privacy and security of New Yorkers’ data and to discuss steps to coordinate the vast array of the City’s privacy and security policies and initiatives. 
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